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PREFACE

The fourth international conference Challenges to National Defence in a Contemporary Geopolitical Situation
( CNDCGS062024) 1hSeptainbep 2024,1Btno, Czech Republic is organized by University of Defence, Brno
(Czech Republ i c) tis Miitarp Acadeny oflLithnaaia, MiGistrynaf National Defence of the Republic of
Lithuania, cooperation with the NATO Energy Security Centre of Excellence, National Defence Foundation and the
Lithuanian Riflemenés Uni on.

The conference invites practitioners and researchers to discuss important issues related to current and future challenges
European defence capabilities and to collect great innovative ideas for future development. Also, an important contributiot
is madeto defence innovation. The conference aims to attract the attention of the European society and increase the attenti
of the international political community and the U.S. and European decisa@ars to the security of the Baltic region.

The aims of CNDCG&024 were to share the latest topical information on the issues of national defence in a contemporary
geopolitical situation. The papers in the Abstracts presented the following areas:
Defence Technologies and Aviation

Cyber Threats and Security Issues

Democracy, Contemporary Threats and Warfare

Modern Technologies and Social Sciences

Multi-Criteria DecisioAMaking

Sustainable Defence Solutions

The Impact of New Defence Technologies on Humans

Education and Physical Training for National Defence

Military Operation in Multidomain Environment

Challenges to Face New Defence Technologies

=4 =8 =8 -8 -8 -8 _a_a_9_°9

The invitations to CNDCG&024 include instructions on preparing reports, abstracts, and manuscripts, as well as deadlines
for submission. The guidelines for submitting scientific research papers, including specific requirements and deadlines, wel
publisted online under the "Publication Opportunities” sectiomi#ps://forum.lka.lt/quidelines/

The CNDCGS 2024 participants presented their research results in the form of eatestdmets, ranging from 500 to 1000
words, for publication in the conference Abstract Book, as well a¢efudjth papers, approximately ten pages in length, for
publication in the conference Proceedings Book. The Scientific Editorial Committee seletteatialand original full

articles that had never been published before. All submissions were evaluated based on their topicality, originalitslland ove
quality. After a rigorous doublblind review process, all accepted fldhgth papers were included the Conference
Proceedings Book. As a result, the Proceedings became a valuable resource of new information, allowing for the evaluatic
of research conducted by scientists from various countries.

This conference was the result of a collective effort, and | must extend my appreciation to all those who made CNDCG
2024 possible. First, | commend the organizing committee members for their strong motivation and smooth progress i
organizing the conferee. | also want to thank all the authors for contributing their papers. Finally, | would like to express
my deepest gratitude to the Scientific Editorial Committee for ensuring the quality of the accepted papers.

Prof. Svajona
Chairman of the CNDCG3024
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Abstract

The importance of digital geographic data has been growing very rapidly in recent decades. It is hard to imagine e
current military operation in which there is no need to pfangel, or visualize the environment using digital geographic
data. The creation and distribution of this data is one of the basic tasks of geographical support in most armies. Mos
of these data models are created using photogrammetric methods from imtage derial laser scanning technology.

The creation of data using these traditional procedures makes it possible to create robust geodatabases from a lar
area, but it is often lengthy and does not allow responding to current changes in the arezstf amgk the needs of

the troops for accurate and especiallytogate geographic data. A faster alternative for creating current geographical
data or updating existing geodatabases is the use of unmanned aerial vehicle (UAV). Evaluation of theipsssibilit
using the AgEagle eBeeX UAV for selected tasks of data collection and creation of data models is the main goal of thi:
article. The article will describe and evaluate selected tasks suitable for the use of this UAV.

KEY WORDS: UAYV, mapping, geospatial support, DEM, multispectral data, engineering survey, soil moisture

Citation: Capek, J.; Kovarik, V.; Hubacek, M.; Sobotka,(d024). Possibilities of using unmanned aerial vehicle in
geospatial support in the Czech Army. In Proceedings of the Challenges to National Defence in Contemporary Geopolitice
Situation, Brno, Czech Republic,-IB September 2024. ISSN 258859 DOI 10.3849/cndcgs.2024.16

1.Introduction

The importance of digital geographic data has been growing very rapidly in degames. It is hard to imagine a
current military operation without the need to plan, model, or visualize the environment using digital geographic data. The
creation and distribution of this data is one of the basic tasks of geospatial support in nobarmims. Most of these data
models are created using imagery and photogrammetric methods or airborne laser scanning technology. The creation of d
using these now common procedures allows for the creation of robust geodatabase covering a largi¢iarefeblgngthy
and does not allow responding to current changes in the area of interest and to the needs of the troops for accurate ¢
especially upto-date geospatial data. A faster alternative for creating current geospatial data or updating exist
geodatabases is the use of unmanned aerial vehicles [1].

Unmanned aerial vehicles (UAVSs), also known as drones, are vehicles not having a human crew on board. They ai
controlled remotely or using an automated system. The use of UAVs is very extensive today. In military applications, UAVs
are primarily used fothe following taskg2], [3], [4]:

A reconnaissance, surveillance of enemy positions,
A targeted attacks, carrying missiles or bombing.

However, UAVs are widely used in a number of civilian applications, some of which can also be used in the security

and defense domajd], [5], [6], [7]:

A reconnaissance of inaccessible or dangerous area
A monitoring arable |l and, monitoring crop growth,
A forest mapping, tree condition monitoring and fo
A delivering of parcels, monitoring of the traffic
A environment al monitoring

A data collection in geology, meteorology, biology

E 2024The Authors. 16
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A terrain mapping etc.

This text evaluates the possibilities of using AgEagle eBeeXUAV for selected tasks of data collection and
creation of data models for the needs of geospatial support. The article describes and evaluates selected taskshaiitable for
use of this UAV.

2. UAV for Geospatial Support

The use of UAVSs for the needs of geospatial support is focused mainly on its use as a quick replacement for larg
photogrammetric aircraft. The main task of the UAV in the geospatial support system is primarily data collection in the form
of panchromaticmultispectral or thermal imagery; laser and radar data. Such data collection is done by both-irbgetler
and fixedwing aircraft, both of which are capable of collecting data with various types of cai@kfa$ [10], [11].

This text focuses on data collection using a fiwadg UAV equipped with a panchromatic and multispectral
imaging camera. A specific representative of this type of UAV is thefiviad AgEagle eBeeX. Technical characteristic of
the drone is shown in Tadbl.

Table 1.
Main technical characteristics of the UAV AgEagle eB¢&X
Drone specifications Flight performance
Wingspan 45,7 in/116 cm Cruise speed 11-30 m/s or 2568 mph (40110 km/h)
Material Expanded Polypropylene | Max. wind resistance| Up to 12,8 m/s or 28,6 mph (46km/h)
(EPP)
Underbody skin | Cun# Polypropylene Landing type Automatic linear landing
thermoplastic composite (16,4 ft / 5 m ac
Max. takeoff 3,5Ibs /1,6 kg Service temperature | 5 At o N1GAARP (4 0AC)
weight
Backpack 75x50%x29 cm / 30x20x11 in| Humidity Light rain resistance
dimension
Motor Low-noise, brushless, Ground avoidance Yesi LIDAR (range 394 ft/ 120 m)
electric
Detachable Yes Ground resolution Downto 0,6in/1,5cm
wing
Radio link range| 1,9 mi (up to 5 mi) Max. flight time 90 minutes
3 km nominal (up to 8 km)
Frequency 2,4007 2,4835 GHz Coverage at 400 ft / | 543 ac to 1,235 ac / 2,2 Kro 5 kn? /
120 m 220 ha to 500 ha
Data storage SD cart Linear coverage Up to 17,2 mi/ 27,7 km out and back

The AgEagle eBeeXyith an optional RTK/PPK module allows to achieve the absolute accuracy up to 3 cm (1.2
in) without ground control points (GCP). However, the image collection described in this article usgEttggeeBeeX
UAV without RTK/PPK GNSS measurement, which achieves lower accuracy.

According to the technical documentation, this type of UAV is capable of creating images of an areaxfi(300
hectares in one flight, which is up to 5 square kilometers. However, these values can only be achieved under ideal conditior
The shortening fathe flight length is mainly caused by the strength of the wind and the ruggedness of the terrain. Practical
experience from using tiegEagle eBeeXving shows that the optimal area for one flight is approx. 2 square kilometers. If
it is possible to use uttiple batteries or recharge them directly in the field, it is feasible to cover abd&tsuare kilometers
in one day[12]

The UAV AgEagle eBeeX is compatible with a wide range of interchangeable cameras that are suitable for a wide
range of mapping work (3D, thermal, multispectral, é&):

A Se n s e F-lawodbaneet theffmal mapping kit that can be used to quickly and easily create thermal
maps and digital surface models;

A S . O.abBaméra designed specifically for professional photogrammetry using drones;

A Mi c aSe n 4 - Roeotessidnalenultispectral sensor working in the red, green, blueinfreaed

and red edge parts of the electromagnetic spectrum;

A S. O. ba professiBnAl photogrammetric camea@able of changing orientation during flight and
capturing three images at a time (two oblique and one in nadir).

The use of MicaSense RedEdg& and S.0.D.A. 3D cameras for the following tasks is described as part of the
testing of tasks for geospatial support needs.

The first task is the rapid collection of data for the needs of updating existing geodatabases. The need for this solutio
stems from a relatively long period of updating geodatabases and map products, which are still an irreplaceable geograpt
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basis for decision support. On the territory of the Czech Republic, a regular aerial scanning campaigns takes place every t
years[13] and map products can thus be replaced by relativelp-date orthophotos. This is not the case everywhere,
moreover, in military operations there can be significantly faster changes in the landscape, which need to be captured al
transferred to geodatabes. For this reason, the temporal and spatial aspects were tested for the acquisition of current image
and subsequenipdating of existing vector geodatabases. On the territory of the Czech Republic, regular photogrammetric
imaging is carried out every two years. The principle is that one half of the territory is photographed every yearsdn the ca
of dynamic phenomenaych as natural disasters or military activity, this period is insufficient. Therefore, it is necessary to
look for new alternatives for the needs of geographic security, which could be the use of UAVs.

The second task tested is the creation of atotgate digital elevation model for the planning of engineering
structures or for the needs of restoring existing structures after their destruction by military, as wethdgargnactivities.

To solvethese tasks, an existing elevation model is usually used as a primary source (DMR5 in the Czech[R&public

but it may not be sufficiently accurate ortgadate for some tasks. Therefore, in the case of a request for an accurate elevation
model, the godetic survey of the given territory is used and the creation of a detailed current elevation model processed it
time corresponding to the design activities. UAV means offer a new technology for creating these elevation models, whicl
is faster than terrégal geodetic measurement. At the same time, theaoomact method enables the creation of a height
model even in places that are inaccessible, mainly due to the conduct of military operations.

As the UAV eBeeX also enables data acquisition with a multispectral camera that provides data in five spectral
bands (three visible, IR and RedEdge), testing of the use of the UAV for the purpose of detecting the distribution of soil
moisture was also caed out in order to refine the soil passability modeling procedures. The goal was to find at least partial
dependencies between the measurement of soil moisture by a moisture meter in the area of interest with any of the selec
combinations of individuainultispectral bands.

3. Rapid Geodatabase Updating

The first task tested was the rapiwllection of data for the needs of updating existing geodatabases. As part of this
task, temporal and spatial aspects were tested for the acquisition of current images usable for subsequent updating of exist
vector geodatabases.

In the case of the need for a quick update of geodatabases, it can be assumed that entry to the area of interest \
not be allowed and therefore it will not be possible to create the GCPs. For this reason, a procedure without GCPs was us
to verify theaccuracy of the created orthophoto and the possibility of using it for updating databases. The test area wa
located southeast of the village of Slavonice. The size of the territory was 0.25 square kilometers. Using the S.O.D.A. 3L
camera, 337 images wesken with 60 percent overlap, both forward and lateral. The orthophoto was processed in the Pix4D
program without the use of GCPs, then to verify the accuracy of the created orthophoto, the positions of the geodetic survey
GCPs were compared with thelwas determined from the orthophoto. The GCPs were surveyed by the Trimble Geo XR
GNSS receiver using the STOP and GO method in real time using the VRS Now corrections. The GCPs were regularl
distributed in the corners of the test area. The results cagdpein the Table 2.

Table 2.
Positional accuracy of the created orthophoto
Geodetic Ortho
Ec Ng Eo No Eo - Eg No - Ng
m m m m m m
Slavonice 1| 526935,55| 5426440,14] 526936,25 5426441,27| 0,70 1,13
Slavonice 2| 527175,64| 5426247,56| 527176,37| 5426248,48 0,73 0,92
Slavonice 3| 526353,47| 5426131,35 526353,93] 5426132,28 0,46 0,93
Slavonice 4| 526260,89] 5426299,67| 526261,48 5426300,82 0,59 1,15
Mean Squarg 0,63 1,04
Horizontal ERROR 1,21

The results show that the root mean square deviation on the GCP is 0.63 meters for the E coordinate and 1.04 mete
for the N coordinate, and the positional error is 1.21 meters. These values are slightly worse than the accuracyiof the data
the ZABAGEDdatabasgl5], whi ch is the basis for the creation of th
however, fully corresponds to the accuracy required for updating databases as part of the renewal efcakdiwmap
products, which is alsd MD .

In addition to verifying the accuracy of the resulting orthophoto, attention was also focused on verifying the time
necessary to process the orthophoto. The Pix4D program was used to process the Slavonice location, allowing to create
orthophoto withoubperator intervention. The operator uploads images, sets the parameters for the orthophoto and starts th
creation process.

The calculation was tested on a computer with the following parameters: procdaselr Xeon CPU E&620
2.10GHz; RAM memory 16GB; operating systeinWindows 10.
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For testing purposes, the resulting orthophoto pixel size was chosen: 1 cm, 5 cm, 15 cm, 50 cm, and 100 cm. Th
results representing the time required for processing are presented in table 2. The value shown in bold corresponds to t
resolution value ofdll-area orthophotos, which are used for updating military or civil geodatabases in the Czech Republic
[13].

Table 3.
Orthophoto processing time according to different resolutions
Resolution of the result lcm 5cm 15cm 50cm 100cm
Processing time 31 hours | 65 minutes| 56 minutes| 19 minutes| 19 minutes

The results in the table (see Table 3) show that with a suitably chosen resolution of the resulting orthophoto, the
time required for processing is not a limitifagtor in the use of UAVs for rapid updating of geodatabases.

From all the above facts, it follows that the use of UAVs for updating databases represents a suitable technolog
providing a sufficiently accurate orthophoto, and the time requirelttn it is negligible compared to the use of an aircraft.
The main limiting factor is the size of the area of interest. Based on the experience gained during the processing of testir
areas on the territory of the Czech Republic, it appears that thélsuitrritory for the use of this type of UAV is up to 100
square kilometers.

4. Generating Surface Models for Construction Planning

Design and implementation of construction works is one of the important tasks of engineering support. The main
tasks of engineers are the following: mobility support, coumtebility support, survivability support, general engineer
support. It allocatespecial column to perform rescue and liquidation work during crisis as a part of the Integrated Rescue
System (IRS) to fulfill humanitarian tasks. The spectrum of these tasks is very broad and the requirements for geaspatial da
vary both in terms of conté and accuracy.

In this text, attention is focused on tasks for which geodetic support is currently used. These tasks usually requir
the calculation of the volume of earthworks, or the complete processing of the project of special military construcsiens. The
are, for @ample, the following taskid 6], [17]:

A construction of military bridges and maintenance
A design, constructi on, repair and renovation of ¢
A design, constructi on, repair and modification of
A design, constructi on, repair and maintenance of

and equipment

These constructions are almost always associated with the design of earthworks. Currently, modern objec
applications are used for design with an overlap into design with the use of BIM (Building Information Modeling). The input
data for these modern apgdiions are current elevation data from the construction area. This data may have varying levels
of accuracy. The requirements for the accuracy of these data vary according to the type of building, the area of ingrlementati
and its scope. When determinitige requirements for the accuracy of the geodetic survey, an important factor is also the
requirement of the construction contractor, who can determine its level based on his requirements.

In general, the most accurate data is important for the construction of military bridges, military roads, airports, and
the design of military bases. For designing these types of military constructions, it is advisable to work with data with
centimeter aaeracy[18].

At present, geodetic data from the construction area, or point clouds acquired by laser scanning are mainly used ft
these projects. The cloud of points in the national data models correspond to their content at the time of the survey, and t
terrain veryoften undergoes significant changes since then, and the national data models cannot therefore be used. For t
needs of engineering support, point clouds can be obtained by acquiring imagery and its subsequent processing.

As an example of the use of the point cloud from AgEagle eBeeX, the processing of temporary bridge projects
within the framework of humanitarian aid during the floods in Slovenia in 2023. In August 2023, Slovenia was hit by
devastating floods that affecteg to two thirds of its territory. The Czech Republic provided a total of 108 meters of heavy
bridge sets (TMS) for three | ocations (Lrna na Krkogko

On the basis of the results of the engineering survey of individual locations, the geodetic surveying was carried out
The Trimble S7 total station, Trimble R12i GNSS receiver and AgEagle eBeeX UAV were used to survey the sites. The
survey resulted in vergrecise orthophoto images of the locations of interest, a geodetic survey scheme and point clouds
acquired by the AgEagle eBeeX drone in *.las format (see Fig. 1).
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Fig. 1. Cloud of points acquired by the AgEagl e eBee
view; (c) south view after radiometry adjustment; (d) colored poiotanfd.

The point cloud was processed in the ReCap2024 application, in which the data was prepared for further use in th
creation of a digital terrain model (classification of points, modification of the area of interest). The data was fuottext ex
to a forma usable in the AutoCAD Civil 3D software suite. This software is used for creating a digital terrain model and its
subsequent modification. By default, the terrain is created in the format of a triangular irregular network (TIN). The digita
terrain modeln TIN generated in AutoCAD Civil 3D is presented in Fig. 2.

Fig.2. Digital terrain model in TIN generated in AutoCAD Civil 3D.

20



§153200m

\ & Soufadnicovy systém: WGS84 (G873 1999.4
g | 5 ;
5153150 m % \ \ Meza Viikovy systém: EGM9S global

Longitudinal profile: Mezica M 1:200/100
Range: km 0,00000 - km 0,07351

Tl
5w

,,,,,,,,,

Fig.3. Longitudinal profile in the axis of the plar

For thetemporary bridge designer, the starting point is the longitudinal profile in the axis of the planned bridge (Fig.

3). From this profile, information is obtained about the elevation conditions at the construction site and landscape
modifications are propodewhich will need to be implemented before the construction of the temporary bridge (modification
of the river bed, strengthening of the banks, preparation of places for storing the bridge etc.). For a good heighttadjustme
of the bridge, it is necessalty have a data with centimeter accuracy. The model created using AgEagle eBeeX provided an
equally accurate model for design and subsequent construction work as geodetic surveying of sites. The solution with tr
application of AgEagle eBeeX for design armhstruction work was also used in other tasks (construction of a training areas
for wheeled vehicles, construction of command posts and others).

5. Using Multispectral Imagery for Assessing the Soil Moisture

The last application was focused on the use of a multispectral camera for the purpose of soil moisture detection. Th
soil moisture is a very important parameter for a number of areas of use that are related to the environment and have t
potential to infuence human society and its various activities. This means, for example, weather forecasting, drought
monitoring, agricultural production management, water resource management, monitoring and management of natur:
disasters such as fires, landslides oodls, and othefd.9].

Knowledge of soil properties plays an irreplaceable role for some specific military applications, such as terrain
passability However, the effect of soil moisture on the modeling and prediction of teraasabilityby military vehicles
has not yet been sufficiently investigated and described, which can be considered a significant shortcoming.

A number of studies have been published for soil moisture estimation based on optical and thermal sensor dat
processing as well as from active and passive microwave sens¢2@af21], [22], [23], [24] [25], [26], [27], [28], [29],
[30], [31]. All these papers agree in stating that reliable relationships for the direct derivation of soil properties from spectral
data are not yet available.

We performed tests of the possibility of remote detection of surface soil moisture using multispectral image data
taken by various sensors located on UAVSs.

As part of the testing, the following was performed:

A measurement of soil moi sture using the tradition
A acquisition of multispectral data from the UAV;
A searching and downloading corresponding imagery
A calculation of spectral indi ces;

A searching for a correlation between index values
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Before the actual measurements in the field, it was necessary to select suitable locations and plan the individug
measurements in such a way that they could be repeated in as long a time series as possible. Two testing areas were cho
which are locatedear BrnoN2 g k o v i c e -avimetk th8 soil type iEher8ozem. Due to the size of the area that had
to be covered by the data, measurements were made at several tens of points that were evenly distributed throughout the
of interest, and theistance between each point was approximately 50 m. Several quantities were measured for each point
The measured quantities were soil moisture, shearing stress, penetrometric resistance. All quantities measured at a gi\
point were located using GNSS maasmentg32].

The NDVI (Normalized Difference Vegetation Index) spectral index was used to verify the possibility of using
multispectral images. The NDVI is probably the best known and most used vegetation index for analyzing the health o
vegetation, but it can also lised to evaluate soil properties, for example its moisture. In the subsequent data analysis, the
search for correlation between the images and the soil moisture obtained from the field measurement was carried out. T
NDVI was calculated from the imagetdaaken by the UAV, which is calculated from the formula 1:

NDVI & ——— 1)

where NIR is the spectral band in the nigdirared region of the EMS (Electromagnetic Spectrum) and Red is the band in
the red part of theisible region of the EMS.

Subsequently, a correlation dependence was sought between the calculated NDVI index and the measured values
soil moisture.

The statistical method for calculating the Pearson correlation coefficient was used. This coefficient is one of the
characteristics of tightness of dependence and is used to determine the linear relationship between two elements. T
coefficient can havealues between 1 andl. The closer its value is to 1 4, the stronger the correlation. The intermediate
values in this interval then indicate the degree of dependence described as very weak, weak, medium, strong or very stror
In total, data from 211 gints where repeated measurements took place between November 2020 and April 2021 were
analyzed. In the case of UAV data, a weak and very weak positive relationship between the NDVI index and soil moisture
was found with values around 0.20.

Most of the studies and articles describing the search for correlation between image or radar data and soil moistul
state that the relationships for directly deriving this dependence are not yet available or are not yet robust enowgty Admitt
the resits of our testing confirmed this finding.

In order to find reliable results, the involvement of radar data is needed, without them it really is not possible, but it
is still a big alchemy and the search for clear relationships will probably take some time. However, the radar sensor is nc
part ofthe available sensors for the tested AgEagle eBeeX UAV.

Despite the fact that it was not possible to confirm the possibility of using a UAV with a multispectral camera for
the needs of soil moisture assessing, the possibilities of using this tool for other tasks related to geospatial support wi
continue to beested.

6. Conclusions

The possibilities of using wintype UAVs, which have been described in the text, show that the use of unmanned
vehicles in geospatial support is promising and will grow in importance. The main advantage of using these means is the
operability and relatiely low acquisition and operating costs. The quality of the obtained data is comparable to data from
piloted aircraft or satellites. Their applicability is provable especially in the area of creatiort@tlage surface models,
creation of orthophoto®f the needs of visual interpretation and subsequent rapid updating of geodatabases. Unfortunately
it was not possible to find a dependence between soil moisture and multispectral images from the UAV and thereby exter
the possibility of applications tt¢ field of terrain passability or cressuntry movement. Despite this, testing of the use of
these resources will continue to be carried out for other tasks within the geospatial support.
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Abstract

This paper explores the strategic application of Artificial Intelligence (Aleihancing military and economic
capabilities. Utilizing a systematic and comparative methodology, this study assesses the potential and challenges «
Al technologies, including Large Language Models (LLMs) and their impact on defense and economic Battors.

from authoritative sources like the United Nations and various strategic studies institutes underpin a comprehensive
analysis. Key findings demonstrate that Al significantly advances military efficiency and economic forecasting, akin
to its transformtve potential observed in digital marketing and cyber defense. The study underscores the necessity for
ethical guidelines and robust validation to mitigate Al's inherent biases and misuse. This research not only reaffirms
Al's pivotal role in modern stragic contexts but also emphasizes the need for continuous innovation and ethical
oversight in its deployment.
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defence.
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2.Introduction

A range of studies have explored the use of Al in defense, intelligence, and economic data analysis. According t
Atif (2021) Al has potential benefits in military applications, HRMS, decision making, disaster prevention and response,
GIS, service persoriahtion, interoperability, extensive data analysis, anomaly and pattern recognition, intrusion detection,
and new solution discovery using the highly configurable system antimeasimulation. For example, there is a significant
potential for improvemadrin the effectiveness of special forces and amphibious units through the use of artificial intelligence.
The role of artificial intelligence in conventional weapons as a factor in strategic deterrence and nuclear weaponmgccelera
the innovation raceAs a result, the strategic importance of artificial intelligence as a project of the future, with a comparison
to the nuclear race of the midentieth century. However, it is noted that only certain tasks have been solved on data analysis
and pattern remgnition, text translation. The pivotal role of the Al in in military strength evaluation and national security
was emphasized by Utsav (2023).

Truong (2020) conduct a survey of the applications of Al for cybersecurity, discussion on potential security threats
from adversarial uses of Al technologies, and the identification of potential research challenges and open researsh directio
of Al in cybersecurity. Leenen (2021) emphasizes the potential of Al and big data analytics in cyber defense, particularly in
detecting patterns and correlations in security event data. Big data analytics and artificial intelligence have the@otential
enhance cybedefense. Current automated systems based on syntactic rules may not be sophisticated enough to handle t
complexity in the cyber defense domain.

Damagevilius (2023) provides a comprehensive over v,
finance, and innovation. This is further supported by i a | (2020), who identifies Al ¢
particularly in digitalmarketing and decision making. These studies collectively highlight the transformative potential of Al
in these domains, from enhancing forecasting techniques to improving cybersecurity and business operations. Taylor (201
found that Alenabled systemsnhance defense capabilities, the challenges in acquiring such systems for governmental
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defense, and the need to recognize the misalignment of Al procurement with established procurement elements. Accordir
to Ramirez (2020) artificial intelligence methods used to predict economic indicators are artificial neural networks, adaptiv

systems ofliffuse neuro inference, genetic programming, support vector regression, machines extreme learning and othe
machine learning techniques. One of the most promising Al technologies is LLMs. Despite the fact that it is very difficult to

monitor developing ew models and architectures, the vast majority of the principles remain the same.

2. Investigation Results

To determine the potential consequences of the use of Al for military and economic capabilities assessment we use
a systematic approach. Its components were used as a methodological basis, which made it possible to present a holi
vision of the systemarchitecture of capabilities analysis.

The comparative method allowed authors to compare the potential of different instruments and models that were
developed in the area of LLM, and to assess the possible consequences of using them. The basis of the work was the d
from different sources: th United Nations (UNROCA), Stochholm International Institute of Peace Research (SIPRI),
International Institute of Strategic Studies and Statista. By integrating these approaches and data sources, the study not o
underscored the transformative potentiblAl in enhancing strategic capabilities but also highlighted the critical need for
careful and contextual application of these technologies to avoid unintended consequences.

During the development of necessary architecture, we started from interviewing practioners in defense industry tc
create the list of requirements for our project. It was necessary to construct a system that could work completely on offline
network or locdl on only one machine. This could give us a possibility to work with sensitive information. The other
consideration was about incorporation of wusersdé mstada
we tested only local motteeon CPU/GPU which could be loaded into RAM. The increasing complexity of military operations
necessitates robust and secure data management systems. In the modern strategic context, the application of Al into
assessment of military and economic calfisgs presents both transformative potential and complex challenges.

Our experimental setup involved interviewing practitioners in the defense industry to tailor Al systems to actual
operational needs. This was crucial to ensure that our architecture could operate robustly in sensitive environment:
disconnected from any tveork, hence safeguarding against cyber threats. These findings resonate with Truong et al. (2020)
who discuss the duadged nature of Al in cybersecurity, stressing both its potential in fortifying cyber defenses and its
vulnerabilities to adversarial tatks. To address this, we have developed an architecture designed specifically for data
exchange within the defense industry, capable of operating entirely offline at the local level.

This architecture encompasses several critical components, each interlinked to ensure secure, efficient, and rap
data processing and retrieval. The resulting schema is presented in Fig. 1.

- LA
m@

Document classifiers Search index

- Document loaders

dlo

- P
Vector search - Vector database ‘ o Qutput

Question ‘ Query encoder - Prompt - LLM

Fig. 1 The architecture of data exchange in defense industry based on offline network at the local level

Chunking Embedding model

l

Analyst Managet

Fig. 1 illustrates the architecture of data exchange in the defense industry, desigreedteowithin an offline network
at a local level. The diagram shows a mlalfiered network structure, emphasizing robust security protocols and isolated data
handling mechanisms to ensure secure data flow without external connectivity. This arctstemporés localized decision
making and maintains high data integrity and security, crucial for sensitive military environments.
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The system is designed to cater to three primary user roles: Analysts, Managers, and Planners. Each role has tailor
access to the system, ensuring that users can efficiently perform their specific operational tasks. Analysts are primaril
engaged with da analysis, Managers oversee operational integrity, and Planners use the data for strategicraddigion

Data enters the system through Files, which consist of various documents and data feeds. These are first process
by Document Loaders, which upload and store data within the system. Subsequently, Document Classifiers categorize tt
uploaded data into relant groups for easier accessibility. The Chunking process then breaks down large files into smaller
segments, enhancing the manageability of data. This processed data is indexed by the Search Index for quick retrieval a
further encoded into vectors byt Embedding Model, which facilitates advanced data retrieval techniques based on semantic
content.

The core of the system's interactivity with users is the Query process. Users input Questions, which are transforme
by the Query Encoder into vector forms. These vectors are used to conduct searches within the Vector Database, which sto
all encoded dat The Vector Search mechanism identifies and retrieves the vectors most relevant to the query, ensuring the
users receive the most pertinent information.

LLMs are trained on large volumes of text, typically billions of words, that are simulated or taken from public or
private data collections. This enables them to interpret textual inputs and generatdikeitextual outputs. LLMs already
help search erniges understand a question and formulate an answer. Breakthroughs in the LLM field have the potential to
drastically change the way organizations conduct military and economic capabilities, including enabling the automation o
tasks previously done by hums from generating code to answering questions. A key feature of this architecture is the
integration of LLM. The LLM processes Prompts, which are refined queries formulated based on user Questions and th
results of the Vector Search. It synthesizesrimfition from the Vector Database to generate Outputs that are contextually
relevant and insightful.

The final Output from the LLM is presented back to the users, providing them with actionable insights and answers
to their queries. This Output can influence subsequent user interactions with the system, as users refine their gedstions ba
on the receive information, creating a dynamic and iterative process of inquiry and analysis.

Further, our analysis identified the necessity for Al systems to incorporate user metadata effectively to adjust acces
based on privilege levélsa critical factor in maintaining data integrity and operational security. This aspect of data
management andassification draws parallels with Leenen and Meyer (2021) who advocate for the integration of big data
analytics and Al to detect patterns and correlations in security event data, significantly boosting cyber defense mechanism

This detailed breakdown provides a comprehensive understanding of how each component functions within the
network and their interdependencies. The deployment of such an architecture allows for the safe handling and processing
sensitive information, migiating the risks of cyber threats and data breaches. By integrating advanced Al capabilities at the
local level, this system enhances rtiale analytical processing and decisimaking. The figure clearly demonstrates a
strategic approach to integratingchnology with operational needs, providing a scalable solution that can be adapted for
various military applications. The ability to operate independently of a central network reduces latency and increases respon
efficiency, crucial for operations inmete or sensitive environments.

An important advancement in our study was the application of Al in offline settings, utilizing local models that
ensure sensitive data remains within the confines of the intended operational environment. This approach aligns with Taylc
(2019) who discussethe challenges governmental bodies face in procuring sophisticated Al systems that comply with
established standards yet are agile enough to meet contemporary defense needs.

Our research also highlighted the potential of Al to transform economic analysis, as discussed by Ramirez (2020
who explores various Al methodologies like neural networks and support vector regression in predicting economic indicators
These technigues able a more nuanced understanding of economic trends, which can be pivotal in strategic planning anc
resource allocation.

The deployment of the Adirivenarchitecture we developed signifies a methodological innovation in the use of Al
for military and economic capabilities data analysis. It not only enhancetsmeadnalytical processing and decisimaking
but also ensures the safe handling of sensitif@mation. This dual capability is crucial in a strategic context where both
speed and security are paramount.

The synthesis of Al with traditional data analysis methodologies, as explored in our architecture, offers a
comprehensive approach to understanding and leveraging Al's capabilities in military and economic contexts. By integratin
cutting-edge technology ith rigorous validation processes, we can better anticipate and mitigate the risks associated with
Al applications, ensuring they contribute positively to national and economic security.

Overall, the deployment of this Adnhanced architecture signifies a strategic approach to integrating technology
with operational needs, providing a scalable and secure solution adaptable to various military applications. It exemplifies .
methodologicalrinovation in the use of Al for military and economic capabilities data analysis, ensuring the safe handling
of sensitive information while mitigating the risks associated with cyber threats and data breaches.

The security risks associated with Al technology are profound, especially when applied to strategic military and
economic domains. Numerous studies have highlighted a variety of security concerns surrounding Al, encompassing ethic
issues, technical vulnabilities, and data integrity. Given these concerns, it is imperative for government bodies to bolster
their support through increased financial investment and the establishment of robust policies. Such measures areevital to fos
a conducive environmefidr the sustainable growth of the Al industry within national security frameworks.

At a technical level, our research emphasizes the necessity of developing Al systems that are not only advanced b
also secure from potential cyber threats, a challenge that requires significant investment and innovation. On the matter
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data and ethical security, the sensitive nature of the data indokggecially in military applicatiods demands stringent
protection measures. This involves crafting laws that safeguard personal and organizational data privacy without stifling A
innovaton.

Our approach advocates for Al systems that respect humanistic values and adhere to ethical guidelines, ensurir
that Al operations within the defense sector are conducted responsibly. Efforts must be concentrated on discovering ar
implementing best practs that enhance the ethical decigioaking capabilities of Al systems, thus ensuring that these
technologies act in ways that are beneficial to society and aligned with broader strategic objectives.

3. Conclusions

This research demonstrated the potential for Al and advanced computational techniques to transform the analysis
military and economic capabilities. Extending these approaches to broader sectors could accelerate discovery and technolc
development. Thelatadriven analysis enabled by large language models points towards new possibilities for recognizing
patterns and generating insights from vast troves of unstructured data related to economic and military factors. By trainin
LLMs on domainspecific corpra of reports, research, and policy documents, they can surfagetuitive relationships
from across disciplines. Reinforcement learning further allows optimizing complex decisions and strategies through iterative
modeling.

Together, the integration of knowleddeven Al with rigorous statistical analysis and validation provides a
methodology for military and economic analysis superior to either humans or Al alone. This study demonstrated the value c
mixing computational ah experimental methods in a hybrid intelligence approach. Applied thoughtfully, Al can enhance
foresight and quantitative modeling to better inform capability planning and policy.

However, care must be taken to validate Al systems to prevent biases and misuse. Ongoing research should enst
transparency and ethics around military and economic Al applications. Overall, this emerging field promises to transforn
datadriven anticipatio of threats and opportunities in a complex world, if deployed responsibly. For the practitioner sphere,
this work provides theoretical basis and guidance to those currently employed in the field, enabling them to quicldy seize th
unlimited potential of Ain military and economic development. Nonetheless, for researchers working in this field, we outline
the profile of each topic area and the research gaps, which will have an important enlightening force and stimulating effec
on future research in thigefd.
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Abstract

Development of unmanned systems has registered unprecedented progress. They provide a wide range of tasks
contemporary battlefields and the process of finding their new applications is still ongoing. Medical support is one of
the areas where unmanneds®ms have found their application as well. The aim of the paper was therefore to carry
out research on feasibility of casualty evacuation (CASEVAC) by unmanned sysRassarch was executed as
gualitative research using methods of analysis, observatiersonal experience, comparison and generalization to
comprehensively describe different aspects of CASEVAC executed by unmanned systems. Furthermore, as and quantitati
research using method of comparison focused on multiple parameters of unmannes thatane essential requirements

for fulfilment of CASEVAC tasks. Research process started with study of available documents concerning unmannec
systems their analysis based on personal experience and identification of factors that influence feb€BiS&VAC by
unmanned systems. Furthermore, we compared multiple parameters of different unmanned system solutions with require
ones and identified suitable solutions. We found out that beside unmanned aerial systems that were traditionally deliberate
for CASEVAC tasks great development of unmanned ground and aquatic systems has been achieved. The feasibility
unmanned systems for CASEVAC was confirmed and areas of further development have been identified. The pape
comprehensively analyzes a variefyaspects that have to be taken into account when considering execution of CASEVAC
by unmanned systems and sort them into categories.

KEY WORDS: unmanned systems, unmanned ground systems, unmanned aerial systems, unmanned aquatic syster
casualty evacuation, medical evacuation
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1. Introduction

Main task of military medical services is to preserve and restore health and recover fighting ability and combat
power. Military medical services therefore provide a full range of medical care, containing preventive measures, treatmen
and medical evacuath (MEDEVAC).

MEDEVAC is the medically supervised process of moving any person who is wounded, injured or ill to or between
medical treatment facilities as an integral part of the treatment continuum. MEDEVAC is executed by dedicated
transportation assets, under supgion of medical personnel to most suitable medical treatment facility (MTF).

Complex operational environment and complicated tactical situation not every time offers possibility to transport
wounded, injured or il person by MEDEVAC assets and i
[3] transport has an emstial role in solving crisis events. Aboweentioned facts are the reasons why CASEVAC is
sometimes organized to cover insufficiency of sources or to reach medical timelines. CASEVAC is opportunistic transpor
of casualties executed either by transpastasissets not dedicated to MEDEVAC or executed without supervision of medical
personnel and in majority of cases both conditions are met.

Unmanned military systems and robots are being used more and more [11] in contemporary military conflicts and
executes unprecedented scale of tasks and operations to support military troops. The use of unmanned aerial vehicles in m:
roles is one of theaktest growing of all fields in military aviation [19]. Unmanned systems provide tasks from purely military
tasks to tasks of logistic support. For purposes of medical support are unmanned systems used to resupply forwarded medi
capabilities, includingesupply of blood and blood products or medical equipment. The range of these tasks and operations

will definitely ﬂrow in future military operations.
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The idea of unmanned systems to be used for CASEVAC is not new. Medical subject matter experts have bee
dealing with it for more than two decades. The aim of the paper is to comprehensively investigate aspects of the CASEVA(
executed by unmanned systemsl gpossibility to use commercially produced unmanned aerial systems, unmanned ground
systems and unmanned aquatic systems for military CASEVAC.

2. Different Aspects of CASEVAC Executed by Unmanned Systems

When considering execution of CASEVAC by unmanned systems on battlefield great variety of aspects have to be
taken into account. The aim of this chapter is to comprehensively analyze these aspects. Due to the fact that a great num
of different issues we identified it will be therefore beneficial to classify them into several categories with similar or akin
aspects.

2.1 Technological Aspects

The most important area of the aspects as far as feasibility of CASEVAC by unmanned systems are technologice
aspects. We can divide them into three subgroups.

We will begin with aspects in connection with unmanned systems alone. The first precondition to use unmannec
system for the purposes of CASEVAC is ability to carry enough weight. Unmanned systems have to be able to carry weigf
of the casualty/casualtiesself increased by weight of the medical equipment and medical material. Contemporary
development of the majority of unmanned systems allows evacuation maximally two casualties at once. But multiple
advantages of transportation only one casualty will béatsly decisive for single casualty CASEVAC to the future.

The second precondition is to have the range that is enough to carry out CASEVAC mission. This range is definec
as needed distance to evacuate the casualty to the zone where medical continuum of care could proceed by further MEDEV/
or by medical treatmewif the casualty in the closest suitable medical capability (Forward Surgical Team, MTF Role 1, MTF
Role 2, MTF Role 3, etc.).

Presence of medical equipment on board of the unmanned system necessary to monitor health status of casualty
even medical equipment able to provide limited required medical care would be beneficial for survivability and the
prospective treatment of cadties. Such medical equipment could be supervised by artificial intelligence or remotely by
medical personnel. Furthermore, the provision of ballistic protection of casualties as not necessarily required fethire. But
existence of ballistic protectiooould increase survivability in case of intentional or unintentional kinetic actions of the
enemy.

Moreover, aspects in connection with safe ride standards that include restraints and safety issues concerning &
quality, noise levels, temperature levels, vibration levels, lightning and acceleration limits of unmanned systems. The
category of unmanned/stems which is influenced the most by safe ride standards are unmanned aerial systems. Reachin
acceptable levels of mentioned indicators in this category of unmanned systems is the biggest challenge. This fact favo
unmanned ground systems and unmaratggitic systems to be used in greater frequency in the theater of operations.

Chemical, biological, radiological and nuclear (CBRN) environment is the one that creates space for massive use o
unmanned systems for CASEVAC purposes. Use of unmanned system will not put another personnel into risk of bein
contaminated by CBRN agen®j[will provide fast and accurate transportation of casualty to the safe zone in relatively short
period of time and will offer time for decontamination of casualty and further treatment according to the needs.

It is important to mention aspects in connection with artificial intelligence which have become ubiquitous in the
modern battlefield. This phenomenon must be taken into account where security of CASEVAC executed by unmanne
systems is concerned. Recognitiof CASEVAC means that are included under protection according to International
Humanitarian Law especially the Geneva Conventions and their Additional Protocols is key challenge in development o
unmanned systems designated for CASEVAC. On the other, Bamodg advantage of unmanned systems using artificial
intelligence for CASEVAC purposes could be reliability and removal of human errors. Analyses of aviation incidents cite
human factors to be the predominant cause. As unmanned aerial vehicles beceasinigly automated, human factors will
be mitigated suggesting a future increasing safety profile [8].

2.2 Geographical andVieteorological Aspects

Second area of aspects that influence unmanned systems to be used for CASEVAC are geographical an
meteorological aspects, in general aspects that do not dependent on unmanned system itself and at the same time are
dependent on destructive actions loé £nemy. Aspects that are interconnected with the condition of not being able to use
unmanned system due to the following reasons. Terrain complexity has potential to restrict or vice versa support use c
unmanned systems for purposes of CASEVAC, e.gldogs, mountainous terrain, swampy terrain, wetlands, terrain with a
rich tangle of rivers, seas and oceans etc. Actual weather conditions will definitely impel decisions on the use of unmanne
systems in the air, on the ground, on or underwater levelt \&/n@ore, extremely hot or cold weather conditions will cause
limitations of unmanned systems use for CASEVAC purposes or will require special equipment, e.g. ground unmannec
system specially adapted for the use in winter conditions on the snow and ice.

2.3 Tactical Aspects
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The third area of aspects are tactical aspects, especially those in connection with destructive actions of enem:
Unintentional kinetic actions executed by automatic weapon systems creates necessity to provide unmanned systems
autonomous protective cdphty IFF [18]. Then deliberate kinetic or nekinetic actions of enemy despite properly used
symbols of Red Cross, Red Crescent or Red Crystal in accordance with Geneva Conventions should not be omitted.

2.4 Clinical Aspects

Clinical aspects are extremely important, and this fourth area covers all aspects related to the clinical status o
casualties. Decisive is the fact that casualty prior to the CASEVAC executed by unmanned systems is stabilized due to tt
impossibility of energency care provision during transportation. Fully automated or remotely controlled medical devices can
partially cover provision of medical care and possibility to react on changing clinical status of the casualty. Nevertheless
treatmentofthecasuglt and abi l ity respond toward stabilization of

More restraints are imposed by combination of casualty clinical status and unmanned system (ground, aerial o
aquatic) to be used for CASEVAC. Especially for the CASEVAC executed by the unmanned aerial systems there are
numerous limitations but basicallar be stated that there are no absolute camdiieations. Each case must be judged on
its merits, weighing the advantage of the transfer to the casualty against the possible harmful effects of the evaeuation. Tl
crucial moment of every casualty evacaatis time. Medical timelines have to be reached. Generally, the fact of reaching
medical timelines is the factor that will be usually in favor of using unmanned systems. The more are medical timelines
reduced to minimum the higher is probability of susf@lsprospective treatment in the higher echelons of medical care.
Survivability and treatment of casualty would be supported by provision of data on medical status of the casualty to the
receiving medical capability gained by medical equipment on boardroanned system.

2.5 Other Aspects

The fifth area of aspects are ethical ones, and those aspects cannot be excluded. Unmanned systems are to be
for CASEVAC so long as the relative risk to the casualty is not increased by using of unmanned system itself when compare
to the clinical sttus of the casualty and the prospect of CASEVAC benefits. Consequently, there will still always need to be
a risk versus benefit decision for the evacuation of wounded military personnel [8, 9].

Economic aspects are ones that will support the use of unmanned systems for every possible purpose o
the battlefield and of course this will include the use for the purposes of CASEVAC.

3. Unmanned Systems

Unprecedented development of unmanned systems has been achieved in the last decade. Hduaddvatyd by
ongoing armed conflicts in the world, especially Rus$mainian war [22], IsraeHamas war, but as well conflict between
Israel and Iran, hostilities in Nagontarabakh and other territories in the world. One of the possible purposesrtietined
systems can be used for is evacuation of the casualties. According to Parker [18] four levels of care could be provided c
board unmanned aerial vehicles, but the most likely provided care in the near future is the transportation of cakualty itse
without any other personnel on board. That is why this process of moving the casualty by unmanned system is likely to b
referred to as CASEVAC executed by unmanned system.

Large number of different companies worldwide are devoted to the development of unmanned system technologie:s
Besides traditional unmanned aerial systems also unmanned ground systems and unmanned aquatic systems are underg
rapid development.

3.1 Unmanned Aerial Systems

Unmanned aerial systems were first to be deliberated as a means of CASEVAC in contested environment. Mainly
due to the broad advantages that are connected with transportation of casualties in the air providing great velocity and th
reaching medical timegles. Several defense and commercial companies demonstrated outstanding development of unmanne
systems technologies in connection with possible execution of CASEVAC by these systems. Technical solutions ar
mentioned as follows.

BAE Systemd T-650 is an electrically powered UAV that features an impressive payload capacity of up to 300
kilograms. The system has a range of 30 kilometers with its maximum payload or 80 kilometers without payload. Constructe
from lightweight carboniber, the T650 can achieve a maximum speed of 140 kilometers per hour and features extendable
arms that can be detached for transportation purposes.-65@ i an evolutionofthe 00, whi ch serves a
testbed platform and technology deratrator (see Fig. 1).

In September 2023 BAE Systems and Malloy Aeronautics showcased the capabilities-6fGh8 T dur i ng N/
Robotic Experimentation and Prototyping with Maritime Uncrewed Systems (REPMUS) exercise in Portugal, during which
it successfully released an in&ting Ray trainingvariant antisubmarine torpedo during a flight mission at sea for the first
time.
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Fig. 1 BAE Systems-b50 in CASEVAC versionSource www.eurgsd.com

Currently the 1650 is working on batteries, which justifies the relatively reduced range when loaded. However,
BAE Systemssources confirmed to EDR @rine that development studies are ongoing for a hybrid system based on a
thermal engine and batteries, which would considerably increase the range. BAE Systems is planning to have a prototype
the T-650 ready by late 2025, #a 2026 [6].

[IMRERECTRES Coy |

Fig. 2 DPI UAV Systems DP-14. Source www.army.mil

DPI UAV System$ DP-14 Multi Mission UAS is multimission unmanned aerial system designed for precision aerial resupply
(see Fig. 2) The DR14's advanced tandem design enables -#asking cargo carrying capacity, range, endurance while
minimizing footprint. The system can carry 195 kilograms payload to beyond 130 kilometers and sprint up to 194 kilometers
per hour. All terrain lanidg gear for uneven ground, slopes to 15 degrees and heaving pitching rolling ships [5].
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Fig. 3 Tactical Robotics, Ltd. Cormorant UASource www.vertical.mag.copwww.auvsi.org

Tactical Robotics, Ltdi Cormorant UAVI can carry two patients, it cruises between 185 and 222 kilometers per
hour and has 5 hours loiter tinfgee Fig. 3) It has two laser altimeters, a Dopler altimeter for useuist or browrout
situations, GPS, and inertial/electro optical navigation sensors [18].

Tactical Robotics has successfully performed a fir
UAV for its lead customer, the Israel Defense Forces on May 24, 2018 [20].

Tahbe 1.
Unmanned aerial systemsomparison of selected parameters
Parameters BAE Systems DPI UAV S_ystg—:-m_ Tactical Robotics, Ltd.
T-650 DP-14 Multi Mission UAS | Cormorant UAV
30 km (maximum
Range ggyloigz (without 130 km 50 km (maximum payload)
payload)
Maximum speed 140 km/h 194 km/h 222 km/h
Payload capacity 300 kg 195 kg 500 kg
Capacity of patients 1 1 2

4.5 kW with 3 kW availablg

Onboard generator for payloads

lightweight carbon

Material of construction carbon (fibedcomposite

fiber
Number of rotors 4 2 2
Protection of

yes yes yes

casualty/casualties

Source: own elaboration

Comparison of selected parameters of unmanned aerial systems confirmed fact that most probable is execution «
CASEVAC with one casualty only. Decreased ranges, significant speed in connection with expected payload of one casual
or two casualties are didient for reaching adequate medical capability (Forward Surgical Team, MTF Role 1, MTF Role
2, MTF Role 3) in compliance with medical ti melines. P
level of protection containing ballistprotection would increase weight of unmanned system itself and decrease the range.
Information about source of electricity was mentioned only in case efDBut other unmanned aerial systems can use
medical devices with own source of energy therefonetionality of casualty medical status monitoring and provision of
medical care is not disabled.

3.2 Unmanned Ground Systems

Unmanned ground systems were firstly not considered as far as CASEVAC is concerned and development of th
idea is relatively new. But in contemporary armed conflicts they are demonstrably useful for the purpose. Even though the
are not able to transparasualties in short period of time for long distances. When choosing of unmanned system to be used
for CASEVAC deliberation of casualty medical status which is an indicator of urgency and transportation means safety ar
of highest importance. Specific cgtgies of unmanned ground systems are systems that can convert land vehicles to become
an autonomously operated platform. Unmanned ground systems of different producers that could be used for CASEVAC al
depicted in the following text.
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Fig. 2 Hanwha Defense 6x6 Intelligent UGSburce www.gbp.com.sg

Hanwha Defensethe Intelligent Unmanned Ground Vehi¢leUGV) is an artificial intelligence basethmanned
ground vehicle which has been designed in the Republic of Korea to meet domestic and export requirenhéh@yV Taa
carry out remoteontrolled operations or GR8nabled autonomous driving performvarious missions such as surveillance
and reconnaissance, transport of cargo and wounded soldierdully electric tUGV features enhanced mission
capabilities, comp ar-Rupose BGViohMIG\ and ethei UGYs bdill id SoMhuKorea and was
on trials with a Republic of Korea Army infantry unit in 2021.

The FUGV can travell00 kilometers per charggdmove at a top speed of 40 kilometers per hour on paved roads
and 20 kilometers per hour on unpaved ro#tdsas a 500 kilogramgayload capacitgnda detection range ofldlometers
both at day and nighThe FUGYV isfitted with a highend remotecontrolled weapon station that can lock on to targets
automatically using acoustic sensors to determine the source of gunfire during the confusion of combat [7].

Fig. 3 THeMIS Cargo CASEVAC
Sourcewww.milremrobotics.com

Milrem Robotics THeMIS Cargo CASEVAC provides rapid evacuation for urgent casualties from the point of injury
to higherlevel medical facilities. It reduces the need for manpower usually used for CASEVAC. The vehicle facilitates most
NATO stretchers used the armed forces.

Dieselelectric hybrid drivetrain enables low fuel consumption, high reliability, and reduced life cycle cost and offers
possibility of full electric mode for silent operations. Zero meter turning radius enables easy maneuverability in narrow
surroundingsind THeMIS Cargo CASEVAC offers low center of gravity without jeopardizing ground clearance. Compact size
allows easy transportability with standard equipment and air transportability is designed according STANAG 3542 [17].
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Fig. 4 Ukrainian Unmanned Ground Vehicle
Sourcewww.defenceblog.com

Ukrainian Unmanned Ground Vehicle (U UGV). The robot has the capability to transport a real person, with a
capacity of up to 100 kilograms. It boastsnasion range of up to 10 kilometers, features a secure radio channel, high
definition video streaming, and is equipped with a relay system for unmanned aerial vehicles. Powered by four independet
electric motors offers durability and precision.

One of its most distinctive features is its ability to be operated remotely throughthbdASe d A Dov busho
making it a versatile tool for search and rescue missions in challenging environments. The development of this MedEva
robot represents aggiificant leap forward in battlefield medical operations, where time is often of the essence [15].

Tab. 2 Unmanned ground systemsomparison of selected parameters

Parameters Hanwha Defense Milrem Robotics TheMIS Ukraine
Intelligent UGV Cargo CASEVAC uGv

Range 1,5 h (electric)

100 km (per charge) 15 h (hybrid) 10 km
Maximum speed 40 km/h (paved roads) 20 km/h

20 km/h) (unpaved roads)
Payload capacity 500 kg 750 kg 100 kg
Capacity of patients not specified 2 1
Number of motors 4
Protection . of none none none
casualty/casualties

Source: own elaboration

Comparison of selected parameter of unmanned ground systems can be found in tab. 2. Possibility carry significar
payload in UGV and THeMIS Cargo CASEVAC allows to transport more thancasealty. All unmanned ground systems
provide open air transportation of casualties that made it sensitive to the weather conditions. The range in combination wit
speed in the terrain predetermines these unmanned systems to be used for transporatiaitiof ¢o the closest medical
capability that would most likely be Forward Surgical Team or Role 1 MTF.

3.3 Unmanned Aquatic Systems

Unmanned aquatic systems have recently undergone unprecedented technological developments. These systems
be divided into unmanned aquatic water surface systems that are capable of operating on the water surface without a
onboard human operator anthroanned aquatic underwater surface systems that operate underwater surface. During
investigation has been found that none of the manufacturers of unmanned aquatic systems, despite their level of developme
designated its use for CASEVAC purposes. Theesfoone of the unmanned aquatic systems was part of research.
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4. Investigation Results

Based on ouresearch we identified essential parameters as well as aspects that have potential to influence unmanne
systems feasibility to be used for CASEVAC. By comparison of required parameters with parameter of unmanned system
that are available on open sourcgsveral solutions suitable for CASEVAC were identified.

All commercial solutions that were part of our investigation for the use of unmanned systems, except for the system:
that can convert land vehicles to become an autonomously operated platform, have the very same attribute that is the casu:
during evacugon would not have any ballistic protection. That feature must be subject to further development, casualty must
have protection comparable to the soft skin, better hard skin ground MEDEVAC assets, or other transportation assets that ¢
used for CASEVACA common feature of the unmanned systems is the fact that platforms are being developed for other use
and transportation of casualty is just secondary use of the unmanned systems.

Positive outcome of the research is the fact that due to their ability to carry enough weight for long enough distance
unmanned systems are feasible solution for CASAVEC. According to the publicly presented development outcomes o
unmanned systems for CASEC purposes their use in peace conditions could be possible in near future.

Source of a discussion for their use in combat conditions must be also ethical considerations and the fact that casual
should not be put into greater threat than is health risk based on his or her medical conditions. Important is ndtethe fact
one pece of unmanned system would most likely transport one casualty. That creates implications for the value of the targe
for the enemy with one piece of unmanned system and one casualty, on the other hand limitations for medical planners. /
well as the facthat costs and feasibility of such CASEVAC would probably make it executed only when specific conditions
are met.

5. Conclusions

The contemporary degree in development of unmanned systems is high and it is expected that the range of tas
executed by unmanned systems to support military operations will grow. A specific way of unmanned systems use i
CASEVAC. In the past especiallynmanned aerial systems were taken into account as far as CASEVAC is concerned.
Nowadays unmanned ground systems are rapidly developing for this purpose and is just a matter of time before unmann
aqguatic systems either on or underwater level will be addipr CASEVAC use as well.

Besides other important considerations, provision of medical care during evacuation supported by medical
equipment on board, respectively monitoring of medical conditions and protection of casualty from possible intentional or
unintentional enemy kineticcons are the greatest concerns.
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Abstract

The article deals with the analysis, assessment and determination of risk associated with the implementation of repail
to the maintenance system after a breakdown of a military wheeled vehicle. During the temporary repair, we assum
the replacement of fed parts with spare parts, whose were produced by additive manufacturing process. The article
describes a possible approach to the categorization of individual parts of an integrated system (military wheeled vehicle
in terms of their manufacturability irg additive manufacturing technologies, especially Fused Filament Fabrication
(FFF) technology, assuming the use of all currently available production materials. In case that these technologies ar
integrated into the logistics chain to ensure preventiveorrective maintenance of equipment, it is theoretically
possible to shorten the period of unusable state caused by logistical delays while maintaining the reliability of the
equipment. For the purposes of risk analysis for a wheeled vehicle, theiamagthod was chosen: Failure Modes and
Effects Analysis (FMEA).
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1. Introduction

Contemporary technology of additive manufacturing in the machine industry makes it possible to produce products
from various materials. At present, spare parts from elastomers, plastics, and thermoplastics can be produced using t
mentioned technology. Entechnology of production of stainless steels, aluminum alloys, titanium andthégigth steels
is already developed and used 4].

Potential metal products by "Powder bed fusion" and "Direct energy deposition" technologies currently reach
maximum dimensions of 300x400x500 mm [5]. Thus, a significant part of the total number of components of a military
wheeled vehicle can be produceihathese technologies. Of course, the mentioned technology cannot be used on-the load
bearing parts of frames, body parts, parts of basic and additional armor protection, drive shafts transmitting thenteeque bet
the gearbox, additional gearbox and seduently to the distribution boxes of individual axles and many other large parts.
Using current technology, it is also not possible to produce vehicle suspension elements such as the standard cylindrical ¢
springs or torsion bars due to the absencéhefrequired internal structure of the material, i.e. the required shape and
orientation of the grains. It is still not possible to produce components made of more diverse material, i.e. crystaihhe mat
typically metal and amorphous material. Fohieges, it is rubber that is vulcanized to metal.

In the area of production of products made of plastics, thermoplastics and elastomers, components up to dimensiol
of 914x609x914 mm can be normally produced [6]. The resulting maximum dimensions of the products will also cover a
significant part of the anponents of military wheeled vehicles made of plastics, rubber and elastomers. The production
technology cannot yet produce shaft seals, hoses and belts with a metal or cloth cord.

2. Default Conditions and Risk Assessment Analysis Methods

The full combat capability of military vehicle can be described as the maintenance of four basic functions, which
include- mobility, functionality of the fire system (in case of combat vehicle), protection of the crew and also communication.
A fundamentaktondition applies to military equipment as such, which is to maintain the operability of a military vehicle in
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combat (emergency) conditions, which means ensuring the tactical mobility of military vehicles even at the cost of using
temporary repairs.

For purposes of determining the risks of manufacturing spare parts using additive manufacturing, the aspect o
complexity of subsequent mechanical processing of the functional surfaces of the components to the nominal size ar
roughness of the surface wast taken into account. Also, the need for subsequent heat treatment of the components, which
would be necessary especially in the case of metal components, in terms of achieving the required mechanical properties
the material (tensile strength, hardsig®sistance to dynamic fatigue stress), was also not taken into account. From the point
of view of the risk assessment of the use of additive manufacturing, it was possible to simplify, because we assume the u
of a temporary repair, which is a physigalervention that allows the object that is in a faulty state to perform its required
function for a limited time, until it is possible to carry out the repair [7].

For the temporary repairs purposes, the components of the systems ensuring the function of the engine and vehic
drive were analyzed in terms of the greatest influence on the mobility of military wheeled equipment.

For the purposes of risk analysis, failure modes and effects analysis (FMEA) [8] was used, which is commonly usec
in machine design in combination with the fault tree analysis (FTA) method.

3. Risk Analysis of Spare Parts Produced by Additive Technologies

3.1. Identification of risks of failures of manufactured spare parts

For the purposes of the subsequent analysis, the follavaitegories of threats were identified that may arise in the
event of a failure of a spare part produced by additive technology in terms of their consequences and the likelihood of th
threat being realized. For the purposes of the analysis, a failuraig tode a structural failure of components. For analysis
purposes, the following severities of consequence S were identified:

I.  The operability of the vehicle's powertrain is maintained to its full extent even after a component failure. It isgossititert
replace a component that is in a failure state as part of the following planned preventive maintenance, orastzasedditipair
after complete disassembly of units and devices. Possible reduction in comfort and ergonomics of vehicle contrdl. 2/alue (1
according to severity).

Il. The operability of the powertrain is partially reduced, but all functions of the vehicle's powertrain are preservedaiihere is
increased consumption of fuel or operating fluids. However, it is possible to compensate for excess consumption of operatir
fluids after stopping the vehicle after completing the task, or as part of regular inspections. It is assumed that ke task wil
completed with a maximum mileage in units of hundreds of kilometers. There is an increased transmission of vibrations of th
powertrain to the ladder frame chassis of the vehicle and subsequently to the cabin of the crew. Increased powertrain noi
However, it is possible to continue operating the vehicle with respect to the need to increase maintenance requireisents after
in terms of the time needed to perform it and the consumption of operating fluids and fuels beyond the defined norm. Th
ergonomics of vehicle control may also be affected by damage to the control elements of the powertrairi. ¥ alceo@ing
to severy).

lll. The operability of the powertrain is greatly reduced and some functions of the powertrain are not preserved. Tkisliedhe so
safe mode, when the vehicle's electronic control unit intervenes and disables some functions, as an example it isgrassible to
reduced engine power, impossibility to shift all gears, impossibility to shift reduced gears, impossibility to use dheattive
axles, impossibility to operate differential locker. However, it is possible to continue operating the vehicle cailistng
secondary damage to other components and units that were operable when the fault occurred. On the vehicle, it is necessat
perform a routine repair consisting of replacing or repairing the given component immediately after the task braplete c
Value (51 6 according to severity).

IV. The operability of the powertrain is greatly limited, in the order of units to low tens of kilometers, secondary irreaensipie
to components and units would occur and, subsequently, to the complete inoperability of the vehicle. These are leakage
mechanical devices and the associated massive leaks of operating fluids, a complete leak in the overpressure papipdf the air s
system to the engine (overrunning of the turbocharger above the level of maximum operating revolutions). Howevedilgt is possi
to leave the danger zone with the vehicle and then regroup the crew of the vehicles, transfer the payload and equipfnent. Valu
T 8 according to severity).

V. The vehicle is inoperable immediately after the failure. The transmission of torque to the vehicle wheels will be intéreupted
vehicle must then be destroyed and abandoned, or it must be removed using an adequate recovery mearid) ¥edaedidg
to severity).

3.2. Evaluation of the probability of failure of the manufactured spare part

Due to the fact that in the case of FFF technology, it is a relatively new production technology for providing a whole
range of components from different materials that are suitable for different component shapes and their loads, itis therefol
not possite to clearly determine discrete values of the probability of occurrence of a failure for spare parts for military
wheeled equipment produced in this way, or intervals of values based on reliability and lifetime of products testinky, Current
these are jtotype spare parts for which there is no failure intensity database or data on their failures that could be statisticall
evaluated. For the purposes of the analysis, the authors therefore proceeded to a qualitative assessment of the occurrenc
failure based on the complexity of the topology of the part and the associated high probability of occurrence of internal
structure failures of the material. Due to the complex production procedure (scan strategy) and the associated superecritic
cooling rate ofthe material and the subsequent emergence of residual stress and the chosen production technolog
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delaminations and porosity occur{B2]. Another variable that negatively affects the probability of failure is the amount of
force or thermal stress on the component.
For the purposes of analysis, the probability of occurrence of a failure is categorized O due to the complexity of the
geometry (topology complexity) of the component, the following:
VI. simple thickwalled geometry (12.5);
[. indented thickwalled geometry (2.6 5);
IIl.  simple thinwalled geometry (5 7.5);
lll. complex thinwalled geometry (shell, lattice structure) (i7 10).
V.
V. The magnitude of the load on tt@mponent also affects the probability of failure, which can be categorized for analysis purposes
as follows:

adl) The componentis loaded in one direction with a slight force, small torque, low (atmospheric pressure), atmospherietemperatu
(e.g. flexible line holders, wiring, components of the engine air supply sylstemressure part, engine filter housing, coint
levers, boxes for electronic control units, fuse box, battery covief).gldepending on the size of the load).

adll) The component is loaded with a compound stress of small force, small torque, low (atmospheric pressure), increase
temperature in the engitiansmission compartment (e.g. holders of individual components of groups, power steering pump
holder, air compress holder, air dryer holders) (2.5 depending on the size of the load).

ad lll) The component is loaded with higher force, torque, medium pressuré (280 kPa), medium temperature (approx.
1001200 ), (e. g. -ehighgpressare pari, powes stegripglhydradlid fluiddine components, components of
compressed air brake system, components of the cooling system piping, pipeage of engine oil and hydraulic fluid of th
hydrodynanit converter and automatic transmission, components of propulsion of auxiliary aggregates from the engine
components of the hydraulic pumppnapressor, oil pump, engine starter, components loaded by the weight of individual units)
(57 7 .5 depending on the size of the load).

ad IVV) Components are loaded with maximum force, torque, maximum pressure (up to 200 MPa), or high temperature (appro;
20001, 00O ). Exampl es c-araessubeeircui af thgfuelsystent, @mporfentsotthe exhaustskistem
in front of the oxidation filter, components of the powertrain loaded with the maximum torque of the engine, comportents loade
with the weight of the vehicle (7i510 depending on the size of the load).

3.3. Categorization of the difficulty of fault detection

Component fault detection D is categorized into the following groups for analysis purposes:

VI. A very high level of component failure detection capability. The malfunction can be detected, for example, by the laghting of
warning light on the driver's dashboard (MIL warning light, lubrication warning light, pressure drop on brake circué pressur
gauges). By switching the vehicle to safe mode. Detectable by hearing (véye 1

VII. High level of fault detection capability. The malfunction is evident when checking the vehicle as part ofdieartee
inspection or as part of the inspection at the stops. Especially obvious leaks of operating fluid$ @galue 3

I.  Medium level of fault detection capability. The fault is detectable during basic vehicle maintenance. This is the lietakiga o
of operating fluids during the optical inspection of gauges and leveling tanks (véiue 5

Il. Low detection level. The fault can be detected optically when disassembling devices and components from the vehicle (value 7
8).

lll. The fault is not detectable at the given maintenance level (valdg 3

4, Risk Assessment

4.1. Description of the risk assessment

A total of 878 individual parts of the powertrain were analyzed, while 226 items were assessed as viable for
replacement with a part manufactured using additive technology. Among the reasons why in specific cases it is not possib
or advantageous to appich this method is another production technology, these are electrical or electronic components,
parts created by a specific technology (vulcanization, parts with functional coatings, etc.), parts made of specifal function
materials (sliding bearings, lled sheet metal parts, springs, etc.) and large parts that cannot be segmented for production
purposes (die cast housing of units, forgings, sheet metal bending and forming parts) (fig. 1).

For understandable reasons, standardized components (screws, nuts, washers, rivets, locking tongues, bearings, €
were excluded from the analysis, due to their great interchangeability and good availability. Their piece productien with thi
technology ks no relevant justification.

For the purposes of evaluating risks analyzed by the FMEA tool, the evaluation of the degree of risk, the risk priority
number, is used. Based on the combination of the probability of the occurrence of the risk and the seriousness of it
consequences, & possible to determine the degree of risk. In this case, the numerical expression of the risk can be:

R=S® (1)

where'Yi numerical value of the risl§i the severity of the consequences of the failurelaindhe probability of
occurrence of the failure [13].
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Fig.1. The share of evaluated parts of the powertrain of a military wheeled vehicle in terms of manufacturability using FFF
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Table 1.
Criticality matrix of individual parts of the powertrain produced by FFF techndlqeart A
=
<
>
@
>
Screen, covering - (exhaust system)
_'é? Fibre packing - (turbocharger) Set rings - (crank mechanism)

Fibre packing - (crank mechanisn]
Coupling - (lubrication system)

Holder - (fuel supply system)

Thermoregulator gasket - (cooling
system)
Thermoregulator gasket - (cooling
system)

Fibre packing - (turbocharger, oil
lubrication)

Gasket - (cooling system, lubricati
system)

Intake bent tube - (air intake syste
Bush, insert - (turbocharger)
Plastic tube - (air intake system)
Plastic tube - (cooling system)

OTring (non- st a|Asbestos, copper sealing - (air int
IS system) system)
% Fibre packing - (valve cover) Fibre packing - (cooling system)
= [Suction tube holder - (engine bloc|Filter holder - (fuel supply system)Cover ECM - (engine electronics) [Manifold to engine - (air intake
Filling tube - (lubrication system) |Fibre packing - (lubrication systen|Special screw - (engine block) system)
Holder - (fuel supply system) Bush, insert - (fuel supply system]Gasket - (lubrication system) Gasket holder - (engine block)
Stop gasket - (lubrication system)|Fibre packing - (air intake system
Plug - (valve cover)
Tube gasket - (lubrication system)Oi | T1 f i | | i ng t |Gasketholder - (cooling system) |Neck - (engine block)
Filler cap - (lubrication system) |system) Nozzle - (lubrication system)
Neck - (Crank mechanism) Coupling - (electrical system)
Cover, lid - (drive belt)
§ Holder - (fuel supply system)
End piece - (lubrication system) |Plug - (lubrication system) Bent tube turbo - (turbocharger)
Special coupling (Fuel supply Protection, protector - (electrical |Blind plate - (engine block)
system) system)
Neck holder - (lubrication system) Coupling - (air intake system) Bent tube - (engine)
= |Serrated split pin - (crank
2 Imechanism)
)
P

Operable without limitations

Partial reduction of operability

Consequence, risk

impact on operability
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Table 2.
Criticality matrix of individual parts of the powertrain produced by FFF techndlqeprt B

(cooling system)
Cylinder head cover -
(engine head)

ey
2
e
el
(]
>
Exchanger, set of tube - Cooling tube EECU of
(lubrication system) engine - (fuel supply)
= Return pipe - (lubrication| Holder, LH - (engine) Return pipe - Flow screw - (fuel supply
T [system) Holder, RH - (engine)  |(turbocharger) system)
Coupling - (thermostat) |Flow screw - Coupling - (air intake)
Screw H c/w shoulder - |(turbocharger)

Filter cover - (lubrication

Plug - (engine block)

Holder LD CCF - (engine

Oil pump - (lubrication

Wrench pin - (crank

Pistonirod,;

Plug - (cooling system)

Alternator bracket -
(electrical system)
Plug - (lubrication systen|

system) Collector - (exhaust Holder PD CCF - (engingsystem) mechanism) (crank mechanism)
Stop gasket - (lubricationsystem) Plug - (engine block) Thermostat body - Coupling - (air intake
system) Gasket - (fuel supply Cooler - (lubrication (cooling system) system)
Tube, manifold - (air system) system) Plug -(cooling system)
intake system) Rubber connection - (fue/Coupling - (cooling
- g supply system) system)
§ % Rear engine bracket, LH|Bush, insert - (engine  |Flange set - (crank Tube, manifold - (cooling|Sieve oil - (oil pump)
2| = |(engine block) block) mechanism) system)
= Rear engine bracket, RHPIug - (oil filter) Tensing puley - (drive  |Bent tube - (cooling
(engine block) Stop gasket - (oil filter) [belt) system)

Air wing - (cooling

Steel line - (cooling

Front bracket, LH -

Plug - (engine block)

Pulley - (drive belt)

Special coupling - (fuel

system) system) (engine block) Plug - (engine block) supply system)
Front bracket, RH - Plug - (engine block)
(engine block)
Tube, manifold -
§ (Lubrication system)

Plug - (cooling system)

Neck - (engine block)

Very low

Fan carrier - (cooling
system)

Operability is severely limited (very limited range,

Significant reduction of operability possibility of secondary damage)

Loss of operability

Consequence, risk impact on operability

Subsequently, it is possible to proceed to the creation of a criticality matrix as a result of the failure (table 1, 2), on
the basis of which it is possible to determine the acceptability of the risk and thus, in this particular case, to@#tect spe
parts for which their replacement with a part produced by FFF technology is acceptable in terms of criticality. While the
acceptable rate is set differently for various areas. In technical applications, as a rule, we do not want to acceptt the loss
systemoperability due to a failure with a very high probability of failure. This statement essentially sets a maximum
numerical value of risk dR = 100.

Parts for which the risk value reaches R=20 are replaceable without serious consequences for the reliability of th
system (marked in green in table 1 and table 2 (left part)). The parts that are marked in red in the tables (rightph#g) cann
replacedunder any circumstances, and the replaceability of the parts in the yellow field must be assessed subsequently ca
by case.

The risk priority number is subsequently used to determine the priority when focusing on mitigating failure modes
caused by component failure, whose risk value lies precisely in the inResv@0, 40), i.e. in the yellow area (middle part)
of table 1. The risk priority numbeRPN is determined by calculating [13]:

RPN=S®@ L (2
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where0 T the probability of the occurrence of a type of failure or the class number of the failure@iodssifies the
failure detection coefficient, i.e. estimates the hope that the failure will be detgctdte severity of the consequences of
failures.

Due to the fact that the risk index R and the risk priority number is the product of the probability of the realization
of the threaD, respectively the probability of the occurrence of a failure, the severity of the consef§aadda the second
case in addition coefficient of the difficulty of detecting the given type of faillurédlso, on the basis of the performed
categorization of the probability of the realization of the threat, two parameters enter the evaluation. One on theeside of t
product,the other on the side of load distribution, and the influence ratio between these parameters cannot be clearly define
for all parts. For reasons of maintaining proportionality to other coefficients, the category of the probability ofdailure i
thereforedetermined as the average value of the coefficient due to the complexity of the geometry of the part and the size ¢
the load of the part.

Severity []

) 6,4

B 62

PN WA U O N
i
o)

0 1 2 3 4 5 6 7 8
Numerical value of parameter |

Detection (D) m Part Stress (O)m Material (O)

Fi.g Rhe graphical interpretation of the r elfatiilomsehiam db &
assessed parameters

In the case of failure modes with similar or identiR&N it is necessary to focus attention on those failure modes
that have higher value of severity of consequences of f@llem the last graph (fig. 2), the average values of the assessed
parameters show the relationship between the severity of the consequences of tiedadute other assessed parameters
O, D [13]. The graph clearly shows a predictable trend, i.e. that together with the increasing stress on the components, be
mechanical, thermal or other, the severity of the consequences failthie also increases. What may seem surprising,
however, is the fact that for components with the highest severity of failure consequences, the value of the failune detectio
difficulty coefficient reaches the highest values. This is in fundamentalachction to the basic assumption of the creation
of any system, namely that the failure of critical elements from the point of view of system reliability should be the most
detectable.

4.2. Risk Treatment is the process of selecting and implementing measures to modify risk

For the area of temporary repairs, we can afford an exceptional procedure consisting in the removal of the source ¢
risk. In practice, this means that for components above the maximum acceptable level of risk, we will not allow a temporary
repair by replaing the component with a manufactured spare part. In the event of a failure of a part, the replacement of whict
in terms of the probability of occurrence of the failure, the severity of the consequences and the level of detectability lie
the area of macceptable risk, the only alternative is the installation of an approved spare part that meets ISO 9001. In orde
to restore the operability of the technology, it is therefore necessary to carry out a routine repair in accordance witl
technological procades for repairs, regardless of the current availability of a spare part. A temporary repair in the event of
a malfunction of such a part does not affect the indicator of maintainability and assurance of maintenance of this technolog;

5. Conclusion

Through analysis and risk assessment, specific spare parts from the vehicle powertrain were selected as part of tt
work. These could be replaced in the event of failure using unapproved spare parts produced by additive manufacturin
processes within the temporary repair system designated for military ground equipment. Thus, the risk assessment determir
the optimal accephde risk level of the application of the system of temporary repairs to the corrective maintenance system
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of the vehicle in specific combat conditions. By the risk treatment, specific spare parts were specified, the replacement c
which in the described sense does not have a significant effect on the inherent reliability of the system, in thisitisg the m
truck, from the point of view of failure. At the same time, the maintainability and maintenance assurance is improved in the
sense of shortening the maintenance time after a failure and logistical delay, especially in the case of deploying technoloc
in foreign operations, where logistical support is more complicated.

For the effective integration of temporary repairs into the corrective maintenance system, the risk assessment an
determination of specific parts that may be subject to the system of temporary repairs must be followed by further analyse
in particular tke analysis of the manufacturability of the part under the given conditions and the evaluation of production
costs.
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Abstract

The thesis deals with the possibility of using civilian devices for position determinationemthienment of the
artillery of the Czech Army. These devices are discussed in the context of the accuracy of positioning in different
environments. For the experiment, widespread and commonly used positioning devices were selected. These means w
subsegently measured in spaces corresponding to the spaces in which artillery units could operate if deployed. The
experimental results are then used to calculate probable target and firing position errors. Future investigation @fthe probl
will allow the artllery units to be equipped with modern means.
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1. Introduction

The primary mission of artillery, along with other combat support units, is to provide support to combat units.
Artillery supports combat units primarily by indirect fire. Therefore, for artillery units to conduct fires effectivelyntisey
have accurate calculated firing elements. These elements are calculated according to the technical parameters of the fire
vehicle, the ammunition used, the meteorological conditions and the position of the target and the firing position.

The artillery of the Czech Armed Forces can be understood as a system consisting of a target tracking and detectic
subsystem, an information subsystem for command and control, firing means, ammunition, ammunition supply and security
All these subsystentaust have the capability to orient and determine the exact coordinates of their own position and other
entities in the battlespace. The accuracy of coordinate determination will be particularly critical and essential mtthe tar
acquisition and fire unisubsystems as it will affect firing accuracy, ammunition consumption, and dwell time in firing
positions.

There are a multitude of ways to determine position today. For artillery, the means of determining precise position
based on satellite navigation system (GNSS) technology, such as the Global Positioning System (GPS) or the Europe:
Galileo system, and imgal navigation system (INS) technology are mainly used. These technologies are implemented in
assets that are manufactured and dedicated primarily for military use.

Civilian precision positioning technologies, such as smartphones and commercial GPS receivers, offer an interestin
prospect for military use in artillery. These devices have become highly accurate and more affordable positioning devices
opening opportuties for their integration into military systems, but with the need to meet strict military standards in terms
of communication security and use.

This paper focuses on a practical evaluation of military and civilian precision positioning devices that are currently
in use or have the potential for use by the artillery of the Czech Armed Forces. The aim of the investigation is te assess tt
potentialuse of commercially available devices for the needs of the artillery of the Czech Armed Forces, including a critical
assessment of usability and potential threats.

The analysis will include a comparison of the performance of the devices in different conditions and the possibilities
of integration into the artillery of the artillery of the Czech Armed Forces. In support of the proposals resulting from the
analysis, goractical experiment based on the identification, comparison, and verification of the accuracy of civilian and

military instruments for precise positioning in different terrain conditions was conducted.
E 2024The Authors.
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2. Literary Research

Nowadays, when new technologies are rapidly developed and integrated in the military sphere, it is essential tc
continuously evaluate and improve the instruments used to determine the exact position during the activities of dstillery uni
A number of stdies can be found in the literature that address this topic from different perspectives.

According to a study by Andrle and Nghia (2017), a key element of the accuracy of positioning systems in artillery
is the modeling and comparison of tracking loops for GPS signals. These systems must be able to withstand interference a
provide high accuacy data in real time, which is essential for effective fire control [1]. Another important area is the
integration of topographigeodetic data into artillery systems, as pointed out by Blaha and Silinger (2018). Software support
to address these issudwas for faster and more accurate responses to dynamically changing battlefield conditions, which
significantly increases the effectiveness of artillery fire [2]. Blaha et al. (2021) discuss simplification methods ftingxplo
angular and linear measunent rules. Streamlining these processes is essential to speed up decision making and increase tt
overall agility of artillery units [3]. The impact of modern technology and its potential vulnerabilities is a topic highligh
by Claus (2018). In partical, the growth in antiocket capabilities can seriously compromise the reliability of GPS systems,
which are the basis for accurate positioning in artillery [4]. According to the new Army doctrine (2021), emphasis should be
placed on the integration of @mmomous weapon systems and modern reconnaissance units, which require efficient and
accurate reconnaissance and correction procedures. Il va
further development of artillery tactics arathnologies that consider the current and future operational environment.

3. Methodology

The research was conducted as part of an experiment. The experiment to compare the accuracy of the positionit
means was conducted using four specific means, two means from each category:
1 Moskito TI- a multifunctional military acquisition device,
1 DAGR (Defence Advanced GPS Receivean advanced military GPS receiver,
1 Smartphone civilian smart phone,
1 Outdoor watch civilian sports watch.

The aim of the experiment was to quantitatively evaluate and compare the accuracy of the determined means i
determining the position in four cycles. The first cycle immediately after switching on the device, the second cycle after 5
minutes from switchingn the device, the third cycle after 10 minutes from switching on the device and the fourth cycle after
20 minutes from switching on the device, each cycle comprising five consecutive measurements taken at the shortest possil
time interval. A total of @ measurements were taken with each device, at each site. The individual sites were selected tc
represent possible artillery exposure environments, which are forest, open space and urban. A database of point arrays v
used to control the measurements. Toerdinates of the point arrays were used as reference values to calculate the
measurement deviations of each technical means.

4. Limitations

All measurements were made in randomly selected civilian areas, without intentional interference, external influence
of positional data, magnetic anomalies and other variables affecting the accuracy of the point coordinates determined by tt
instrument. Tk influences were based solely on the surrounding environment in which the measurement was made. Th
baseline against which the deviations were determined was based on the geodetic points of the national geodetic network.

5. Results of the Experiment
The results of the measurements were used to compare individual assets and to verify the hypothesis that civilia
assets can be used to the advantage of artillery units under certain conditions. Through experimentation, it was determin

which means provies the highest level of accuracy under realistic conditions, and how the measurement results are affecte:
by time and changing spatial conditions.
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Table 1.

Results of measurements in the Forest

Forest

Measure ®E &N &A distance
2,606 4,839 -1,170 5,496
7,206 4,039 5,230 8,261
MOSKITO 4,006 4,239 1,030 5,832
2,406 -1,761 1,230 2,982

Measure ®eE &N &A distance
2,406 -0,161 14,630 2,411
Smart phone 2,406 5,639 9,830 6,131
3,606 3,839 8,830 5,267
2,006 3,039 6,830 3,641

Measure ®eE &N &A distance
3,806 -2,561 -8,770 4,587
DAGR 2,806 1,839 -6,570 3,355
6,206 3,639 -1,770 7,194
3,006 1,439 0,630 3,333

Measure ®eE &N &A distance
6,606 4,039 3,830 7,743
h 7,206 1,439 4,430 7,348
Outdoor wateh = 506 T 2561 | 0,830 4,924
4,806 -3,961 0,430 6,228

Table 2.
Results of measurements in the Open space
Open space

Measure & E &N &A distance
3,7 7,732 12,25 8,571
1,3 7,532 7,05 7,643
MOSKITO 0,5 5,932 6,45 5,953
-0,5 4,532 4,65 4,559

Measure &eE &N &A distance
-1,9 8,532 18,25 8,740
-1,3 8,132 17,85 8,235
Smartphone > 516 535 | 16,25 6,994
0,7 4,332 14,85 4,388

Measure & E &N &A distance
-2,5 1,532 -1,15 2,932
-4.7 1,332 -7,95 4,885
DAGR 0,1 3,932 -0,35 3,933
-0,7 1,132 0,25 1,330

Measure ®eE &N &A distance
49 8,332 -1,95 9,666
Outdoor watch -6,7 6,332 -3,15 9,218
-3,5 2,932 -2,55 4,565
-2,3 0,532 -0,35 2,360
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Table 3.
Results of measurements in the Open space
Urban
Measure &eE &N ®eA distance
7,976 3,509 -7,760 8,714
10,976 6,909 -5,760 12,969

MOSKITO 8,976 6,109 2,840 10,858
7,176 1,909 0,840 7,426
Measure ®E &N x&A distance

6,376 0,909 16,240 6,440

5,176 -0,891 15,240 5,252

-1,824 0,509 13,240 1,894

0,176 -0,491 10,240 0,522

Measure ®eE &N ®&A distance
19,776 16,109 7,040 25,507
32,776 24,109 17,240 40,688
10,176 35,309 17,240 36,746
18,176 19,509 25,240 26,664
Measure ®E &N &A distance
20,376 28,309 -3,760 34,880
8,776 13,909 4,240 16,446
7,776 13,709 1,240 15,761
5,576 10,909 1,240 12,251

Smart phone

DAGR

Outdoor watch

The table 1., 2. and 3. records the average measurement errors of each instrument at all three sites in ereters. The
magnitudes are expressed as deviations from thevdka in east&€ E, north geN and altitude & A.)Fromthese values
the total real distance is calculated.

6. Theory of Artillery Fire Errors

Artillery units conduct mainly indirect fire. In indirect fire, it is not possible to use optical sightingiandirectly at
the target. For this reason, it is necessary to know the position of the gun and the target. When these two positienal data «
available, it is possible to calculate the elements for firing. Under ideal conditions, the calculated elevnéhtse
sufficient, but in reality, factors are present during firing that result in the deflection of the projectile's path ahd thus
position of its impact. These factors cause errors that must be eliminated or at least suppressed in approzgatieatvays
they affect the accuracy of the shot as little as possible.

These errors are divided into three types:
i Shot errors;
i scatter errors;
9 errors in the determination of the elements to be shot.

The determination of the target position and the errors that arise in this activity are classified in the type of errors of
determination of elements for shooting. The magnitude of these errors can be expressed in the form of a probable error
determinirg the coordinates of the target and firing position, where the most important parameter is the accuracy of the
instrument used. The magnitude of these random errors does not change over the course of the firing mission and rema
constant for the duratioof remaining in firing position or firing at a single target.

Formula for calculating the probable error of target coordinates in distance and direction:

Bec = [Ba + (Bag * cotgbe)? ®

_ 2
Ece = |Esg 2
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Where:
O hO - the probable errors caused by errors in determining the target's coordinates in distance and direction,

O - the probable error due to target altitude errors,

— - the range angle of the projectile, the angle enclosed by the level of the muzzle and tangent to the path of
the projectile at the point of range

Formula forcalculating the probable error in determining the coordinates of the firing position in distance and direction:

_ 2
Eve = JEXPP + (Ea,, * cotgfc)? ®3)
— 2
EHE - Ezpp (4)
Where:
o ,0 - probable errors due to errors in determining the coordinates of the firing position in range and direction,
0O - probable error due to errors in determining the altitude of the firing position.

The probable instrument error is determined at the range and in the direction of fire for each range. Table 4 show
the instrument errors of the instruments used in the Czech Army.

Table 4.
Errors of measurements in the Open space [8]
Means and methods of determining target Probable instrument errors
coordinates In the distance In the direction of
(© ) (© )
Laserrangefinder:
MOSKITO* +/-2m +/-25 m (5 dc)
LEICA-VECTOR IV** +/-3m +/- 25 m (10 dc)
PLRF 25 C (BT)*** +/-5m +/- 10 mil
HALLEM I +/-5m
LPR-1 10 m
LDM 38 (PzPK SnhDgka, |[+-5m
Radiolocator ARTHUR:
20 km 100 m 100 m
40 km 300 m 300 m
* measurements on 5 km, ** measurements on 4 km, ** measurements on 3 km

According to the latest findings from the ongoing war in Ukraine, it is evident that from the first shot it is standard
that the enemy can target and conduct fire on a firing position within 7 minutes. For this reason, it is very usefutto condu
fire without being shot. For the artillery of the army of the Czech Republic it is necessary to use an automated fire contro
system or meteorological preparation which is not followed by adjust fire.

In meteorological preparation are included corrections for ballistic and meteorological conditions in the topographic
elements. Therefore, to use meteorological preparation, it is specified that the coordinates of firing positions must b
determined by GPSjeodetic means, topographic connector or inertial navigation system and at the same time the targe
coordinates have been measured with a maximum allowable circular error of 15 m [9]. The effect of survey agent errors i
each space over time is listedTiable 5.

Table 5.
Probable errors of positioning devices in distance and side
Forest Open space Urban
E E E E E E

5,810 5,496 8,775 8,571 8,915 8,714
8,473 8,261 7,871 7,643 13,105 | 12,969
6,129 5,832 6,243 5,953 11,020 | 10,858
3,527 2,982 4,932 4,559 7,661 7,426
3,059 2,411 8,940 8,740 6,709 6,44

MOSKITO
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6,414 6,131 8,642 8,235 5,579 5,252

Fs)rr]‘;?]ré 5594 | 5267 | 7,243 | 6,994 | 2,670 | 1,894
4,099 | 3641 | 4775 | 4,388 | 1,954 | 0,522
4959 | 4587 | 3484 | 2,932 | 25576 | 25507
3,847 | 3,355 | 5235 | 4,885 | 40,731 | 40,688
DAGR

7436 | 7,194 | 4360 | 3,933 | 36,794 | 36,746
3,828 | 3,333 | 2,305 1,33 | 26,730 | 26,664
7,969 | 7,743 | 9,847 | 9,666 | 34,930 | 34,88
Outdoor | 7,586 | 7,348 | 9,408 | 9,218 | 16,553 | 16,446
watch 5272 | 4924 | 4938 | 4565 | 15873 | 15,761
6,507 | 6,228 | 3,019 2,36 | 12,394 | 12,251

7. Conclusions

The analysis of the results of the research has shown that the use of civilian devices means for determining the exa
position is possible, since civilian means achieve the accuramylits#fry certified means. The proposal resulting from the
conducted research is to extend the experiment with additional variables accompanying positioning for the artillery of the
Czech Armed Forces and to verify their use directly in the environmeme af¥f Artillery Regiment and mortar units of the
Ground Forces. Following the verification of the civilian means, analyze the situations in which it is necessary to use the
instruments for precise positioning and, according to the specifications ofsigaation, assign the means for precise
positioning that most closely matches the situation.
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Abstract

Artillery fire must be both timely and accurate to be effective. Predicted fire is a method that utilizes available data,
such as meteorological, ballistic, and location information, to achiever@itstd fire for effect. The level of accuracy
required fo such firing data may vary depending on the national regulations and tactical situation. In this study, the
authors compared the effectiveness of predicted artillery fire using two different levels of firing data accuracy. The
findings indicate that utiiing modern assets and instruments to achieve higher accuracy standards can significantly
decrease the amount of ammunition required to achieve the same result on the target.
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1. Introduction

Indirect fire support is a crucial element for ground forces in the successful execution of their military operations.
The ongoing conflict between Russia and Ukraine serves as a reminder of its significance. According to available source
approximately R,00050,000 pieces of artillery ammunition of various calibers are fired daily and both sides struggle to
provide enough ammunition to troops [1]. When planning fire support, artillery commanders must consider principles of fire
direction and control. Thebjective is to achieve the desired outcome with minimal rounds fired. This reduces the risk of
detection by the enemy and also minimizes the logistical footprint [2, 3].

Artillery fire must be timely and accurate to be effective. However, its accuracy can be influenced by many factors,
such as meteorological conditions, target location errors, and many others. As a result, artillery fire is not alwagd deliver
accuratelyon target. The distance between the mean point of impact of the artillery shells and the target is referred to as th
delivery accuracy error. However, this error can be minimized by applying appropriate means and processes, resulting |
increased efficiety of artillery fire on the target [4, 5].

The precise firing data needed for truly effective fire for effect (FFE) can be obtained mainly in two fundamentally
different ways. The first approach is the adjust fire procedure, which is highly accurate but has the drawback of potentially
exposing thdocation of our guns and allowing the enemy to respond. Alternatively, the second approach, known as predictec
fire, entails obtaining precise firing data prior to firing a round. The more accurate the data, the more successfub&FE will
resulting in sbstantial savings on ammunition [6].

The article emphasizes the importance of acquiring precise firing data to increase the effectiveness of predicted fire
It argues that the implementation and utilization of modern and accurate means by all artillery units would significantly
reduce ammuribn usage while achieving the same effect on the target.

As a method of investigation, an analysis of currently applied accuracy standards for obtairiagrfat$tFE firing
data was performed [3,7]. Results were compared with the level of accuracy of modern assets commonly used in advanc
armies. Based on ¢haccuracy of investigated instruments and methods, authors created increased accuracy standard
Comparative analysis of resulting firing data errors both for current and increased accuracy standards was conducted, usi
mathematical methods of artillefiye errors reduction and target segmental transformation [8]. The resulting data was used
to calculate the optimal consumption of artillery shells needed to achieve the desired effect on three different typtss of tar

The research was conducted on a model situation of the Armed forces of the Slovak Republic, where currently valic
accuracy standards for firsbund FFE were set in 2010 [3,7]. Computations of errors and shell consumption were conducted
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for the Howitzer D30A and shell OF62, currently used in eastern Ukraine but also by the Armed forces of the Slovak
Republic. Determining the specific amount of ammunition savings for a different weapon system and different doctrinal
accuracy standardsowld require further research.

2. Input Conditions

The accuracy standards of the input data used to prepare firing data indicate the probable errors in determining tf
individual values that are used in the mathematical model of artfileryThese errors are essentially determined by the
accuracy achieved by the devices or tools used to measure the values involved. In the analytical part of the research, 1
authors identified two levels of accuracy of source data allowing artillery tmapply the procedure of predicted fire:

- Current accuracy level of relatively inaccurate data, but still allowing fireind FFE, according to current

applicable regulations in the Armed forces of the Slovak Republic [3,7].

- Increased accuracy level of accuracy achievable when utilizing modern devices, equipment, and procedures.

The authors meticulously analyzed the modern devices and equipment already in use in the Armed Forces of the
Slovak Republic to determine the specific achievable values for the proposed level of increased accuracy. Several types o
modern lightweight mulfunctional devices, including those installed on vehicles and unmanned systems, are already being
used to determine the location of targets within units with high acc{@a&®]. For the purposes of this article, the JIM
COMPACT device will be considerad conjunction with the TNF STERNA device. According to the manufacturer's
information, the probable error of determining the target's location is at the level of 8.2 meters and sometimes even less.
Therefore, this value will be used as the level of iasegl accuracy in this artidi&l].

Artillery weapon systems can be equipped with navigation and positioning devices that use inertial and/or Global
Navigation Satellite System (GNSS) technology. When using a GNSS positioning device, the accuracy of positioning is
guaranteed under standamhditions at a level of up to 10 meters. However, in practice, the achieved accuracy is often even
higher. For the article, a value of 9 meters will be considered as a level of increased accuracy. Inertial navigation an
positioning devices of artillery vegon systems can achieve an accuracy of less than 1 milliradian when determining the
azimuth or direction. In addition, current computer technology and access to digital map data, even in field conditions,
significantly increase the accuracy when deterngraltitudes. Most modern armies use digital maps contained in several
systems, which offer accurate digital maps for determining altitude with a standard accuracy of 1 meter. This means that tf
probable error of determining the altitude of the target thiedfiring position can be reduced to a value of 1 meter and
achievable orientation accuracy is 1 fii2-14].

Through the necessary digitalization of the battlefield, it is now possible to transmit the required data almost
instantly. This includes weather information. By using modern meteorological stations to assess the atmosphere and ballist
wind, coupled wittpowerful computing technology and data linking of different levels of command using modern HARRIS
type connecting means, meteorological data can be provided to artillery fire units almost immediately after the end of the
sounding. With automated and sexwdata transmission, it may soon be possible to provide fire units with meteorological
reports immediately before the actual preparation of the fire task. However, this will only be possible in rare cases, a
meteorological sounding cannot be carried auttinuously due to the airspace above the battlefield being flooded with
meteorological sounding balloons. Therefore, the average time of staleness of meteorological reports will be kept at the lev
of 2 hours when analysing both standard and increasedaay of firing data during researftb].

Table 1.
Acceptable parameters of the input data used for predicted artillery fire
Input data errors Current accuracy| Increased accuracy
Target location probable error magnitude range 25m 8,2m
deflection 25m 8,2m
Weaponlocation probable error magnitude range 25m 9m
deflection 25m 9m
Altitude probable error magnitude 5m 1m
Gun aiming in azimuth probable error magnitude 4 mil 1 mil
Staleness of meteorological data 2 hours 2 hours
Muzzle velocityprobable error magnitude 0,4 % 0,1%
Charge temperature probable error magnitude 1,5 A( 1,5 AC
Sight rectification probable error magnituc vertical 1 mil 0,5 mil
horizontal 0,6 mil 0,6 mil
Calculation of firing data probable error range 5m Om
magnitude deflection 10m Om

Muzzle velocity radars to accurately determine the initial velocity of projectiles are also available. These radars
utilize the Doppler effect and the fast Fourier transformation algorithm to measure the real speed of the projectitg, ensurin
a much highelevel of accuracy compared to the traditional methods of determining cartridge chamber wear, inserting depth
gauge, or by shooting at field ballistic station. With modern muzzle velocity radars, an accuracy of better than 0.1% can b
achieved, which willbe considered as the increased accuracy value for the research. Temperature sensors with highe
sensitivity are used to measure the temperature of charges, and their accuracy is better than that of older types
thermometers. Moreover, each gun can detezrthe temperature of the charge independently, eliminating the inaccuracy
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caused by the temperature difference of the charges in the entire artillery unit performing the fird béissSibe guaranteed
accuracy of determining the temperature of the charge

The calculation of firing data can be done either using an onboard control system or an external computer with
appropriate software for preparing firing data. This means that errors in manual or graphic methods using maps, planchets
graphs, as well asatculation errors due to rounding of partial calculations, are either negligible or have no significant impact
on the overall probable error. Therefore, calculation errors for the conditions of increased accuracy standards will not b
considered within resarch (its size will be zerourrent accuracy standards were identified in applicable regulations, field
manuals and technical manuals currently valid in the Armed forces of the Slovak Republic. Both current and increase
accuracy standards can be found in Table 1.

3. Methodology of Work

It is not always possible to investigate the theory of artillery fire through real shooting. However, by using the theory
of probabilities and mathematical statistics, we can study the movement of a projectile along a ballistic curve and its impac
on theterrain. This helps us understand the position of a certain point around which all possible values of a random variabl
are grouped17], [18]. We can also examine another value that shows how the individual values are scattered around the
aiming point.The simplest example of artillery fire is the firing of one gun at a point (ssimdt target). To achieve the
objective of the article, it is important to take into account a more intricate system. This system would involve &n artiller
battery engaging tger targets with specific dimensions. This would resemble the reality of the battlefield more[@i®kely

From this point of view, it is important to consider three levels of factors. The first level involves the potential errors
in firing at a single target using one gun. The second level concerns the possible errors in firing by a battery piectBery
To address this, we need to reduce the probable errors of each gun into a single reduced system of artillery firéherrors for
whole unit. Finally, the third level involves firing at a larger target, which requires a segmental transformation ofcee: red
errors of the firing data.

3.1 Delivery Accuracy Errors of a Single Gun

The system of errors of artillery fire consists of a set of random variables that cause the impact of the bullets tc
deviate from the center of the target. These errors are unpredictable and can arise from various factors such astarget local
errors, g location errors, errors in the detection of meteorological conditions, errors in ballistic and technical preparation,
firing table errors, and errors in computations of firing da@}. These errors follow a normal distribution pattern, which
means thathe overall random error in distance and direction is also subject to this law. Delivery accuracy errors can be
expressed by formuld4]:

Oi Oi Oi Oi Oi ©Oi ©0i

(o} 1)

0Q 0oQ 0Q 0Q 00Q 0Q
0Q 100Q (2)
where:Oi HO'Q i delivery accuracy probable error in range and deflecton, HO'Q i target location probable error
in range and deflectioii HO'Q T weapon location probable error in range and deflac@d®, i gun azimuth aiming
error in deflectionOi HO'Q T meteorological data probable error in range and deflectdn,i ballistic factors

probable error in rang®i FO Q1 technical factors probable error in range and deflec@in,fO'Q i firing tables
probable error in range and deflecti@mi HhO'Q 1 calculation of firing data probable error in range and deflection.

Another group of errors that affect the deviation of the impact of individual rounds from the mean point of impact
is the dispersion or roun-round errors. Dispersion errors are random andreouarring errors that occur with each
subsequent shot. Thesgors manifest themselves differently each time. The causes of dispersion errors are small random
deviations of the influences acting on the projectile when fired in the barrel and outside it, and during its flightealong th
ballistic path. In the pasit, was confirmed by calculations and experiments that the dispersion of rounds follows the law of
normal distribution. The firing tables of each artillery weapon system provide numerical values of the probable dispersionr
errors in range, direction, and ght.

Knowing the delivery accuracy and routaround errors allows us to determine the total erdrs

a Oi Oi 3)

oQ 0oQ 00 4)
where!Oi FiO'Q i total probable errors in range and deflection, HO'Q 1 delivery accuracy probable error in range and
deflection,O1 HO'Q i roundto-round probable error in range and deflection.

3.2 Reduction of Delivery Errors for an Artillery Unit
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When carrying out artillery fire with multiple guns, the battery's system of errors needs to be taken into account.
To simplify the calculations of this system, a method was developed to reduce the errors. This involves replacing the
battery's fire errorystem with a fictitious gun's error system. By doing this, we can reduce the actual structure of the
system of errors of artillery fire. Basic principle of the reduction of the system of firing errors is, that it is egsentiall
redistribution of partiatomponents of the system of firing errors, but not a change in overall accuracy. Therefore, the basic
requirement of the reduction can be expressed as the total probable error of the must be the same before and after the
reduction. It meang!]:

a Oi Oi (5)
oQ 0Q 0Q (6)
where:O1 HO'Q i total probable errors in range and deflectiori, HO'Q i reduced delivery accuracy probable error

in range and deflectioi®i HO'Q 1 reduced roundo-round probable error in range and deflection.
Reduced delivery accuracy probable errors can be calculated using rgitions
Oi ol i1 )
0Q 0oQ 1 Q (8)
where:O1 HO'Q 1 reduced delivery -accuracy probable error in range and defle@ionfiO'Q i delivery accuracy
probable error in range and deflectionih ‘Q reduction coefficients in range and deflection.
Reduction coefficients can be determined using the correlation coefficients of an individual gun and a battery.

Correlation coefficients characterize the interdependence between individual gun shots and between the shots of individu
pieces of the batter]:

L S (9)

i — (10)

where:i 1i ‘G reduction coefficients in range and deflectid®,i number of guns in batterg) FO'Q i correlation
coefficients of gun in range and deflection, o 'Q 1 correlation coefficients of battery in range and deflection.

3.3 Segmental Transformation of Reduced Errors of Firing Data

The system of errors of artillery fire and its reduction deals with the case when shooting at a point target is
considered. For the caseasfgaging targets with specified dimensions, artillery fire theory considers-tadiast segmental
transformation. It is a transformation of the dimension of the target to a size that ensures that the elemental tatget is loc
with equal probability inany location of the transformed target size. However, this transformation is only applicable to
repeating phenomena, specifically delivery accuracy errors. Additionally, the target's dimensions are defined by it width an
depth, with the width being pemdicular to the firing direction and the depth being in the direction of fire. This yields a
rectangular shape, which can be segmented using the aforementioned process. Segmental transformation of reduced deliv
accuracy probable errors are defined kyrdlations [4]:

(o]} i Tt o Yo (11)

(0)0) 0Q T o Yo (12)

where: O hO'®) i segmentally transformed reduced delivery accuracy probable error in range and deflection,
Oi hO'Q i reduced delivery accuracy probable error in range and deflectiom, ' reduction coefficients in range
and deflectionO- depth of the targht - width of the target

3.4 Determining the Consumption of Ammunition to Achieve the Desired Effect

To achieve the expected firing effect of a target, there are fundamentally two methods that can be employed. Th
first method is based on continuously engaging and observing the target to judge when, or if, the desired effect oecurred. T
advantage of tsimethod is that, usually no more ammunition is consumed than is necessary to achieve the desired effec
On the other hand, surprise caused by a massive fire may not be achieved at the beginning, which can significantly reduce
effectiveness. Similarlyit can be very difficult for an observer to estimate in real time the extent of damage caused by
artillery fire and thus the achievement of the desired effect. Also, this method of determining the necessary consumption t
achieve the expected effect bktartillery fire does not apply to fire support planning.
The second method is based on the prediction of the effectiveness of the specific artillery fire mission. It is applicable
also for engaging unobserved targets and for ammunition consumption planning. Knowing artillery fire error budget,
ammunition lethaty parameters, and target dimensions it is possible to calculate predicted ammunition consumption for
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achieving the desired effect on the target. The method is based on the principle of the shelling parabolic density and |
expressed by the following formula [8]:

6o — (13)
where:N - number of roundsy i efficiency coefficient,O¥ HO'Q i segmentally transformed reduced delivery accuracy
probable error in range and deflection{i ammunition lethal ared,i rectification function.

4. Research Outcomes

The study of artillery fire cannot be conducted without a deep knowledge of its theory. In addition, the theory often
cannot beverified in practice for logical reasons. The authors calculated the numerical characteristics of the error budge
based on the determined conditions, using the theory of artillery firing and the chosen mathematical model of fire. Thes
characteristics havbeen reduced for the entire firing artillery unit. The dimensions of the targets were transformed so that
in the end it was possible to achieve the resulting values necessary for the calculation of the consumption of ammunition fc
different targets.

Table 2.
Numerical characteristics of errors of artillery fire for different accuracy of firing data elements
Analysed parametres | Unit Accuracy standards
Target number 1 2 3
Current Increase Current Increase Current Increase
Accuracy standard level d d d
accuracyj accuracyf accuracyf
accuracyf accuracyf accuracyf

Delivery accuracy error in the range %O [m] | 60,6327| 38,7673| 81,9551| 63,0788 110,8429 93,0420
Delivery accuracy error in the

%A [m]| 45,1562| 17,1410| 59,4522 28,6889| 78,5840| 44,8840

deflection
g}%”;g'ﬁgg” coefficientof the gunin |z | 9494 | 08846 | 0,9950 | 0,9873 | 0.9969 | 0,9944
Correlation coefficient of the battery| - g~ | (7375 | 08296 | 0,6173 | 0,0060 | 0,6447 | 0,9495
in the range

Correlation coefficientof the gunin | 5 x| 99940 | 09600 | 0,9986 | 0.9938 | 0,9987 | 0,9961
the deflection

Correlation coefficient of the battery| 5 x| 9g77 | 0,9176 | 0,9884 | 0,9504 | 0.9873 | 0,9612
in the deflection

Reduced delivery accuracy probabl{ %O

54,4143| 37,6883| 54,4844 | 39,8599| 73,7668| 63,7939

error in the range [m]
. ml
Reduced delivery accuracy probabld %A | 0 o589 16 8036] 59 1835| 28,1290| 78,1854/ 44,1835
error in the deflection [m]
ﬁlidr‘;‘;“goemoeff'c'e”tOfthe battery i 5o | 07646 | 08361 | 06712 | 09156 | 06939 | 09547

Reduction coefficient of the battery i
the deflection

Segmentally transformed reduced
delivery accuracy probabtgror in the] %D 61,7731| 47,7012 61,8349 49,4349| 79,3508| 70,1759
range

Segmentally transformed reduced
delivery accuracy probable errorinf %A 53,6899 | 33,7248] 70,8709| 48,0753]| 87,3668| 58,9252
deflection

OA 0,9884 | 0,9226 | 0,9896 | 0,9554 | 0,9886 | 0,9652

Rounds consumption to achieve eff N [pcs] 238 115 78 43 672 401
Difference in consumption (pcs) 123 35 271
% difference in consumption 51% 46% 40%

The abovementioned work methodology wapplied to model situations of predicted fire of an artillery battery
armed with 122 mm H EB0 howitzers, OF62 projectile and fuze KB8. The whole battery occupies one firing position
and consists of 8 howitzers. The currently valid minimum accuraogatd of the elements of firing data was applied, but
also the increased accuracy proposed by the authors, both enablimguiidtFFE. In the model examples, the battery
engaged the following targets:

- target number I personnel in defensiveositions dug in, target dimensions 150 x 150 m, desired effect

neutralization range of fire 6 km, charge 2,
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- target number 3 personnel in an offensive positiodimensions 200 x 150 m, desired effdestruction
range of fire 10 km, charge Zm (reduced),
- target number 3 selfpropelled light artillery battery dimensions 200 x 150 m, desired effdestruction
range of fire 14 km, charge P (full).
The results of the analysis of the system of artillery fire errors and ammuodiwumption for individual model
examples, i.e. targets, are presented in Table 2. For clarity, the results in Table 2 are atsmledlor
A chart was created to illustrate the achieved results, as shown in Figure 1. It is evident that by adjusting the minima
accuracy standards for the preparation of firing data, there was a significant reduction in the total ammunition required t
achieve he desired effect in all model examples.

Differences in ammunition consumption between
utilization of current and increased accuracy of firing data
700 672

8 600

=

£ 500 401

g 400

2 300 238

]

© 200

c 115 78

2 100 43

5 0

; Target 1 Target 2 Target 3
Ammunition consumption, current accuracy of firing data
Ammunition consumption, increased accuracy of firing data

Fig. 1 Differences in ammunition consumption between utilization of current and increased accuracy standards
for obtaining firstround FFE firing data.

For the individual targets, this resulted in a 51%, 46%, and 40% decrease in the total consumption of ammunition
Therefore, it can be concluded that by enhancing the accuracy of input data used for calculation of firing data, leis possib
to significanty improve the efficiency of artillery fire. The situation in Ukraine highlights the need to consider the economy
of fire support. Ukraine, like most NATO coalition states, does not have sufficient economic capacity to meet the
requirements for fire suppiowith a surplus [21, 22].

5.Conclusions

Through the analysis of the artillery fire on model examples, it was demonstrated that by improving the conditions
under which the firing data are prepared, it is possible to achieve the same effect with a significant reduction in the
ammunition used. Thisreates a clear objective for artillery commanders: to utilize the most precise methods and take
advantage of the potential of modern devices and means to the fullest extent [23].

In theory, the number of firing guns is not the most important factor in achieving the desired effect. Rather, it is the
amount of accurately delivered ammunition that matters. However, artillery experts might not agree with this statement. Fror
a practichand tactical perspective, it is also crucial to consider how quickly the required number of shots can be deliverec
to the target area.

Enhancing the accuracy of artillery fire can lead to improved efficiency and reduced ammunition consumption. This
phenomenon translates into a higher likelihood that the desired effect is achieved with fewer shots and a shorter amount
time spent in thdiring position. In the contemporary era of advanced intelligence, surveillance, and target acquisition
capabilities, the significance of these benefits cannot be overstated, as they can significantly increase the suifvéval rate o
artillery unit on thebattlefield. By reducing ammunition consumption and enhancing efficiency, the cost and logistic footprint
of firing will decrease. In today's era of ammunition scarcity, every round saved can be crucial.

The article suggests guidelines for preparing firing data, taking into account the current technological equipment
and its capabilities. This involves analyzing the error systems of each artillery weapon system and determining lethal ares
for all availabé ammunition types. Using this information, recommended standards for ammunition consumption for
different targets can be established. These standards will be useful for artillery commanders and fire support plamners to pl
fire support for maneuver unigdfectively, efficiently, and economically.
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Abstract

The artificial intelligencehas become a phenomenon of nowadays. It has a significant impact on many fields,
including military art and military science, what is also one the of research directions announced by NATO.

The article briefly describes the status and possibilities of using artificial intelligence in the Czech Republic and its
possible applications in the Czech Armed Forces. The Artificial Intelligence creates conditions and environment for a numbe
of areaswvhere it can make commanders, staffs and soldiers more efficient in their activities in everyday peacetime life, its
management, in the stage of their preparation for the performance of combat tasks, planning of combat, as well as in the stz
of its managment. The article describes the process of experimentation with conversational robots, available on the Interne
as potential means of decision support for commanders, the results achieved and gives suggestions on how to use then
military practice. Inthe next part, it describes possible areas in which artificial intelligence can be used in the Czech Army
to make soldiers' preparation for combat tasks more efficient, to conduct credible war games, in routine processing c
documents and information, military logistics (warehouse management, diagnostics and servicing of military equipment,
analysis and processing of data (image, sound, video recordings) and for deception.

The article presents an overview of theoretical works on the utilization of artificial intelligence in the Czech Army
with emphasis on data and information analysis in documents, rationalization of work with documents and decision suppor
All in an unclasified mode at the stage of conducting experiments.

Currently, the use of scalled chat robots (Chat Robots, Chatbots) has become very widespread. Major IT
companies such as Microsoft or Google have introduced various versions of chatbots for use by the general public. Their u
for decision support appesato be very advantageous and available. The authors tested the COPILOT and GEMINI chatbots.
The purpose and reason for the tests and experimentation of the mentioned tools was to verify how faithfully and precisel
the required information compiled by ifidial intelligence is true, accurate and complete. The two systems were also chosen
because they draw information from the extensive databases both companies have and which are publicly available to ansv
user questions.

KEY WORDS: artificial intelligence, decision making process, phases of artificial intelligence, military, military chatbot
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1.Introduction

Artificial intelligence, its practical utilization, has enabled a significant increase in the field of quality and
performance of informatics. The same is true of oteehnical elements and technologies such as virtual reality (in all its
forms) and quantum computers.

The use of Al tools can be considered as subsystem
into "smart" weapons, weapon systems and processes (combat robots [1], [2] transport, supply chains, targeting gtc.), traini
simulators [3Jis being explored in the MASA software (By Sword Co.), but its further role will lie in the need to eliminate
inaccuracies in tactical decisionaking, increasing the effectiveness of commanders' degisadaing. The aim of this paper
is to describe podsle tools that will support commanders' decision making using artificial intelligefiloe.Al is constantly
developing, thanks to machine learning (better sayed deep learning). It is possible to go deeper into the topic, usieg refere

[4], [5].

2.Method of Investigation

Military sourcesare, for obvious reasons, npablic and a disposal of information is limited. Therefore, a literature

reSedréandudmalysis of documents available in public sources such as the proceedings of I/ITSEC conferen262 2016
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[6], published papers in militartthemed proceedings (Czech Military RevievCzech Republic [7], [8] or specialized
journals (CHIP) and papers in the national environment (Czech Republic) has been utilized. Analogically to the LikPik systen
[9] (Masaryk Lhiversity Brno), using deduction and synthesis, an idea of variant using chatbots to support commanders
decision making was built. To test the outputs, the available chatbots (Bing Al, Chai®Riere utilized.

The chatbots were asked by identical questions, related to specific military topics, commonly used during Military
decisionmaking process, Troop leading procedure, Intelligence cycle or Targeting. Finally, the answers and proposals wer
evaluated, esp. agement/disagreement, completeness or incompleteness in the final text and overall logic of respond. Here
heuristic methods, based on expertise were used to investigate the validity of the chatbot responses.

3.Investigation Results
3.1. Using Chatbots as Decision Support Tools

Awareness of the use of artificial intelligence in everyday life has significantly expanded thanks to the creation of
so-called conversational robots (known under the English term Chatbioat robot). Obtaining information, documents for
decisionmaking,but also complete documents and material from chatbots has becomaegtigible activity not only of
school students, but also of workers in various areas of social life. The data that the artificial intelligence, baseguasthe
of the discussantobtains from public sources. The most famous chatbots (GEMINI, COPILOT or CLAUDE, which is
currently only available in the USA) have practically established themselves and started to be successfully used (even at t|
cost of incredible investments by tiparent companies) and improved. Commication with artificial intelligence is
currently possible in 40 languages (GEMINI system). The speed of query processing and response generation is determin
by the architecture used (Transformers). The use bfthot as a decision support tool would be beneficial both from the
point of view of the army's management needs in ordinary peaceful life, as well as in the phase of its deployment in an arme
conflict. COPILOT and GEMINI were tested for the purpose affyi@g the possibility of using a chatbot in a military
environment (which were available and are rated as relativelyciglity systems from the point of view of reliability). The
quality and reliability of the answers was tested by entering the satnef gjuestions and comparing the summary
information, always given at the end of the answers. Test questions and shared answers are archived by the authors. Dut
the possible scope of this article, they are not part of its content. It can be statedehdtat the answers were fast,
reasonably detailed, but with the fact that in both systems the sources from which the interview robot compiled the answel
were stated at the end. In other words, the answers were credible depending on what sourddevesnssrict the answer.

As an example of a summary of the answer to the question "Compare the Leopard 2A8 and T14 tanks from a tactic:
point of view, see Fig. 1 (Snapshot of Answer from COPILOT). This system also lists the sources from which it drew
information and compiled th@nswer.

Oba tanky jsou viybaveny pokrolilymi systémy fizeni palby a aktivnimi obranngmi systémy. Nicménd, Leopard 2A8 md mirmou vyhodu v sile 3 rychiosti, s
vykonnéjdim motorem a vy3$ maximiini rychlosti. Co se tyde pancile, oba tanky jsou chrdnény kompozitnim pancifem a ERA (Explosive Reactive Armor)
Leopard 2A8 mé mimné silnéjti panci¥ a aktivnd ochranny systém, ktery je pokrodileji ned u T-90 .7,

Datdi informace 1 & armyrecogntioncom | 2 M milkitary-wiicom | 3 [l shephardmediacom || 4§ globalsecunty.org S w enwiopeduong

6 B wrwelircomcom 7 © youtubecom 8 0O newsweeiccom 9 B forcesret |10 © bitly — 2obrant ménd

Fig. 1 Snapshot of Answer from COPILOT (Source: COPILOT and own snhapshot by Windows tool).

The test questions were written in the Czech language; therefore, the answers are also written in the Czech languac
For the completeness, the text of the summary of the answer in English is als@@otbrianks are equipped with advanced
fire control and active defence systems. However, the Leopard 2A8 has a slight advantage in power and speed, with a mc
powerful engine and higher top speed. In terms of armour, both tanks are protected by compmsitaeral ERA (Explosive
Reactive Armor)ThelLeopard 2A8 has slightly thicker armour and an active protection system that is more advanced than
thatofthe T90 ‘A, whi M Fig. & ihdicated the source from which the conclusion is quoted. Here it is shown that
although the source is listed, the user should also check the information obtained in this way, since in the academ
environment a source such as Wikipedia or ybetcom is not considered a source where the data is valid (at least according
to Czech practice), because it does not have to undergo peer.rEiveemear future of using artificial intelligence in decision
support with the use of chatbots for the bersfgoldiers in general seems real. The issue of the military is a large number
of data, information and documents having the character of sensitive information (this is information that is not provided to
the general lay public) up to classified infotina. However, the mentioned chatbots work with information available in a
publicly available environment and with the fact that the chatbots do not directly verify the reliability of the infoffioration
the time being. It is assumed that the authors wdmopiled the resources guarantee the correctness of the content both in
terms of quality and quantity. The idea of creating an equivalent of one of the tested chatbots (Fig. 1) for decision support
a military environment is feasible, but under the caadithat:

1 canworkin a closed, isolated and #pulic environment (data cloud);

9 the cloud will contain verified and valid data, documents and files;
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the issue of licenses for the use of commercial chatbots in the military environmentegbloed;
or a national system (for exampl@ OVEK) will be used for a specific military environment, which will undergo
appropriate certification;

1 the chatbot will have to process data and files also stored in distributed data warehouses;

1 access to public resources (on the Internet) will be handled through a gateway that will have firewall properties.

Soldiers generally work with data, information, documents and files that are generally not publically available. They
are sensitive or classified. Therefore, it is necessary all sources of data, information and documents make avaikxdble in clos
and securd, authorized environment, i.e. in a private cloud. The implementation of some tool with the characteristics and
behaviour of a chatbot should be handled as a licensed commercial tool that undergoes a reliable and secured review, o
should be developeddhoc according to the requirements of the military. The decisive criteria for the choice of the
implemented option will be the financial issue of acquiring such a tool, as well as the result of the process of gertificatio
conducted by authorities oféhCzech Republic, which are responsible and guarantees information security in the army or
the state.

The use of the cloud as a data source for a chatbot in the military assumes that the data in the cloud is verified, ar
the responsible arbitrator or department will certify the factual accuracy of the data, in which the data and inforrhation wil
not be iraccurate, unverified and unchecked-catled Data and Information Validation will be performed.

In the case of choosing the option that the chatbot tool will be obtained as a commercial product from an internationa
environment, it will be necessary, as stated above, to review it in terms of compliance with national and international rule:
establishd for information security, and of course with the consent of the owprewider license.

The same procedure should be applied also in the event that a commercial but locally developed tool is implemente
for the needs of the military.

The chatbot should also be conceived as a tool being able to read data and information from sources that are n
included in the cloud, but are available in other army (or department of the army) repositories, as well as in coalition
repositories and closd

The requirement that the chatbot search and assemble the outputs of requests from public sources cannot be omitt
as commercial chatbots are currently used (e.g. the tested COPILOT or GEMINI). In such a case, however, access to pub
resources will onlype possible through a tweay gateway. And the gateway should becalled asymmetric, which means
it should check that the request for information and data is a small data set and the response would be a large data sef
would be appropriate for requsedor information and data to be checked for selected keywords that should not occur in a
private environment.

In Fig. 2 (Military Chatbot model) shows a model of the use of artificial intelligence potentially usablamthe
which can realize the above requirements placed on a chatbot, will allow access to resources available in the public spa
and public resurces, as well as to private resources. At the same time, users can use data, files, etc. availablaliethe so
cloud. The cloud, as a centralized solution for storing data and files, can also simplify the solution to the secuiify issues
valid andverified data and files against their unsolicited modification into the form of fake news, their deletion, etc.

f
f

Military Area

(Decision Making Process Systems)

.
Public sources /)

Internet, .
M / _/ Sensitive data,
M. . N— Private sources,...
I Mil Chatbot
{ekvivalent GEMINI, COPILOT, ..),
TOVEK, ...
N 4
— Chathot
Two way gate (GEMINI, COPILOT, ...,
CLAUDE, etc.

Fig. 2 Military Chatbot modelSource: owh

Chatbots which are able to detect fraud attempts can also be used in this environment (e.g. SCAMIO, set
scamio.bitdefender.com). Especially when working with publicly available data, it is really useful for users to check whether
the mail they received @he attachments in it are not fake, or whether the URL address is dangerous or not.

The practice also describes a state where artificial intelligence does not discuss with the user [11]. This situatimot should
occur in Military Chatbot.
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3.2. Another Possible Use of Atrtificial Intelligence in the Military

Training of soldiers is perceived as a process consisting of education, individual training, collective training and
exercises [12]. Artificialntelligence can be applied to all areas of training. In the field of training, it is mainly a virtual reality
environment and a constructive simulation (a means of training staffs to conduct a battle or an operation).

Artificial Intelligence in Training Soldiers

The use of Al in teaching in a civilian environment currently dominates language training in almost any language.
The created algorithms and means for communication in a foreign language between a student and a teacher are in their ¢
way already perfeatnough that students in the skill of using a foreign language in written or verbal form can be smoothly
transited from the skill of a beginner to the skill of a professional. Both translators (Google, DeeplL, etc.) and resmaces b
on communication robet(chatbots) are available in public sources. From a practical point of view, it can be also stated that
communication robots can be accompanied by a graphic form of an avatar in the form of a known teacher, colleague or
synthetic form of an unknown pens. However, this possible solution runs into the legislative framework, where a specific
person should at least express his consent to the use of a graphic form of his person in a communication robot.

Soldiers who go through the established system of career growth can (and already use) current algorithms of artificie
intelligence implemented in communication robots, graphic systems for processing progress works (seminar work, ...)
diploma these and lo¢r qualification documents. Here, however, it is important that in such an environment soldiers are not
only users of the work that artificial intelligence has created for them, but that they understand the created coitewe¢ and, a
all, know how to usd in practice. For this, it is necessary that the system of education of soldiers has control mechanisms,
processes and authorities set up, which will have to evaluate the extent to which the soldier knows, understands gnd can ap
the studied issue. Ithe same way that a list of sources appears at the end of a processed answer in more advance
communication robots, a system that will perform aalbed plagiarism check can work in a similar way.

An important aspect of the use of artificial intelligence in the training and education of soldiers is the protection of
training and education systems from disinformationcaited fake news. If training and education systems using artificial
intelligenc are in a closed and controlled system with verified and valid data, this threat can be almost eliminated (only the
internal administrator or user of the systems can be a threat). If, in particular, the educational system is basedibilitye pos
of usng hybrid resources (publicly availabl¢he Internet, or resources that do not carry classified information, but provide
so-called sensitive information), it is necessary to strictly separate the two systems organizationally, technically and
operationdly, and soldiers must learn to work in such a hybrid environment. Lessons and examination procedures aimed &
recognizing such information are also likely to be part of the soldier's training.

The education of soldiers, especially soldiers with a university education, should also be reoriented depending ol
the changes in the military environment and military technology. The gradual transition to the use of autonomous system:
combat and other bmts requires a partial change in the content and scope of knowledge of soldiers and technical means i
general. Even the army will have to gradually move to the environment caused by industrial revolution No. 4 (the applicatior
of informatics, cyberneticand automation), which will also change the overall content of the military. Soldiers will need to
interact safely with an autonomous system, a warehouse or repair robot, a robot that works with dangerous substanc
(explosives, radioactive, chemical dological substances and materials) will have to perforroadied imitation learning
of robots and autonomous systems. Soldiers will have to respond and implersatieddeadership issues in a military
environment, and therefore they will have to ustherd and know what a robot with a certain degree of artificial intelligence
will do and why it does it.

New construction equipment and technologies that are incorporated-icadlesh 3D printing cannot be left out. In
a way, the military environment creates the conditions for the implementatioricafled dark factories (spaces where
devices work withoulighting), where the sgalled production of components, their parts and elements as well as systems
of military equipment and technology will be carried out at the customer's premises (soldiers they will produce themselves i
necessary). Soldiers will ¢éhefore have to have the knowledge and skills to draw the required parts, assemble a prototype,
etc., because v cannot rely on the fact that the given part will be delivered to him frommalitesg environment at the
required time. Even the activitieernected with the implementation of 3D printing in the military environment should be
the subject of changes in the content of the teaching

Artificial Intelligence in Individual Training of Soldiers

In a virtual simulation, artificial intelligence would complement or completely replace thelled SAF (Semi
Automatic Forces) system, which in virtual (crew) simulators replace other virtual simulators in the functions of enemy
forces, superior forcesr forces in cooperation with the unit being trained. This proven solution would be given a higher
level of quality, because a suitable and properly constructed algorithm would create conditions through a deep leanning syste
where a simulated adversanaots to the behaviour of trained units, where artificial intelligence can recognize undesirable
stereotypes in solving tactical situations of unit commanders or combat vehicle crews. What form training could take in sucl
conditions can be demonstrated be ALPHA project (USA) [3], where learned artificial intelligence was implemented in
the flight simulator, against which the pilots conducted air combat. Of course, the declared state that all the figigs were |
by the real pilots can be taken with aigraf salt, because the conditions of the air fight and the functionality of the aircraft
simulator were not published.
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Artificial Intelligence in Collective Military Training and Joint Exercises

A similar approach can also be chosen in the meansa#lkul constructive simulation (ModSAF, OneSAF Testbed
Baseline, OneSAF, WASP, etc.), when in particular the enemy's synthetic units work according to SAKu{Seratic
Forces) modes, but supportey artificial intelligence (for now, the Ul in these simulations systems is not implemented). A
possible solution would also be the use of artificial intelligence with simulation systems designed especially for conducting
so-called war games (see belowtificial intelligence and decision support). A trained artificial intelligence would create the
conditions and resources of the enemy in a wargame, while maintaining the desired attributes of the wargame, but at the sa
time it would observe possible stetypes of the players' solutions to their own forces and thus learn how the enemy would
use them. Certain elements of artificial intelligence are implemented in the SWORD (MASA Group) simulation system, but
the ability of the simulator to modify the beliawr of entities in deep learning mode is not available for now.

Commanders and staffs should be prepared for situations where artificial intelligence implemented in weapon
systems (e.g. drones, but also combat vehicles and tanks) suppoatiedswarm behaviour in the performance of combat
tasks. It must be assuméuht artificial intelligence is likely to create new tactics in conducting offensive combat or in
defence. This conclusion follows from the practical assumption that weapon systems wilcadledmetworking (see:

CHIP 05/2024, Magazine about digitatkaologies, Volume 34, (Czech mutation), p. 20. ISSN:12d84) to coordinate
the joint activity of units in battle.

Artificial Intelligence as a Military Decision-Making Process Support Tool

Commanders' decisieomaking support (MDMR Military DecisionMaking Process) is an inherent part of the
commander's and his staff's work to accomplish the combat task. After receiving it, there is a phase of analysis on how f
perform the given task in kavn and assumed conditions. The subsequent development of variants of the given task (CoA
Course of Action) and their testing is the subject of war gaming {Wi@r Gaming). The war game is usually carried out
using several methods (on maps, on plastidels and in a version using holography) but also with the use of computer
simulation.

Computer simulation is becoming an acceptable means of decision support (MDMP), especially in the phase o
evaluation of variants (COA Course of Action), where artificial intelligence is also starting to be used. Its outputs are
available to the user they evaluate individual variants, available in a relatively short time. For example, according to [13],
artificial intelligence used in wargaming systems, it is stated that the evaluation of the chosen COA variants byotble staff t
a full 16 hours, whileghe CADET system needed only two minutes for this activity. More detailed information about data
sources and artificial intelligence algorithms was (of course) not published.

Here, it is necessary to emphasize the requirement that the artificial intelligence implemented in the computel
simulation can learn from previous exercises, but mainly from wars, operations and military activities, which are a source o
lessons and experice for the elimination of advantages and errors that were recognized and identified in the past. Therefore
data from exercises performed with computer support (E&¥mputer Assisted Exercise) can also be used for learning.

Administrative Support of Staff Processes Using Artificial Intelligence

Routine activities in the creation and processing of documents, with which staffeadqguarters work usually
have a given form and structure, can be supported and some of them automatically solved by Al. Reports, order:
methodologies, written preparations and a number of other military documents could thus be generated at leastimgo a w
version using artificial intelligence algorithms. @jurse, a person will always be the last arbitrator to sign the document
after the final review to make the document valid. The Ul will (and already is) able to recognize which documesst it is. It'
not just invoices, contracts and other documents. Documents that have a defined structure and are formalized are actue
routinely used in the military environment. Al through learning and using metadata can significantly reduce the time neede
for comnanders and staff members to process documentation. In the same way, the Ul can search for relevant data in stor
documents. But even here it is true that the Ul must learn this activity. Even so, a given document may not have the require
content, even ift is formally processed in a given form. Such errors may arise when processing documents that are simila
in terms of content, or the given document is an original. It also applies here that a person will be the decisivetlagbiter in
final content andormal form of the document.

Artificial Intelligence in Military Logistics

Artificial intelligence can arrange material on warehouse shelves. The current mode of material storage require:
quite a lot of mental effort from employees when it comes to storing material by class, especially when replenishing it.
Artificial intelligence can analyse the placement of material on warehouse shelves. A certain example can be the Good
Checker cloud service, which enables the material to be detected and recognized from images (photographs) of the locati
of the material in the warehouse, ngsimachine learning and analysis of voluminous data. The algorithm minimizes the
influence of human errors and mistakes and can increase the accuracy of information about the location of material i
warehouses with different materials, in warehouses wifferdnt location, capacity, security, etc. A possible solution is
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presented by IBA Group with the Goods Checker solution (see: CHIP 09/2023, Magazine about digital technologies, Volume
33, (Czech mutation), p. 12. ISSN:12@684, and also at https://ibacz.ewas/profitspolenosti/).

In addition to artificial intelligence, the solution to the implementation of virtual reality (full, extended, embedded)
and quantum computers and their practical use is also coming to the forefront of the company's technological modernizatio
The combin#on of virtual reality and artificial intelligence in the military can be classified in the environment of diagnostics,
maintenance and repair of technology.

Artificial intelligence can also increase the utility value of virtual reality, more precisely its elangmented
reality. Augmented reality technologies can provide a look inside combat and other military equipment, ammunition and
other material. Techologically, it is based on the possibility and functionality of holographic images, which are displayed
on this device with the help of special iPad software (in the Czech Republic, thapsRotket Virtuality deals with this
technology, details can lheund at https://www.pocketvirtuality.com/ #home). Depending on the perspective which the user
observes the diagnosed device or military equipment, the display device shows, for example, the structural elements of t
given equipment, control elements, .etdepending on the direction in which the augmented reality camera and the
technician's view are pointed. Even this Ul application, like all those developed so far or already in use, places kdgh deman
on the computing power of the device (HW) in whibk Ul is operated.

Artificial Intelligence in Military Healthcare

Artificial intelligence is also being promoted in the healthcare sector, not only in routine administrative activities
(processing of reports for health insurance companies), which limits the professional performance of doctors, but mainly it
the diagnosisnd recognition of nostandard objects in -Xay images or computer tomography. Implementation of such
tools in the practice of military garrison and field hospitals and conditions of military trauma centres.

Health diagnostics, evaluation of-rdys and CT images, these are areas where artificial intelligence is already
beginning to be used.-Kay images or CT image recordings, as basic diagnostic tools for obtaining views into places where
a person "cannot séand to detect "hidden" defects and anomalies in the human body, can be used to detect significantly
faster with a high degree of certainty with the help of artificial intelligence. These technologies are structurallycshpporte
computing resources witdequate computing power, as they must processragghution images.

Artificial Intelligence and Information Support Operations

A significant component of the conduct of operations in recent decades has been the use of STRATCOM and th
conduct of PSYOPS and INFOOPS.

Strategic communication systems for commanding troops on the battlefield are and will be an inherent object of the
enemy's interest in how to influence, disrupt or make impossible the fulfilment of the objectives of the operation. ddansmitt
intelligenceinformation (image, text or video in both @ffne and OrLine mode) can thus be deliberately modified with
the aim of misleading the adversary. The current quality of artificial intelligence manages not only the modification of the
source data file, butiso the generation of new files about the +aoiistent state of the battlefield, which, however, can give
the impression of reality. These are files with image data, voice data and video files. This can be used in conducting bot
PSYOPS and INFOOPS.

Deception is also a significant component of the military's activity in conducting combat activities. The process of
misleading the enemy is carried out not only in the stage of conducting active combat activities, but also in the period o
preparation fothe performance of combat tasks. Here too, artificial intelligence can be used successfully, because it handle
the work of creating or modifying documents, generating images, generating sounds and voices. Al can already generate
modify images, photogiphic images, video recordings or imitate the voice of a "famous person” and insert into this speech
content that may not be true, may not be accurate, etc. The use of these technologies is certainly of interest tertktary ex
in creating "Fake newsPublic resources only do not provide resources or information about specific solutions, applications,
implementations, and deployment conditions.

4.Conclusions

This article describes the possibility of using artificial intelligence in the segment of decision support for
commanders. As a possible tool for this activity, the use -afafled chatbots appears (for now, the Chatbot /Chat robot
combination is preferably used). fine abstract to the article, only one test question is presented, but total of 20 validation
guestions were asked, which the authors considered valid for reviewing the suitability of use for decision support.

The use of chatbots to support commanders' decision making and related administrative would be very beneficial in terms
time. It is important to follow information security policy. A possible way is to implement such chatbots in a proper way in
the military environment or to develop completely new ones, being closed, protected, controlled, filled by verified and valid
data, approved by relevant authority. In these terms, the information can be credible and reliable.

The implementation of artificial intelligence in the military, however, can no longer be a problem of only the military
from a financial and moral point of view. It is necessary to develop the military's partnership with the academic, scientific
and industial sectors so that the requirements for the regular use of artificial intelligence in such a specific environment as
the military are beneficial.

In conclusion, it must be stated that currently artificial intelligence does not have the ability that humans are endowec
with, i.e. intuition, i.e. to predict what will happen on the basis of experience, knowledge and perception of the ertvironmen
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(the world). But even here it is necessary to realize that intuition can disappoint. Even so, the human role is irreplaceabl
even with the "mass" deployment of artificial intelligence in all areas of society's life. The development of Ul is dery rapi
indeed. Meta companies with OpenAl have already said that their language model LLaMA [14] will be able to not only carry
out normal conversation, but also to actually think and plan. Reasoning and planning are considered activities that are
significant stegowards achieving general artificial intelligence. It is assumed that such artificial intelligence will be able to
perform tasks that are interconnected and will be able to predict the consequences of its actions.

Note.This article has not been processed by any artificial intelligence (GEMINI, COPILOT, etc.).

Limitations

The use of publicly available chatbots seems to be quite advantageous with respect to the speed of informatio
retrieval. The problem, however, lies in the content@igin of the sources. The third wave of Al development (also known
as enterprise Al), using large databases, utilizes data whose authenticity may not be verified and the validity ofatierinform
obtained may be doubtful.
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Abstract

This article focuses on position lights on the subsonic advanced light combat and trainer aircraftlA8rélca with

an emphasis on the dependability of the position lights. Through-tkermg operation othe L-159 aircraft and
continuous recording aneporting of faults, we are able to perform a comprehensive reliability analysis of lighting
elements. Based on such observations, it is possible to create a reliability predictive model for lighting and signalling
components, with the Poisson process fgemployed in this study. In addition, analysis and comparing failure rates
can dealvith the degree of criticality of the influence of position light failures on air traffic safety. The results of this
study are crucial for enhancing understanding anetgaheasures in the area of dependability of lighting and signalling
systems on modern military aircraft.

KEY WORDS: aircraft, avionic, position light, dependability, reliability, failure rate, fault, prediction, Poisson process.

Citation: Gt Dp8&nek, M. ; Relibbdity Aralgsis ®f, SeldCted AviigneQomplorerds Uking the
Poisson Process. In Proceedings of the Challenges to National Def@ueemporary Geopolitical Situation, Brno, Czech
Republic, 1113 September 2024. ISSN 258859 DOI 10.3849/cndcgs.20285.

1.Introduction

Prediction of the technical condition of aircraft and its equipmensigraficant requirement to ensure a high level
of reliability of aviation technology and flight safety. The essential condition for dealing with the probtem faflure
prediction is either the collection of data from the operation of the given contpon&om the values of specific diagnostic
parameters. Since data collection systems are common part of modern avionics systems, it is possible to use the principle
analytical estimation of errors based on the evaluation of output parametersndtipisssible to find auitable parameter
(mileage or time until oil change, visual condition of a tire until its replacement, etc.) for the estimation of faitedritoal
condition of the aircraft system or entity is evaluated only based onis&tmediction method$1]

Position lights are a mandatory part of any modern aircraft. Their purpose is to ensure visibility and safety during
all phases of flight. In second section, we will focus on the importance of position lights and, related norms and standards.
addition,a brief description of the position lights on the selected aircraft type followeshological comparison of lighting
elements will be conducted with focusing on design changes and innovations implemented on the new generation aircral

(1] [2]

The most avionics faults on an aircraft are diagnosed and recordedimaa@hmonitoring systems. In the case of
position lights, the failure is reported during an operational inspefdi@time, pre-flight, mid-flight, postflight inspection)
or duringprescribed maintenance according to technical documentation of an aifbese inspections are carried out by
the aircraft avionics engineers. It is therefore their responsibility to find and describe the fault and its cause etaigsion r
consequeres and fault mitigation. Recorded faults and failures their descriptions are collected in an integrated logistics
system. Part of this registration system is the "aircraft maintenance" functionality, with specific agenda for "faildre forms
All defects oflighting elements are listed here, together with all other faults and failures for all aircraft components. The
collected data are analysed and process by the operator as well as provided to the aircraft manufactured for further analy
to allow them costantly improve safety and reliability parameters of each aircraft system in time.

To achieve a comprehensive dependability analysis of the position lights ol B@edircraft, we employed a robust
methodology that involves the systematic collection, analysis, and processing of operational data. We consulted data ent
and record keepg experts for data collection, which allowed us to minimize information bias in the data set. This
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collaboration ensured that data were accurately recorded and systematically stored, increasing their validity and reliabilit
for subsequent analyses. As a result, the risk of misinterpretation is greatly reduced. [3] As a result we achievesalgre preci
focuses on evaluating the probability of failure of these lighting components, considering the technological design of the
aircraft's lighting systems. The analysis is grounded on empirical data derived from the operational use and maintenanc
records offie L-159 aircraft by the Czech Air Force.

By employing the Poisson process, we aim to develop a predictive model for the reliability of lighting and signalling
components. This study is novel in its approach as it combines extensiworkhtiata with advanced statistical modelling
techniques t@nhance the understanding of the dependability of aviation lighting systems. The significance of this researct
lies in its potential to improve maintenance practices, spare parts planning and safety protocols for military airergtft. Thro
detailed analyis and comparison of failure rates, we can assess the criticality of position light failures and their impact on
air traffic safety. The results of this study can be used for both the academic community and practitioners in the field of
aviation safety anceliability.

2. Aircraft and Description of its Position Lights

Position lights are crucial for ensuring the visibility and safety of aircraft during flight. In the past, incandescent
lamps and lowpressure fluorescent lamps were commonly used in aircraft. However, recent advancements have led to th
adoption of more@dvanced technologies such as electroluminescent lighting and liquid crystal displays. The development is
increasingly focusing on the use of LEDs for lighting and signalling on aircraft due to their high visibility, reliabiity, a
low energy consumptioif]

The primary function of position lights is to indicate the presence of an aircraft and to determine its position and
shape(Fig. 1). The L-159 aircraft (light, subsonic, fighter aircraft, single or dotd#at aircraft with a wide range of
missions) has three position lights on the outer surface of the aircraft. The white light is located in the highedtepart of t
trailing edge of tk rudder (vertical stabilizer or tail finFig. 3). Another pair is located on the outer edge of the fuel tanks
(Fig. 2). The right light is green, the left light is rg¢8] The L-39NG aircraft (new generation doutdeat turbofanpowered
military trainer and light combat aircraft) has position lights located on each trailing edge of the wing and on the trailing edge
tip of the vertical stabilizer. The colour distribution is identical +239, both following the standards of International Civil
Aviation Organization (ICAO)[6]

LEFT POSITICN
Ao LIGHT (RED)

| | f— \ //*—’
il & | —-_LP(:___-:‘--_— '—_-':‘-c—';/:-—"--"f" f/;:':fl
—i s S -‘_.Ij‘_ =N ___E-\ | R {('_
,r Nt RIGHT POSITION R

\ i LIGHT (GREEN)

() (b)

Fig. 1. Placement of position ligh] [7]: a) on the lefl_-159; b) on the right 39NG)

() (b)

Fig. 2. Wing position light (red, greefij]: a) old type on the left 1159; b) new type on théght L-39NG.
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Fig. 3. Rear position light (whit¢y]: a) old type on the left £159; b) new type on the right239NG).

Designing and implementing position lights (also known as navigation lights) on aircraftes adhering to
various international and national standards and regulations. These standards ensure that the lights provide the necess
visibility for the aircraft, aiding in the prevention of collisions by allowing pilots to determine the divesftisther aircraft
during night time and in conditions of reduced visibility. ICAO sets international civil aviation standards, includirfgithose
aircraft lights, through its Annexes to the Convention on International Civil Aviation (Chicago ConveSpecjfically:

1 Annex 6 (Operation of Aircraft): It includes general requirements for aircraft liggjts.
1 Annex 14 (Aerodromes): Although primarily focused on aerodromes, it also includes some standards that
describe how aircraft lights should be visible from the gro{8id.

For civil aircraft operating within Europe, Europe Aviation Safety Agency (EASA) regulations also apply, which
often mirror or adapt ICAO standards to the European context. In addition to international standards, individual countries
may have their own ggific regulations and requirements (NAANational Aviation Authorities). Aircraft operators must
ensure they comply with the regulations applicable in their country of registration and operation. While the specific
requirements can vary depending ondireraft type and jurisdiction, they generally include guidelines on:

1 Colour: Position lights must be red on the left (port) wing, green on the right (starboard) wing, and white
on the tail.

1 Visibility Range: The lights must be visible from a certain distance, often several miles, and at specific
angles to ensure they can be seen by other aircraft in the vicinity.

1 Intensity and Flash Patterns: There are specific requirements for intensity and flash patterns to ensure the
are conspicuous.

1 Operation: Regulations specify when the lights must be operational, such as during night operations or
when operating under Instrument Flight Rules (IFR).

All the abovementioned requirements for the characteristics and conditions for civil aircraft position lights are
incorporated into military defence standards with the help of individual military authorities. For Europe and the Czech
Republic, these areoldies such as The European Defence Agency (EDA), the European Military Airworthiness Authorities
Forum (MAWA) and the National Military Aviation Authority (NMAA)10]

3. State of the Art

Current events on the defence and security scene of the Repablic are undoubtedly the ongoing modernization
of the military technologies of the Air Force of the Czech Republic. Korecki et al. [11] discuss the importance ofit@rcraft |
cycle phase analysis and its relevance to financing and supply. Defiffittmdesign and development phase, the production
phase, the operation phase and the recycling and disposal phase. The Life Cycle Engineering (LCE) phases and the defin
boundaries of the system are closely related to the following text.

Available scientific resources dealing with avionics data collection, reliability analysis of aircraft lights and display
systems use traditional methods such as fafke® modelling and reliability prediction, but in addition, today's authors often
usealternative models and methods to increase accuracy and applicability-workhkcenarios.

The i mportance of working with data in general and
Prakapas]3] Data accuracy is derived from a systematic process of data collection, analysis, interpretation and synthesis t
provide timely and valid information for statistical and subsequent predictive models. Cheng et al. [12] introduced a novel
fault diagnosis méiod for aviation general processing modules, utilizing prognostics and health managehtignt
technology to assess the healthtiss of avionics systems, including lighting circuits. This approach integrates parameter
acquisition, feature extraction, failure analysis, and system fault location to accurately diagnose faults. Gao, Li18hd Dai
developed a fault prediction method based on an echo state network (ESN) for avionics, including lighting systems. Thei
approach, leveraging ortimensional wavelet denoising andszore standardization, significantly improves medium and
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long-term fault prediction accuracies. Tameh, Sawan, and Kadiydpproposed an optical, analogue, selferencing,
ratio-metric smart displacement sensor for avionics. Its design aims at enhancing the reliability of position sensing in lighting
systems by mitigating power fluctuations. MacLean, Richman, and Ricfitddranalysed the predictability of aircraft
failures, including lighting systems, as they age. They applied a Poisson regression model to study unscheduled landings d
to moderate mechanictailures, highlighting the impact of aging on system reliability. Samara ¢18].introduced a
statistical method for the independent monitoring of single sensors in aircraft, enhancing the reliability and safedit of airc
lighting systems. This approach addresses abrupt faults characterized by smaller time constants than éhaiseraft.th
Pandian et a[17] critiqued traditional reliability prediction methods in avionics, suggesting that handizsekl prediction
methods often lead to inaccteaesults. They advocated for alternative approaches like ptofsiadure and data analytics

for prognostics and systems health management. Furse and B&fpdemonstrated the feasibility of spread spectrum
sensors for locating faults in aircraft wiring, including those affecting lighting loads. This technology promises significan
advancements in identifying intermittent faults that impact lighting systenmdapéity. Menu, Nicolai, and Zellgi19]
discussed designing feslfe architectures foiraraft electrical power systems, emphasizing the critical role of reliable power
supply in ensuring the functionality of position lights and other safetyi t i ¢ a | components. Me s g
Alvandpour[20] highlighted the challenges posed by silicon aging on the reliability of avionics systems, including lighting
controls. As Complementary Met&@xidel Semiconductor (CMOS) technology scales down, aging accelerates, necessitating
considerations for longevity design.

This review underscores a multidisciplinary approach to enhancing the dependability of aircraft position lights,
incorporating fault diagnosis, predictive maintenance, and innovative sensor technologies. The integration of advance
diagnostics and probalstic modelling offers promising pathways for improving not only the reliability and safety of aviation
lighting systems but improves the general safety of aircraft operation overall.

4. Data and Methods

The information system of the Air Force of the Army of the Czech Republic is used as a data source. It collects anc
stores all records of faults and failures and other operational data of th€Hkeebllection and processing of data is therefore
carried out thanks to this monitoring platform. We usedhia source for our statistical analysis and predictive methods. The
mentioned system for operational data acquisition is a military information logistics system used for official purpeses of th
CzechArmy, for this reason the data are not published in their entirety, but only partial samples are demonstrated (see Table

Table 1.
Partial data sample from operation 689 aircraft

A/C | Date of Flight Flight hours Flight hours Colour of Type of position
failure hours between failures | between failures | position light | light

No.1l | 13.06.2013 | 225:19:34 | 225:19:34 225.33 WHITE incandescent lamp
No.1 | 14.02.2014 | 264:26:26 | 39:06:52 39.11 WHITE incandescent lamp
No.1 | 17.01.2017 | 431:45:13 | 167:18:47 167.31 WHITE incandescent lamp
No.1 | 15.02.2017 | 437:20:13 | 5:35:00 5.58 WHITE incandescent lamp
No.2 | 20.03.2012 | 267:33:43 | 267:33:43 267.56 WHITE incandescent lamp
No.2 | 21.07.2015 | 483:52:47 | 216:19:04 216.32 WHITE incandescent lamp
No.2 | 23.07.2015 | 491:30:39 | 7:37:52 7.63 WHITE incandescent lamp
No.2 | 20.08.2015 | 516:26:08 | 24:55:29 24.92 GREEN incandescent lamp
No.2 | 01.09.2015 | 526:25:15 | 9:59:07 9.99 WHITE incandescent lamp
No.2 | 03.11.2015 | 535:04:02 | 8:38:47 8.65 WHITE incandescent lamp

First, we use standard methods of descriptive statistics to describe the main characteristics of the data. Then, we usi
Poisson process to develop probabilistic model based on operational data statistics in order to model failure ratgsaf the po
lights on the aircraft. If we have information about failure rates (e.g., how many times a position light fails per troif)ight
we can use this process to model and predict reliability parameters of individual components. However, it is imposatgrto co
the specifics of the given system and to prepare and filter appropriate data. R software is used for our data [2a¢¢22ing.

A Poisson process is a model used to describe events that occur independently at a constant average rate over time
the context of our data, where the number of failures and the time between failures are known, we can use a Poisgson proces
model thenumber of failures over time, more precisely the probability of occurrence of failures.

no _Q

Assuming thaddenotes the average aircraft failure rate per determined time, we obtain its estimate using the maximurnr

likelihood method[23] [24]
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In order to calculate the failure truncated taided confidence interval far we use the Pearsa#
distribution, wheren is the total number of failures ands the total operating time. [25]

B $3 nﬂ ¢ ¢
co — o~

Mean Time Between Failures (MTBF) is a key reliability metric that encapsulates the average interval during
which position lights operate without failure. It is a key metric for maintenance planning, providaggeegated view
of component durability and functional availability. To explore the statistical spread and assess the consistency o
MTBF across the fleet, the variance was examined. This measure of spread reveals the heterogeneity within the datas
highlighting potential variability due to a vity of operational factors such as different usage patterns, maintenance
practices or even different environmental conditions that the fleet may encounter. Other basic statistical data and resul
are also presented. [25]

In conjunction with these indicators and the exponential distribution, theqttdared and goodnessHit test
were employed to test the hypothesis that the observed frequencies of failure intervals conformed to a theoretica
distribution, often assumed be an exponential distribution in reliability studies for components such as position lights.
This parametric test compares the empirical distribution against an expected frequency distribution and yields a p
value. Itis the probability of observingdltomputed test statistic, or a more extreme value, under the null hypothesis,
assuming the null hypothesis is true. A highgue suggests that the observed distribution is not significantly different
from the expected one, indicating the empirical datasistency with the assumed theoretical model. [26]

The main statistical methods and tools used to analyse data from fleet operation and position light failure rates
include: Boxplot, which provides a visual representation of the distribution of time between failures for individual
aircraft, highlighting tle median, quartiles, and outliers, thus enabling quick identification of data deviations and
variance. The analytical tool ANOVA (analysis of variance) was utilized to compare mean values across different
groups of aircraft, aiding in identifying statisaidy significant differences in light failure rates between aircraft types.
The step function of cumulative count of failures and the cumulative step distribution function allowed us to visualize
the accumulation of failures over time and assess the freguef occurrence of failures, which is crucial for
maintenance planning and operational optimization. Finally, a histogram with the probability density function of the
exponential distribution was applied to verify the assumption that the time betwdemdafiollows an exponential
distribution, which is common in reliability theory and enables modelling and prediction of failures based on stochastic
processes. Together, these methods provide a comprehensive view of the dynamics of failures, ani &tiein i
essential for ensuring a high level of operational reliability of the individual aircrafts as well as the whole fleet
availability. [27]

5. Results and Discussion

As a first step, we will present the results of basic statistical data for the entire fleet and also for one selectec
aircraft from the fleet as an example.

Entire fleet:

Average time between failures (MTBF): 223.85 hours
Median time between failures: 141.49 hours
Variance55. 444 . 53 hour s|

First quartile (Q1): 28.93 hours

Third quartile (Q3): 341.50 hours

=A =4 =4 -4 -4

=

Aircraft No.

Average time between failures (MTBF): 109.33 hours
Median time between failures: 103.21 hours
Variance: 10.837.53 hour s
First quartile (Q1): 30.73 hours

Third quartile (Q3): 181.82 hours

Figure 1 presents a boxplot displaying the time between failures of position lights for individual aircraft. Each
box represents a single aircraft, and the height of the box indicates the interquartile range of time between failures
excluding extreme vabs.

=A =8 =8 -8 -4

69



o]

.
I
I
I
I
I
I
I
I
I
1
|

2000 — T D |
1000 iR
- *H

0_ _|_|£| 1 |
[ [

— N (48]

4
|
[8}]

A

Time between failures (flight hours)

194 WL -

20 - w1}
21 - ([h

14— H_L -

16

13 7 tdl---—-0

|
w
-

17 < [

I |
(] Lo
~— ~—

11

10

|
= W O r~
Number of aircraft
Fig. 4. Boxplot for time between failures of position lights

From the Figure 4, it is evident that some aircraft exhibit a very wide range of times between failures, which
may indicate inconsistent reliability. There are notable extreme values for some aircraft that could require further
investigation (why there wasuch a long or short interval between failures). The medians vary, suggesting that the
average time between failures differs among aircraft. A boxplot graphically displayed the distribution of data points in
groups based on quartiles and outliers, whighlaey pieces of information that can be formally tested using ANOVA.
The results of the ANOVA test are summarized in Table 2.

Table 2.
ANOVA table with aircraft (A/C) being a factor (df stands for degrees of freedom)
Source df Sum of Squares Mean Squares F-statistic p-value
Factor (A/C) 20 2.30110 1149899 0.935 0.546
Residuals 87 1. 07110 1230306

The Fstatistic value of 0.935, accompanied by-aghue of 0.546, suggests that thigserved variation in time
between failures across the different aircraft in our fleet does not significantly deviate from the presumed equality of
means. It can be concluded that there are no significant differences between groups of aircraft in thettees
failures.

Therefore, we can continue in our analysis. Assuming that the occurrence of the failures follows the
homogeneous Poisson process,engloyed the Maximum Likelihood Estimate (MLE) method to estimate the paraneter
representing the average rate of failures per unit of time (i.e., per one hour of flight). To determine the confidexideriaterv
we utilized the Pearsas distribution allowing us to better understand the variability obxgtimate. The point estimate of the
failure rate is.

pmy
CTPR O

Calculatedhe confidence interval fawith 95% confidence level is following: (0.003664526; 0.005393422).

In our analysis, we also generated a step cumulative plot based on the data obtained from the fleet of tResultraft.
can be seen on the left panel of Figure 5. The shape of the counting process function is more or less linear with@me excepti
at the beginning, which is cause by one of the aircrAfteraft No.2 had a very unusual occurrence of position light
failures during service (see the right panel of Figure 5). However, this anomaly does not influence the overall behaviou
of the failure ocarrence in the entire fleet.

Mt Tex

70



o
o O — N
o PR
3 5
28 £°
[+] b=
A o —
2z 5%
£ E
S © -
o 2
2 ¥ ¢ o
S o _| E
E ™ ) ) E o
3 =71 Aircraft No.2 - unusual occwrence of failure E

o - © o

T T T T T T T T
0 5000 10000 15000 20000 25000 0 100
Cumulative time (flight hours)

(@) (b)

200

Cumulative time (flight hours)

I T T I T
300 400 500 600

Fig. 5. Position light failures during service: a) step cumulative graph of the number of failures over time of the fleet; b)
step cumulative graph of the number of failures over time of nonstandard occurrence aircraft No.2.

Testing the homogeneous Poisson process, we take a look at tharintaltimes of the failures, which should

follow the exponential distribution with parameter

est i maGragh ofeaa enpirieat cumulative distribution

function (Fig. 6) provides a key perspective on the distribution of intervals between failures within our aircraft fleet.
The red curve of the estimated exponential distribution function aids in understahdintpe idea ohomogeneous

Poisson process is correct.
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Fig. 6. Empirical cumulative distribution function (black curve) for time between failures for whole fleet and distribution

function of the estimated exponential distribution (red curve).
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The exponential distribution probability density histogram (Fig. 7) provides evidence supporting the use of the
exponential model to characterize the intervals between failures in our fleet. High agreement with the theoreticabdwlistributi
indicates the madom nature of failure occurrence, which is a key assumption for predictive maintenance and reliability
planning.

Next, we support the visual result by testing the hypothesis that interval times between failures comes from the
exponential distribution.

Chi-squared test:

T X-squar ed ( odiflerercesbddwedn@®@Ppected and observed frequencies)
1 df = 18(degrees of freedom)
1 p-value = 0.1166p-value greater than 0.05 implies that there is no reason to reject the null hypothesis)

Goodnessof-fit statistics

1 Kolmogorov-Smirnov statistic = 0.1452544lower values suggest a better fityyplue = 0.02098

1 Cramer-von Mises statistic = 0.433571{lower values indicate a better fit);yalue = 0.05881

1 Anderson-Darling statistic = 3.6910957(higher value suggests that the data in this area does not conform
well to the expected distribution);yalue = 0.01241

In the context of our analysis, these tests suggest that the data have an acceptable level of agreement with tl
assumed theoretical distribution.

To find the probability of a given number of events in a period of time (MTBF = 223.85 hours), or the
probability of waiting until the next event occurs, we need to analyse in detail the graphs of the Poisson probability
function (Fig. 8) and the exponeatidistribution (Fig. 7), respectively.
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Fig. 8. Poisson process for probability of the number of failures in 1 year.

From the longterm observation of the annual raids of the fleet, an average raid in 1 year equal to 1647 flight hours
wascalculated. The probability function of the Poisson distribution plotted in Figure 8 shows that for our fleet the most likely
number of failures in a year of operation is around the number 5, here the probability is 0.17282 (17.28%). This stiggests th
modg of our aircraft have a relatively low number of failures, which is a positive indicator of operational reliability and
maintenance efficiency. The dashed red line serves as an indicator of the number of failures with the highest probabilit
of occurrencg5.4 failures per year). This is an approximated value based on the Poisson process calculated in softwar
RStudio. However, this is only an approximation, as the discrete function does not allow us to use numbers other than intege
The occurrence of gher numbers of failures is significantly less likely, indicating that extreme events are not typical of the
operation of our fleet. For example, the probability of 10 or more failures occur below the threshold of 0.02624 (2.624%)
and less.
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6. Conclusions

This article addresses the reliability of position lights on training and light combat airct8& Blca and attempts
to statistically predict their future failure rates. Readiness of aviation technology is an area of critical interestiuil both
and military aviation contexts. In civil aviation, discussions primarily focus on economic and safety aspects, whereas in
military aviation, the emphasis extends to the continuity of pilot training and the associated security of the natiacel airsp
Positionlights play a vital role in aviation as they ensure the visibility of the aircraft and define its shape during flight. A
malfunction in these lights would not comply with the aviation safety regulations, thereby compromising the safety of air
traffic. Futhermore, since position lights remain illuminated throughout the flight, they are suitable for analysis based on
flight hours, which eliminates the need to adjust the operation time of the diagnosed object over the flight duration.

In addition to processing and statistical analysis of data over the long operational period of this aircraft type,
acornerstone of this scientific article is the prediction of the number of failures per year. It was therefore necessary ftc
determine the aarage flight hours of the fleet per training year from loexgn operational data. Although options for
predicting failures per month of operation, per average time of a single flight, or using the number of operationatddys inst
of flight hours were cosidered, these measures would not have been sufficiently informative or relevant for appropriate
prediction using the Poisson process. Statistical insignificance was also evident in examining thiedailyperations of
individual aircraft separatelylue to the small number of failures per aircraft. These numbers of failure are in the order of
single digits.

It is also worth noting that the transition from incandescent bulbs to LEDs was carried out gradually atheart of
modernization of this type of aircraft. The possible aim was to compare the reliability of both types of lighting arichto conf
the expeatd higher reliability of LEDs. Unfortunately, the modernization took place only in recent years, and the period of
LED usage did not provide enough diagnosed failures to be statistically utilized. In the future, based on observations of LEI
position lightsand the results achieved, it may be possible to model a predictive reliability plan or determine the level of risk
associated with this component failure. As part of admm initiative, experimental testing and measurement using highly
accelerated |# testing are being considered, and the evaluated results will be compared with incandescen{2ighting.
Future research may also explore predicting the location of faults based on empirical observation. The information systel
from which data is obtaimkoffers not only the timing of fault detection but also the location. It could therefore be estimated
whether it is better to focus on inspections @inee, preflight, mid-flight, post flight), or prescribed maintenance after
certain flight hours or p@dic maintenance after certain days of the equipment's life.

Even though the research is focused on relatively old but proven production technolaggiatainability, the
achieved results can serve as a benchmark or guide for evaluating modern, optimized types of aircraft lighting. In gener:
aircraft operators can use research results to determine fleet maintainability or to identify potentialnap@ratidems.

These results can help determine whether certain aircraft require improvements or changes in maintenance and whether sc
failures are too frequent and require additional attention. Based on the findings, the operator or manufacturenizan opti
the intervals for prescribed maintenance of the aircraft or sepropriate frequency for inspections focused on position
lights. It is also possible to prepare the logistical suppattieofleet based on the expected number of failures to prevent
undesirable logistical delays. All this leads to more precise predictive analysis of the safety and reliability of Inghting a
signalling components for effective planning of the relevant spare parts and maintenance tasks while maintaining a high lev
of operational availability of the fleet.
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Abstract

Quantum technologies represent a new agenda that has the potential to fundamentally change tlemgiecantgnt on a

global scale. Countries or groups of countries that adopt these technologies before others will be at an advantagé. The aim
the authors was to provide an overview of the current status of creating conditions for the developmentuof quant
technologies in selected Central European countries (Czech Republic, Slovakia, Austria, Hungary and Slovenia). The stuc
maps the conceptual, organisational and technical situation in this area, focusing on the five North Atlantic Treaty
Organisation mmber states and the European Union. As a result of the investigation, it is found that the complexity of
guantum technologies requires cooperation at two levels. The first level is undoubtedly cooperation between the state sect
scientific organisationshe defence sector and multinational companies. The second level is cooperation between individual
states or within international organisations. Regarding the security aspects of these technologies, cooperation bdsed on N
Atlantic Treaty Organisatioand European Union is crucial. Ensuring technological superiority in the coming years is a big
challenge for the United States of America, resp. North Atlantic Treaty Organisation and the European Union.

KEY WORDS: Central European Statesryptographyeducation European UnionNorth Atlantic Treaty Organization,
military defence, public policy, quantum technology, security, threats

Citation: Kr ul 2 k , o. , I r ena (2024) @uantumITechnoldgy dnaits Bate fNotkOnNly) T the Strategic
Concepts of Central European StatesMapping Study. In Proceedings of the Challenges to National Defence in
Contemporary Geopolitical Situation, Brno, Czech Republic,-131 September 2024. ISSN25388959

DOI 10.3849/cndcgs.20275.

1. Intr oduction

The contribution is devoted to the emerging, but even more relevant, the strategic grasp of the quantum issu
(including the North Atlantic Treaty Organization quantum strategy). The authors map the positives (added value) of the
emphasis on this agendadahe weaknesses resulting from the delay in this issue. Attention will also be paid to the quantum
capacities of the individual Central European countries, as Czech Republic, Slovakia, Hungary, Austria and Slovenie
(including the relevant strategic documieand its possible personnel, organizational and financial coverage).

In relation to the issue, both the approach of individual countries and the priorities of relevant international
organizations (especially North Atlantic Treaty Organization and European Union) are being monitored. In this context, is it
possible to clainthat the European Union focuses more on technology as such, with the security dimension of the topic being
left behind?

In this context, the content and diction of existing strateginceptual documents will be monitored, as well as the
related external constructihaitical comments, especially from the private sector environment.

The period afteR010 to the present is covered, with the fact that, in relation to all individual countries, as many
identical variables as possible are monitored, which will enable a subsequent comparison.

In relation to the topics, open sources are used étiljough this aspect can be perceived as limiting, it is also a
prerequisite for publishing a study in itself.
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2. Quantum Technologies Approaching the Topic

E 2024 R1aRtHBLechnologies are a broad and diverse category of technologies that use the phenomena of quantum phys
[1I]>eerreV|ew under responsibility dde ner al Jonas Gemai ti s addUniveisity af DgfendecCaetreRapublic

In quantum computers, pulses do not play a key role, but subatomic particles such as electrons or photons.

A quantum bit, a qubit, is a quantum analogue of a classical information bit. While a classic bit can only take on the
value 0 or 1, a qubit can represent multiple vabreates at once. In other words, a quantum computer can perform multiple
calculatons simultaneously, not necessarily sequentially (like a traditional computer). Thus, qguantum computing shows the
potential to outperform traditional computers due to much higher computing speeds [2].

Quantum computers can also use entanglement, a phenomenon that binds two or more qubits together so that th
states are correlated. Any quantum manipulation of one of the entangled qubits generates an immediate effect on the ott
entangled qubits, regdless of the distance or barriers between them [3].

Quantum technology will, with a high probability, become, next to artificial intelligence, the most important
emerging technology for general use. Quantum computing can bring enormous progress in science, including currentl
unsolvable logistical or logit@roblems [3, 4].

3. Core categories of Quantum Technologies

Quantum technologies can be divided into several main categories. Each of these generates impacts on informatio
intelligence, surveillance, reconnaissance, and cyber operations relevant to security and defence. In general, ittts possible
state that gantum technologies will not introduce fundamentally new weapons, as was the case with nuclear and lase
technologies, but rather will improve current sensing, communication and computing capabilities [3]

a) Quantum computing

This is the use of quantum systems to perform calculations based on quantum logic and algorithms. Quantun
computers can perform parallel and probabilistic calculations that allow them to solve certain problems faster and mor
efficiently than classical coputers. Despite the misconception that the exponential increase in processing speed will affect
and take over all tasks intended for classical computers, quantum computers will be particularly effective at breakthrough
in certain highly complex and demangd computational problems. Examples of such problems are quantum-angiysis
(breaking most asymmetric encryption schemes commonly used to enengilt @oice and video, data transmissions and
remote access), faster search, faster solution of lovedifferential equations, quantum optimization (logistics, investment
portfolios, or new drug designs) and quantum machine learning. Quantum technology can help solve complexsaatklarge
optimization problems, including resource allocation and d&eisiaking, which are important for planning and executing
military operations [1].

b) Quantum networks and communications
Quantum networks and communications aim to transmit quantum information (qubits) across different channels,
such as optical lines, or in free space [1, 3].

1 Quantum communication may enable quantum cryptography. Quantum cryptography can provide
a higher level of security and authenticity than conventional asymmetric encryption (public key cryptography) because
it can detect and prevent any eavesdroppingropéaing by exploiting the properties of quantum physics. Quantum
communication can enable quantum key distribution, which is a protocol that allows two parties to share a secret ke
using quantum states and measurements and classical communication.ciihidogy is already commercially
available to some extent for use with optical fibers.

1 Quantum communication may enable quantum digital signatures, which allow a message to be signed using quantu
states and measurements.

1 Quantum communication can improve metrology, i. €. measurement using quantum states, to achieve higher precisic
than classical methods.

1 Quantum communications can help improve the collection, dissemination, and protection of sensitive and intelligence
information, as well as its situational awareness and operational effectiveness.

1 Quantum communications can enable remote sensing, which is the use of quantum systems and protocols to detect &
measure physical properties and phenomena such as distance, temperature, pressure, or magnetic fields withc
disturbing the system or envinment.

1 Quantum communication can enable quantum teleportation, which is a protocol that allows two parties to transfer ¢
guantum state from one place to another using entanglement and classical communication.

9 Laser communication offers higgpeed data transfer ensuredgoyantum communication.

A nextgeneration quantum network, called a quantum information network (QIN) or quantum internet, is
distinguished by its ability to distribute entangled qubits. QIN will offer more seeawliyed services such as secure
identification, location verifiation, and distributed quantum computing. The biggest obstacle to QIN implementing is the
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need for a reliable quantum memory to store quantum information for synchronization and distribution in a network with
many intermediate nodes. In practice, the introduction of QIN can realistically be expected after 2030.

¢) Quantum simulation

Quantum simulation is the use of quantum systems such as atoms, photons or electrons to simulate and model ot
guantum systems such as molecules, materials or fields. Quantum simulation can use quantum algorithms to perfor
calculations and measuremeatsquantum systems. Quantum simulation can be applied in various fields such as chemistry,
physics, biology and engineering (simulating the behaviour of molecules for chemical and pharmaceutical research
development of new materials, etc.). It can helpriderstand and design complex and dynamic systems, such as molecular
structures, chemical reactions, material properties and physical phenomena, which are relevant for research, developme
testing and technology evaluation [1].

d) Quantum sensing (imaging)

This is a subfield of quantum optics that is active (a signal is emitted, and its reflection detected). The principle
behind quantunsensing is the more precise measurement of various physical variables, such as magnetic or electric field
and biological magnetic signals, gravity gradients, rotation acceleration and time. Improved time measurements can be us
for more accurate clocksiged by many current technologies), quantum inertial navigation, underground and undersea
exploration, more efficient radio frequency communication, etc. This allows detection of metallic or other objects creating
local magnetic anomalies, such as minegrovised explosive devices, and camouflaged vehicles. This can also serve as an
alternative method of underwater navigation (supposedly able to detect a submerged submarine from space). Quantu
gravimeters are intended for underground surveillance systedhare being tested to detect underground structures such as
caves, tunnels, bunkers or missile silos. Quantum imaging systems can be used in any weather, day or night. Quantum sens
can provide accurate and reliable information without relying onreadtsignals such as GPS. Quantum sensing can also
provide highresolution images and provide detailed and accurate information about the composition, structure, and state c
matter and energy of the monitored objects [3].

Quantum radar is a quantum imaging system that works similarly to classical radar, but at the level of individual
photons. The principles of quantum radar and quantum light detection (lidar) have already been successfully demonstrate
in laboratories. Howeer, the effectiveness of the solution as a whole is still very uncertain. Using a quantum sensor with a
useful degree of accuracy is unlikely, as sufficient spatial resolution will result in insufficient sensitivity. On tHenother
some quantum sengoare expected to be tested in field conditions in the coming years, around 2028 [2, 3].

e) Postquantum cryptography (PQC), also known as quarresistant cryptography

PQC is sometimes seen as a subcategory of quantum communication but is also often considered a separate categ
Until now, information security was guaranteed by the mathematical complexity of encryption itself and the secure
transmission of encryptiorels. With the advent of quantum computers, the performance of which will make it possible to
break encryption keys, it is necessary to find new ways of transmitting information that are resistant-attayker The
solution to such a problem is the tsamission of encryption keys using quantum technologies. The concept itself is not
necessarily related to quantum physics but is based on the development of contemporary asymmetric cryptography. This ty
of cryptography relies on more advanced mathemétiasis more difficult to calculate, even for quantum computers. As
such, the concept can be seen as a software/hardware upgrade of existing systems. Even this concept cannot be see
completely secure, as new classical or quantum cryptanalytic attaakoecur. Nevertheless, tools falling under this
definition will likely become available in the foreseeable future. [3, 5].

4. Unavailability of Quantum Solutions

All qguantum systems are extremely fragile, and many can only be used at temperatures close to absolute zero (abc
273AC) . The slightest di sturbance (heat, el ectromagne
information or sensitivit in quantum sensors. Some scientists predict that these obstacles will be overcome within the next
20 years. However, this speculative timeline is largely tied to the amount of financial and human resources allocated to thi
challengeQuantum computerg@likely to be too expensive to serve smaller groups of cybercriminals. Their pioneers will
likely be large technology companies and research instittitiamsl variously motivated nation staf8s4].

5. A New Concept of Deterrence? Rethinking Traditional Paradigms

Quantum technologies could have significant implications for nuclear deterrence, conventional forces, and cyber
defence as they could create new vulnerabilities and asymmetries [1].

Some actors may gain access to quantum technology while others may not. This could create new challenges for tl
posture of the armed forces as well as for their strategic and operational capabilities. Quantum communications may als
undermine existing nams and frameworks, such as the International Telecommunication Union and the Outer Space Treaty,
which regulate the use of the electromagnetic spectrum and outer space. This could create new conflicts and require ne
agreements and regulations to ensueepibaceful and responsible use of quantum communication. Ensuring the security of
information and communication is one of the key issues for the running of the state. A country is secure only if itatan prote
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information at the level of state institutions and its security forces, the health system, financial institutionsc aiotrtzfi,
energy production and distribution, or transportation systems and logistics [5].

Anyone who assumes that the quantum threat is not a current challenge because quantum computing is not curren
viable may be very wrong [4].

In October 2019, for example, Google announced the construction efjab83system, called Sycamore. He was
able to calculate a proof in 3 minutes and 20 seconds confirming that the numbers generated by the random number generz
are indeed random. Thsame task would take today's most powerful traditional computers about 10,000 years§R, 4, 6

The People's Republic of China subsequently announced that it had a solution called Zuchongzhi with
66 qubits. In 2015, Prime Minister Xi Jinpingxplicitly designated quantum communication as a national strategic
technological project where major breakthroughs to be achieved by 2030. Beijing is willing to allocate enormous resource
to gain world leadership in quantum and other emerging technfikidg. The total spending of the People's Republic of
China on this agenda is estimated to be more than 2.5 billion USD per year after 2017, which is probably far more than th
investment of the rest of the world combined [4, 9, 10].

This forced the Eurdtlantic countries to take the subject seriously and invest accordingly. After all, history says
that states capable of mastering the technology that gives them an edge in signal intelligence tend to be the winaers in mili
conflicts as well. For example, the Allies were able to break the Enigma cipher that Nazi Germany relied on. London ther
kept its lead secret for decades to continue monitoring the communications of the Warsaw Pact countries [2, 11].

If anyone manages to build a fully functional quantum computer, much of conventional cryptography will
fall apart. Quantum computing may disrupt some existing cryptographic systems being used to secure and encrypt data ar
communications. This could compromise the collection, dissemination and protection of sensitive and intelligence
information.

As already stated in the text, quantum sensing can enable the discrete and remote detection and measurement
physical properties and phenomena such as temperature or magnetic fields. This could completely reshape the secre
capabilities of any militaryand civilian activities. Military operations in all physical environmént land, at sea, in the
air, in spacé rely on a variety of similar information technologies and networks that power the global economy. A systematic
vulnerability in the cyber doain would become a systematic vulnerability in all domains. Classified information could be
collected, changed or deleted. Personal, financial, legal, logistical and operational data could be manipulated tiecaffect tac
and strategic operations. Malveacould be installed at will to enable espionage or disrupt critical infrastructure.

With the prospect of a cryptographically significant quantum computer seemingly only a matter of time away,
cybercriminals and geopolitical adversaries alike are rushing to obtain sensitive encrypted information that cannot be rea
todayi so that it can & decoded once quantum computers become available.

Decrypting data encrypted by existing technologies will enable unprecedented visibility of highly valuable data. If
the West were to lose the quantum computing race to rivals such as the People's Republic of China, the loss would |
significant [4].

Cryptographic attacks can also negatively affect the economy and competitiveness. Quantum computers will
increase the likelihood of intellectual property theft. Transport, energy distribution or communication systems will be
particularly vulnerable. Disimirmation could be spread from the secure accounts of senior officials, increasing the credibility
of fraud efforts [8].

In relation to the issue, there is a very interesting mention of the creation of a new concept, which at the time of
nuclear deterrence was called thedicate balance of terror A new variant of the Cold War, apparently along the lines of
the People's Republic of China versus the EAttantic states, may be based on the assumption that the mastery of quantum
technology, capable of disrupting the functioning of an adversargistgowill be undesirable to the extent (assuming
immediate retaliatory reaoth) that the contending parties these eventualities they will really leave it as
a weapon of the last judgménand it will not be deployed.

The quantum threat to cyber security is an example of didglling prophecy. The more convincing the prophecy
of doom, the more determined its potential victims try to delay the disaster. In other words, states take this challenge s
seriously that tb most dangerous eventuality is unlikely to occur. So, there are reasons for cautious optimism that
countermeasures are maturing faster than the threat. The quantum threat must be taken seriously, and that is precisely wh
may never materialize. Givehe pervasive importance of cyberspace, systematically compromising cybersecurity would be
a strategic concern of the first order. History is full of expectations of technological transformation that never redterializ
The race between offensive and defemsneasures is as old as war itself. The balance between offense and defence at any
given time depends on organizational and geostrategic context, not just technology. Scientific principles and technica
feasibility limit the strategic and operational afthe possible. Technical trends set the boundary conditions for any potential
window of opportunity . However, this window usually changes as individual actors start to create new weapons and to find
new ways to use them [12].

A strategic swing would occur if one country acquired such a capability and kept this fact secret for several years o
more. Other countries would not realize that everything, from their weapons systems to financial transactions, is vulnerabl
during thisperiodi including historical records (encrypted communications collected by the adversaries and preserved in
anticipation of obtaining this very capability). Attackers have an incentive to keep their progress secret becausstrevealing
can prompt defendes t o patch or reconfigure the respective syst
acquires this technology first will also be able to cripple traditional defences and manipulate the global economy [12, 13].
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6. Approaches of Individual Monitored Actors to the Mentioned Agenda

In examining the varied approaches to this agenda, we observe distinctive strategies adopted by major entities su
as the United States of America, the North Atlantic Treaty Organization (NATO), and the European Union.

6.1United States of America and the North Atlantic Treaty Organization

When it comes to thactivities of the North Atlantic Treaty Organization in the monitored area, it is crucial to see
the pivotal role played by the United States of America in this regard:

1 In 2016, the National Institute of Standards and Technology began the procesmddrdizing posjuantum
cryptographic algorithms, aware of the rapid development of quantum computing and its potential impact on
information security [56].

1 In 2018, the White House released the National Strategic Review for Quantum Information Science. The National Office
for Quantum Coordination, interconnecting 14 government agencies, was launched [14].

1 In December 2019, the National Quantum Initiative Act passed, foreseeing an annual investment of at least 240 millior
USD in the development of quantum technologies [4].

1 In 2022, the Quantum Cybersecurity Preparedness Act passed, setting the perspective for the migration of governme
information to postjuantum cryptography. The document envisages completion of the transition by 2035, ideally by
2030 for the most sensigwata [4, 15].

1 In 2023, the National Cybersecurity Strategy identified protection against quantum cyber attacks as a national strategi
goal [16].

North Atlantic Treaty Organization's nuclear deterrence is based on the principles of credibility and
accountability. At the same time, it depends on safe and reliable command, control and communication systems, as well :
on effective and resilient defence systems [1].

The Alliance also for this reason recognized the importance and potential of quantum technologies, and has take
some steps to address them, such as the Science for Peace and Security Programme, the Innovation Hub, and the Emer
and Disruptive Technologs Roadmap [17, 18, 19].

In February 2021, the defence ministers of the member states approved a strategy to promote a coherent approe
to the development and deployment of dusé¢ technologies, with quantuemabled technology being one of the nine
technology areas promoted tmetstrategy. At the summit in 2021, a concept called the Defence Innovation Accelerator for
the North Atlantic (DIANA) was introduced, also including the dimension of quantum technologies. DIANA consists of a
network of test centres and accelerators agresaber states where innovators develop new technologies to address pressing
security challenges. An example of such a workplace is the "Deep Tedh@Qabantum" in Copenhagen, focusing on the
financial return of quantum solutions [3, 20].

SecretaryGeneral Jens STOLTENBERG called for the development of a transatlantic quantum community that
harnesses the power of this critical technology for security. He emphasized the importance of closer cooperation between t
public, private and academsectors and the acceleration of responsible innovation. Speaking at the Copenhagen Quanturr
Conference 2023, INATOLhasaNvByE &dépted and embrac@d new technologies to keep our people
safe. With the rapid proliferation of disruptive tecfwgies, we need to adapt further and faster than ever before, including
i n t he guant um domai né We need t o ensur e t h
inot against usé We need to ensure that t he ightltechndogiese i s
into our capabilities and protecting against adversaryause[ 2 0] .

The North Atlantic Treaty Organization's Quantum Strategy, issued on November 28, 2023, states, among others
the following [21, 22]:

1 Quantum technologies represent a potential revolution in the world of innovation and can be game changers in securit
including warfare. It offers possibilities that far exceed the technologies that are currently available. It is necessary tc
ensure thathe Alliance is prepared for this technological development.

i This topic needs to be closely monitored, along with other key trends represented by artificial intelligence,
biotechnology and human enhancenihtypersonic technologies, energy and propulsion, new materials and next
generation communication networks.

1 Many of these technologies are already partially used in the private sector and have become subject to strateg
competition. The Alliance must therefore support and lead collaboration with industry in the development of
a transatlantic quantum technologgosystem.

I Mastering these technologies will represent a strategic advantag® not mastering them a strategic weakness. It is
necessary to prepare the Alliance and individual member states to defend against the use of quantum technologies
their adversaries armbmpetitors. It is equally important to detect and block potential related incidents in cyberspace.

2The authors are preparing a separate study on the topic in the future [23].
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Innovations are expected to help advances in cryptography, develegdagt lasers to improve satellite connectivity,

and improved @ imaging sensors in underwater environments.

This requires investment coherence, cooperation between allies in technology development opportunities, as well as tf
development and protection of a skilled workforce. It will also require the development and deployment of critical
supportive technologge é

Strategic competitors and potential adversaries can also take advantage of disinformation opportunities by creatin
public distrust in the use of quantum technologisénilar to what happened in the case of 5G networks (according to

t he mot t o'tdo ométhing techrdcally ourselves, we will try to install in the adversary's public that their
homegrown advanced technol ogies ar e mor-emphaadcouhterbnyt h a
such efforts through strategic communicag@24].

Some other recommendations and proposals of the Alliance for quantum technologies are, for example [1, 3]:

f
f
f
f
f

f
f
f

f

Establishing a dedicated quantum technology office to coordinate and oversee all quantum activities and initiatives
within the Alliance and among its allies and partners.

Investing in research and finding opportunities to accelerate development and reduce related costs.

Developing a quantum technology roadmap that would outline the vision, goals and priorities of the Alliance and allies
and partners regarding quantum technologies.

Enhancing its own quantum technology capabilities by investing in quantum research and development and deployin
guantum technologies within its missions and operations.

Enhancing technology education and training through the development and implementation of quantum technology
curricula and courses and technology workshops and seminars for its employees and partners.

Ensuring the development and implementation of quantum technology standards and regulations.

Establishing and enforcing quantum technology rules for communication, information, and cyber systems.

Ensuring quantum technology ethics and responsibility by developing and implementing quantum technology principles
and guidelines, including the establishment and application of technology oversight and review mechanisms.
Establishing goals and standards to support development and ensure interoperability.

6.2European Union

For the European Union to thrive as a global competitor in quantum technology, it must protect access to sensitive

government or personal data, or any data relevant to its technological and economic growth. The efforts that need to be ma
in this area gdeyond the individual investment and research capacities of member states, and therefore there is a need
combine efforts and collaborate [25, 26].

To a certain extent, the European Union rather follows up and responds to the initiative steps of the United State

of America (which it elaborates or adapts to the European environment). Union standardization processes follow the
processes formulated blge National Institute of Standards and Technology. The whole concept is often mentioned as the
connection of four levels [27]:

f
f
f
f

Ultra Secure Connectivity Program from 2022 [20].
Union scientific research initiative European Union Quantum Flagship; EUQF [28].
Research projects within Horizon Europe [29].
European quantum communication infrastructure (EuroQCI), an initiative that aims to build a secure quantum
communication infrastructure that will span the entire space of the European Union member states. Quantum ke
transfer requires a very specific quamtcommunication infrastructure, which member states have committed to build
within the EuroQCI initiative. EuroQCI is the Union's flagship project, with the aim of ensuring secure communication
until 2027. All member states are signatories to this projgtch in 2021 recorded the first interstate quansgoure
communication (100.5 km) between Trieste, Ljubljana and Zagreb. The EuroQCI concept, consists of several phase
[1, 8, 30]:
0 Test phase, where there is an effort to operate various quantum lines via optical cables and ideally also witt
guantum satellites. This is a task for universities and other research platforms.
o Educational phase, when possible, users will be introduced to the possibilities and functioning of quantum
technologies.
0 Real deployment of quantum networks (assuming operation up to the SECRET level). This is the task of state
agencies, or some certified operators and companies.
At the same time, coordinated prevention of WAharves

support and expand the geographical scope of EuroQCI, the European Union approved the Union Secure Connectivi
Program in 2022, concerg the development of the space segment for EuroQCI, the IRIS2 space constellation, built on the
GOVSATCOM infrastructure. When completed, IRIS2 could become the flagship of the space program, along with the
Copernicus and Galileo projects. In November@0hember countries of the European Space Agency pledged to support
the Space Systems for Safety and Security program, including a quantum component [31, 7, 32, 33].
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However, according to critics, the EuroQCI concept distracts policy makers from paying attention to the
fundamental challenges in relation to cyber security. The EuroQCI concept is intended to secure government communicatio!
and critical infrastructure lhuloes not necessarily prevent incidents that disrupt other areas of cybersecurity, such as private
supply chain$14, 8].

The challenges posed by quantum computers to European cyber security may seem distant, but the European Unio
ability to detect, protect, defend and recover from them in the future starts with taking the necessary mitigation measure
now. Therefore, a @ntum cyber security program is essential for Europe's economic security in a rapidly evolving
geopolitical environment and it is in the Union's interest to act swiftly [8].

In July 2021, for example, the European Union published a proposal for newargy laundering rules. They also
include the creation of a new platform (Adioney Laundering Authority, AMLA), based on the cooperation and mutual
support of the financialrealytical units, as well as new requirements for cryptocurrency transfers. A separate problem that
concerns all digital services is the letegm security of electronic communication between clients and banking entities. A
possible risk comes from the iottuction of quantum computers that can break current encryption methods. New
technologies can be used/abused in stock market trading. This will probably happen as early as 2026 [34, 35].

The recommendations for the European Union, which result from the above statements, can be summarized &
follows [8]:

1 Create a quantum transition action plan that outlines clear goals and timeframes and moriitggtethentation of
national posguantum encryption transition plans.

i Establish a new expert group within the European Union Agency for Cybersecurity (ENISA) with seconded national
experts to exchange best practices and identify obstacles to transition-¢maotstm encryption [14].

9 Assist in prioritizing the transition to pegtiantum encryption to respond to emerging vulnerabilities. Some
T but not alli Member States are already taking steps to combat these emerging threats using available tools.

1 Facilitate political coordination between the European Commission, and individual member states, national agencie!
for cyber security and the European Union Agency for Cybersecurity, with the aim of determining related technological
priorities.

1 Facilitate technicatoordination at Union level, with the aim of addressing research gaps in gusefeitechnologies.

7. Individual Member States of the European Union

National quantum strategies are usually documents that define strategic goals in the field of quantum technologies
both security and economic. They usually include aspects such as the support and growth of a national quantum ecosyste
selfindependenceédf-sufficiency  for  specific ~ technologies  (for example, the  establishment  of
a national quantum computer) and security strategic goals, where the transition to eu@sigtant encryption or quantum
key distribution can be defined [36].

At least 12 Member States present national quantum strategies in the form of dirdetistaience and research
programmes. However, as of 2023, only a few member states have published plans to combat emerging quantum threats, :
even fewerhave initiated steps to mitigate them, such as Germany [37]. The cyber security budget and the number o
specialists available allow only limited expectations regarding the mitigation of emerging threats [80].

Croatia, Cyprus, Greece, France, Lithuania, Slovakia, Slovenia, Sweden and Finland have agreed to cooperate wi
the other member states of the European Union to develop a quantum communication infrastructure (QCI) in Europe. In Jur
2019, the representatis of the mentioned states signed the initiated declaration of cooperation. The signatories, together
with the European Commission and with the support of the European Space Agency, are going to explore the developme
and deployment of the European QGieo the coming years. Ultimately, it would connect sensitive public and private
communication assets across the European Union [7].

Several countries, includingustria and Slovenia participated in the project within thEeuropean Defense
Agency, which is focused on the military use of quantum technologies. The project was led by France and focused on thi
following areas [38]:

1 Fully autonomous positioning and timing for military platforms.

1 Secure communication for Command, Control, Communications, Computers, Intelligence, Surveillance and
Reconnaissance (C4ISR).

1 Quantum networlof sensors for synergic connection.

7. Case Studies Concerning Selected Member States of the European Union
In relation to the countries monitored in more detail, there is an effort to at least indicatively mention key milestones,

related strategic documents and the most relevant workplaces in relation to the monitored area. If possible, mention will b
made regrding practical results, with an emphasis on the area of defence.
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7.1Czech Republic

The CzechRepublic conducts remarkable research in a number of areas related to quantum technologies, but th
connection between research and practice shows shortcomings. The fact that basic research is dominant here is relatec
funding opportunities, i.e. mainfyom the Grant Agency or various infrastructure projects [39].

The Tensor Ventures fund has invested about a million dollars in the Americanps@@82, which develops
guantum technology. In the future, however, they may be beneficial in the discovery of new drugs, materials, and help i
energy savings or emissioeduction [40].

The LUMI-Q project of the IT4lnnovation company (national quantum computer) [41, 42] should be mentioned.
The transfer of quantum keys between individual cities has also already taken place in the Czech Republic. The transfer w
successful between Ostravehere the academic organization CESNET and IT4Innovations computer centre joined the event,
and TRDg2n. 1t is envisaged to build another quantum inf
[9, 43, 44].

In February 2022, the Czech Technical University announced cooperation on projects dedicated to artificial
intelligence, quantum technologies and other fields, with other platforms, including parts of the North Atlantic Alliance
(DefSec Innovation Hub, Sopme Allied Commander Transformation). In doing so, a project mapping the physiological
effects of methods of cognitivei§information) influence on individuals was explicitly mentioned [45, 17, 46].

Applied research mainly in quantum communications is reported by the University of Technology in Brno
(NESPOQ project) [47].

In the field of education, there is an infaculty field at the Czech Technical University [48].

However, despite the mentioned activity, theantum ecosystem is a relative weakness of the stafighere are
few startups in the country, among which Quantum Phi is the most visible, whose main content is consulting and advisory
activities [39, 49].

The Quantum Day event was dedicated to efforts to link capacities in this scientific field, but the related results are
ambiguous [50].

Transnational players such as IBM, Microsoft or Tensor Ventures are also active in the Czech Republic. However
most of the activities of the domestic academic sphere are apparently concentrated in the area of basic and not apiplied rese:
( Pal a c kdity). Bar the purpose of coordinating the involvement of domestic actors in national and international
guantum projects, the National Initiative for Quantum Technologies was established, but its activities apparently stagnate
around 2020. The initiativés linked to a roadmap that describes activities at individual workplaces. Some plans look
promising, but many have not been translated into applied form, let alone commercially successful resus][9, 51

The vision of the reform of the transfer of knowledge and technology, mentioned in the text of the Program
Statement of the current government, is related to the topic. According to the prime minister, the country must try to gain
strategic advantage imany relevant fields, since quantum technologies are not explicitly mentioned [54, 55].

The National Office for Cyber and Information Security resisted the task in the mentioned area for about
a year, until the government assigned it to it through an official resolution. However, the state lacks experts in this field
anyway [56 59].

WhenMinister of DefenceJ ana L ERNOCHOVC presented the prioritie
Republic for the year 20 2 Wewanthoeonplety keywnwodethizatian projents. Awonomious a t
combat systemguantum technology bi ot echnol ogy and arti f [6@.i al intellig

7.2Slovakia

The Government of Slovakia tollaboration with private sectors and academic institutions, has initiated several
projects aimed at developing quantum computing, sensing, and cryptography solutions [61, 62]. These efforts are support
by strategic partnerships within the European Wdniwtably participating in the European Union Quantum Technologies
Flagship program [28], which facilitates the development of quantum technologies across the Europe.

Themaincoordinatorof the projectis the Instituteof Physicsof the SlovakAcademyof Scienceswhich plansto build
thesoutherrandnorthernbranche®f thenationalquantumcommunicatioriayerin thecomingyears Otherinvolvedinstitutions
arethe ComeniudJniversityin Bratislava;Departmenbf ElectricalEngineeringf the SlovakAcademyof Sciencestnstituteof
ExperimentaPhysicof the SlovakAcademyof Sciencesndthe International aserCentre[5].

Slovakiausedthe experiencef therecentjuantumtransmissiorof encryptionkeysbetweerViennaandBratislava
aswell ascooperatiorwith variousEuropeanesearctinstitutions.Slovakiareceivedundsfrom the Digital Europeprogram,
launchedby the EuropearCommissioratthe endof 2021.This is how partof the supportingguantumcommunicatiodayer
of thefuture Europeamjuantuminternetwasbuilt. Theprojectis partof theinnovationplanundertheauspice®f theMinistry
of InvestmentsRegionalDevelopmenandinformatizationof the SlovakRepublic.Theuniquenessf theproposedpproach
is alsothecreationof ownexperimentatechnologicaéxpertisen thefield of quantumechnologiedn thedirectinvolvement
of nationalscientificteams studentsandprivatecompanie$63, 64].

In January2023, the Slovak Quantum Communicationinfrastructure (skQCI) EuropeanUnion project was
launchedlts maingoalis to build a quantumcommunicatiorinfrastructurethatwill connectl2 academidnstitutionsfrom
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acrosghe country.In addition,connectionsvith neighbouringcountriesor quantumtransmissiorof encryptionkeysusing
satellitesarise. The creationof a highly efficient photondetectoris planned,to be testedin the createdcommunication
infrastructurewith awide spectrunof use,practicallyin everyfield of quantumtechnologie$5].

The national strategic research agenda for quantum technology [65] is being shaped by Slovak National Centre fc
Quantum Technologies (QUTE). QUTE loteym strategic vision is to prepare Slovakia for the quantum industry. The
QUTE Centre has been instrunmtal in establishing an environment that boosts Slovakia's capacity for competitive and
excellent research and innovation in quantum technology. As a contributing member of the QUTE Centre, the Sloval
Academy of Sciences is involved in several key initegi [66, 5]

1 Developing an educational program [66] and founding eduQUTE, an international training centre.

1 Establishing iQUTE, a virtual institute of quantum technologies that consolidates various research teams.

1 Building the quantum communication infrastructure, netQUTE, as part of the EuroQCIl European initiative, and
developing a singkphoton detector tailored for netQUTE's requirements [67].

In addition to local research hubs, Slovakia benefits from its collaborations with international entities and
neighbouring countries. These partnerships help in sharing knowledge, joint research initiatives, and in securing funding fo
expansive projecthat further the defeneeriented quantum research [68, 69].

One of the most compelling applications of quantum technology in defence is in the realm of quantum cryptography.
Slovakia is involved in the development of quantum key distribution systems (QKD), which provide theoretically
unbreakable encryption for seeumilitary communications [65].

Another significant area is quantum sensing, where research teams are working on quantum radar and other sensi
technologies that could potentially detect objects invisible to conventional radar systems. These technologies are crucial f
surveillance andeconnaissance missions, providing a tactical advantage in defence operations.

Despite the promising developments, the road ahead for quantum technology in Slovakia's defence sector face
several challenges. These include high investment costs, the need for specialized human capital, and the rapid pace of glo
guantum technology &dncements, which Slovakia must keep up with. Furthermore, ethical considerations and international
regulations on quantum technologies in warfare need continuous attention [70, 71].

7.3Austria

Austria is one of the countries where quantum research is developing the most. Success in this field is evidenced t
the fact that Austrian quantum physicist Anton ZEILINGER received the 2022 Nobel Prize in Physics. Rainer BLATT
founded the Institute for @ntum Optics and Quantum Information in Innsbruck already in 2003 [72].

Important activities in this field in recent years include, for example, The Austrian Quantum Technology Initiative
in 2016. Austria launches the national research ad development funding programme for quantum research and technolo
with a budget of 32,7 ition EUR over 20172021 [73].

In 2021, Austria launched the Quantum Austria research campaign. This is an initiative of the Federal Ministry for
Education, Science and Research. Austria is investing 107 million EUR into expanding quantum research and technologi
using the Next Geneiiah European Union recovery and resilience plan funds [74, 75].

Other important documents in this area include Austrian Research Infrastructure Action Plan 2030, which focuses
on expanding research infrastructure and participating in European and internationstéegesearch infrastructure. The
strategy is to sangthen Austria's international position in this area [76].

In Austria, several institutions are devoted to quantum technology. The Vienna Centre for Quantum Science anc
Technology (VCQ) undoubtedly belongs to #esentialnstitutions in Austria, and it is one of the largest quantum hubs in
Europe. There are irgeated 31 research groups from the University of Vienna, the Technical University Wien, the Austrian
Academy of Sciences, and the Institute of Science and Technology Austria [77].

In December 2023, Atisia 6 s cl uster of excellence for quantum sc.
research groups in Innsbruck, Vienna, Linz, and Klosterneuburg [78].

The QCICAT consortium is building the Austrian national project of the European Commission initiative EuroQCI.

It is a team made up of scientists from fiugversities, major industrial partners and with the support of relevant ministries.
The consortium brings together a mature ecosystem of technology suppliers, integrators and operators, and finally end use
which will enable the project to carry out igtivities as close as possible to the actual operation of secure quantum
communication networks. The project aims to adopt modern encryption technology for highly secure communication betweel
public authorities. In addition, new technological approached) as the combination of pagiantum encryption, are being
researched 781].

The association Quantum Society Austria was founded in 2022 in Vienna, Austria. A platform brings together
experts of various levels in the field of research and practice [42].

Austrian Institute of Technology is part of the QUARTZ consortium, which is developing the quantum key
distribution satellite system and service architecture. This includes the service, underlying technologies, arishgedund
endto-end testing. The tedologies will also be used in security and the military. Other international institutions from
Germany or the Czech Republic participate in the project. The Austrian Armed Forces are also involved in this project, with
aim to use quantum technologies, esaky in cyber defence, digitalization and autonomous systems [82].

Austria is cooperating with Peopleb6s Republic of C
United States of America are trying to eliminate China's approaches to these technologies. In 2017, Austrian and Chine:
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scientists created a quantum communication link between Beijing and Vienna using the Mozi satellite. This satellite was als
used to connect Peoplebs Republic of China and Russi an

7.4Hungary

Hungary has been among the first European countries with a programme for quantum technology. The first flagshiy
programme was Hungary Quantum TechnolbglunQuTech (201-2021). Hungary also became a member of the European
Union's Quantum Flagship, a largeale initiative launched in 2018 that involves developing quantum technologies across
Europe over a tegear period (funded under Horizon Eurof#g, 85, 28].

In 2020, Hungary launched the National Laboratories programme [86]. National Laboratories are conceived as
knowledge centres and scientific hubs in areas with high potential for the national economy. National Laboratories are
dynamic, institutionalised, daborationbased arenas of discovery and experimental research that open up new, international
dimensions and enable the social, economic and environmental utilisation of research results. As a key vehicle fo
international collaboration in quantum teclogies in Hungary, QuantERA plays a crucial role in coordinating and funding
research projects that span various aspects of quantum technologies, including quantum communication, quantum simulatic
guantum computation, and quantum sensing. QuantERA rptaomplifies Hungary's presence in the global quantum
technology scene but also aligns with the country's broader goals of enhancing its scientific and technological irdrastructur
[67].

The Quantum Communication Infrastructure (QCI Hungary) project, officially known as the Deploy Advanced
Quantum Communication Infrastructure in Hungary, is a significant initiative under the European Union's Digital Europe
Programme, aimed at establisheagobust quantum communication infrastructure across Hungary. The overarching goal of
this project is to integrate Hungary into a larger-gamopean quantum network, enhancing the country's technological
infrastructure and its position within the Europdamion's strategic communications framework. QCI Hungary seeks to
connect Budapest, with three other major cities (GyRr,
expansions into neighbouring countries (Austria, Slovakia, Sloy&ri@atia, and Romania). The infrastructure within
Budapest will include a metropolitan quantum network designed to serve multiple applications, supported by commercially
available quantum key distribution (QKD) systems [68].

Through these efforts, QCI Hungary aims not only to advance quantum communication technology but also to secur
a leading role for Hungary in the European quantum landscape, enhancing both national security and technological prowes

7.5Slovenia

The Ministry of Public Administration of Slovenia promotes the concept that the European Union must remain a
global superpower when it comes to investing in quantum technologies. The country declares an effort to make nev
technology to be safe and serveisty as a whole, both in space and on Earth [60].

One of Slovenia'key strategic documents is the Digital Slovenia 2030 Stratebich isdevoted to developing
guantum technologies [87].

In 2019, Slovenia signed the Declaration on Cooperation Framework on Quantum Communication Infrastructure
[88].

In 2021, Slovenia, together with other countries, signed the Quantum Future Declaration. This initiative aims to
achieve the same level of quantum technology cooperation as developed Western European countries by fosterir
cooperation on these technologiegtween countries that have not yet made significant progress in this area [89].

In 2021, a demonstration of quantum communication between three countries took place: Italy, Slovenia and Croatia
It was Encrypted audigideo communication among Trieste, Ljubljana and Rijeka [90].

In May 2023, Google launched quantum tech centre in Ljubljana. The centre is devoted to research, but alsc
educational activities. For example, students can carry out their PhD research in the most advanced quantum laboratorie
mostly across Europe [912P

Important research centres in quantum technologies include the Jozef Stefan |Rstiuity, of Mathematics and
PhysicsUniversity of Ljubljana.The Institute mainly deal with quantuemhanced devices and their applications in quantum
computing, quantursimulations, quantum communication, and quantum metrology [93].

University of Ljubljana in general is working @n project calledhe Slovenian Quantum Communication
Infrastructure Demonstratioithe project addresses the implementation of a quantum network between research and
government organizations in Slovenia.dddition to the technological focus, the project also focuses on preparing experts
and training key personnel [94].

8. Results of the Investigation
The topic of quantum technologies may very soon represent a nemesis for modern civilization. It is in the interest
of the EureAtlantic states not tdall behind in this area, including related military use. Any recommendations in the

monitored area imply the need to invest considerable resources and acquire qualified personnel, which is very difficult at
time when there are a number of parallel ddcés.
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The complexity and comprehensiveness of quantum technologies require cooperation on two levels. The first leve
is undoubtedly the cooperation of the state sector, scientific organizations, defence and multinational companieséwithout tt
connection of thge entities, it isn't easy to imagine achieving positive results. As we have already shown in the mapping of
the individual states of Central Europe, cooperation is already intensively underway. The second level is cooperation betwee
individual states, mp.cooperatiorwithin international organizationgVith regard tahe security aspects of these
technologies, cooperation based on North Atlantic Treaty Organisation, or the European Union is crucial. Ensuring
technological superiority in the coming ye&ra big challenge for the United States, resp. North Atlantic Treaty Organisation
and the European Union.

Fig. 1. Gradually focused heat map regarding the distribution of capacities for solving tasks related
to quantum technology according to the European Union Quantum Flagship platform [94].

Fig. 2. Gradually focused heat map regarding the distribution of capacities for solving tasks related
to quantum technology according to the European Union Quantum Flagship platform [94].
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On the other hand, the effort to join forces within international organizations is reaching its limits, when some
member states of the European Union and the North Atlantic Treaty Organization on the other side even today see tt
potential for cooperatiomith the People's Republic of China or even the Russian Federation in the field of quantum
technologies. In several places, there is mention of the phenomenon of disinformation, for which quantum technologie
represent a much greater opportuiitggardiry its creation, dissemination and targeting, than for its suppression. Separately,
the topic of quantum technologies is mentioned regarding the development of new drugs or in estimating the development
the economy (stock prices), which are again agemdts a high degree of potential abuse. In this respect, quantum
technologies also bring many societal risks and will gradually become a significant topic.

Gradually focused heat map regarding the distribution of capacities for solving tasks related to quantum technology
according to the European Union Quantum Flagship platform [94] is presented in Fig. 1. and Fig. 2. It is obvious that the
observed five couries are in this respect, with the exception of Vienna, rather peripheral [95].

9. Conclusions

Quantum technology represents a relatively new solution, the anchoring of which at the level of states and relevar
international organizations represents a very pressing challenge, especially in light of the sharp deterioration of th
international secuty situation. Central European countries are significantly involved in this area and are achieving interesting
results in it. Mastering the issue can thus be a decisive advantage in the event of a possible conflict, or rathez lay a rol
the related detrrence. On the contrary, failure to master the topic can become a significant weakness, degrading the potenti
of a certain actor's security system.
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Abstract

In the space betweéipeace and wdr which is called the gray zone in international relations, state actors operate with
the intention of achieving their interests without the use of military force. The"tgray zoné defies categorization

as well as framing, which would establish an international legal framework and, if crossed, could trigger a legitimate
response from the international community. Power actors such as the United States of America (US), the Russia
Feceration (RU) or the People's Republic of China (CN) operate within tténe zpne space. Given the ambiguity of

the term, the possibilities for conducting activities within the gray zone are also expanding in an increasingly
sophisticated manner.
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3. Introduction

The current development of human civilization is very dynamic, changeable and many times also highly turbulent.
Significant changes are taking place in almost all areas, sphesestans of human society. The field of security and defence
clearly belongs to them (lvanl| 2k, Nel as, 2023) . As t he
situation evolves, so do the ways of waging war and the view of war as\wnlgls. Currently, state actors will not achieve
their geopolitical objectives only using military force (Varecha, 2019). Its direct use requires a large amount of personnel
special military equipment and financial resources. Even if they are all@radagsed for a particular military campaign, the
objective of the campaign may not be achieved and may r
2023). For this reason, the actors involved try to achieve their goals also threugbetiof various nemilitary means
(l'vanl 2k, 2021).

In 2013, the Chief of the General Staff of the Armed Forces of the RU; Army General Valery Gerasimov, at a
presentation entitled "The Value of Science Is in the Foresight: New Challenges Demand Rethinking the Forms and Methoc
of Carrying Out Combat Operans”, stated that modern armed conflicts are "conducted through the integrated use of
political, economic, informational and other nRgnilitary means that rely on military powerht{ps://www.ndc.nato.ift The
main objective of the presentation was to highlight the crucial role played by military science in understanding the curren
situation. One of the main ideas was that the role ofmititary means has increased in achieving political and strategic
goal s. I n many cases, their effectiveness exceeds that

The domains, spheres or dimensions of war in which actors can operate are also expanding (Panwar, 2017). The
seek to achieve their objectives without entering into a direct military confrontation with the adversary. To do so ltiyey emp
a wide range ofifferent means across domains of interest, thus expanding the spectrum of security threats. Due to constar
technological developments and expanding capabilities, individual actors are conducting their activities in an increasingly
sophisticated manner. the context of the evolution of modern warfare, the concept of a "gray zone" representing the space
"between peace and war" has emerged.

Despite the efforts of authors and institutions working in the field of the military, there is currently no unified
definition of the term "gray zone". In September 2015, the US Special Operations Command published "The Gray Zone,
which states that "thesurity challenges in the gray zone that exist outside of a formal state of war present new complications
for US policy and interests in the2dentury. We have welleveloped vocabularies, doctrines and mental models to describe
war and peace, but theimerous gray zone challenges in between defy simple categorization" (United States Special
Operations Command, 2015).
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The US Special Operations Command introduced the term gray zone to "refer to activities, actionicom the space
between peace and war" (Shenefield, 2022). The former commander of US Central Command (CENTCOM) US Army
General retired (Ret.) JosebhVotel described this space as dnkaracterized by intense political, economic, informational

and military competition or rivalry that is by its nature stronger than conventional steddydiplomacy, but short on
conventional warfare" (Votel, Clelaend, Connett, Irwin, 2016).

The different types of campaigns carried out within the gray zone are now numerous and are all considered to b
elements of soft power. They are differentiated into instruments of national power, which incorporate diplomatic,
informational, military, and @nomic instruments, and instruments of national security policy characterized as financial,
intelligence, and law enforcement (Troeder, 2019). The director of the US Army's Joint Intermediate Force Capabilities
Office (JIFCO) Colonel Wendell B. LeimbachdPrincipal Deputy Director Susan D. Levine stated in their 2021 publication
that the gray zone is an area where a variety of operations are conducted on a daily basis, where "state actors eenploy a ra
of activities that do not amount to armed conflicthrough proxy elements that destabilize regions without identifying who
is responsible” (Leimbach, Levine, 2021). The intent is to achieve the actor's intended goals without triggering a @nvention
war, such as annexation of the Crimean PeninsuRUyit is also a space where state actors carry out dangerous activities.
Leimbach and Levine pointed to the example of vessels approaching US Navy vessels on the high seas close enough
exploit this as part of their domestic propaganda. Such acticéiesescalate to an international crisis (Leimbach, Levine,
2021).

The US congressional report states that "competitors” are likely to use "covert and gray zone tactics to evade th
traditional US military response” (House Armed Services Committee, 2020). A 2019 Science Board study states that in orde
to ensure US Arme#8orces military dominance, the US "must be more aggressive in the gray zone" by building "a set of
unique military <capabilities in multiple domains to ¢
consider the costs of their activile(Defence Science Board, 2019).

One of the other authors, who deals with the issue in question, is a candidate of military sciences of the RU, ar
expert in military diplomatic analysis, a teacher and researcher Colonel Ret. of the Armed Forces of the RU Alexander A
Bartosh. In 2021, B&wsh depicted the gray zone as a battlefield of hybrid warfare. The emergence and use of this concep
in operational planning should be considered the most important factor determining the strategiegesferatibn military
conflicts. Such a radicalansformation of the classical concept of the "battlefield of war" has occurred in the context of the
impact of breakthrough information and communication technologies. As well as in connection with the creation of new
areas of interstate confrontation igberspace and universe space, or domain, respectively, as well as the significant
weakening of the competence of organizations ensuring international security in preventing negative developments. Bartos
said that potential adversaries of the RU are awhtkis and are focusing on introducing new methods of unconventional
warfare to help them carry out their policies. Both military and-mdiary means are being applied without individual
actors resorting to largecale military operations. In this cext, Bartosh sees the issue as "that the armed struggle remains
the central axis of war, while everything else is grouped around it fornrdamplicated hybrid system within, within which
confrontation develops in different spheres of human activity:oseadnomic, administrativpolitical, and cultural
philosophical" (Bartosh, 2021).

The characteristics of the ndinear and uncertain current operating environment are largely contained in the so
called gray zone. Bartosh argues that the activities conducted in the gray zone involve a version of the US stratégy of coerc
and deterrereebuilt on modern hybrid warfare technologies. Operations of a similar nature help to compete with other states
while staying below the threshold of conventional warfare, as well as activities that could provoke an international response
Preventing escalion in the gray zone is a line or 'threshold' limiting the objectives, scope and tools used in an operation that
could reach a level, where the United Nations (UN) could respond, based on UN General Assembly Resolution 3314 of 1
December 1974 on the "Deition of Aggression”, where Article 4 of the Collective Security Treaty of the Collective Security
Treaty Organisation, or Article 5 of the North Atlantic Treaty Organisation (NATO) could be applied. Equally, a conflict
whose dimensions could reach adiaresponse, especially in the form of more severe economic sanctions, also constitutes
a 'threshold' (Bartosh, 2021).

4.The Concept of Gray Zone

In connection with the development of the security environment, the term "gray zone" has been coined. The tern
was characterized in an official document in 2010, specifically in a Japanese (JP) document entitled National Defenc
Program Guidelines (Takahds2019). The document describes the issue of the gray zone as the factatdiiam to
regional conflicts arising from ethnic and religious disputes, there is an increasing number of gray zone disputdlgtise., con
in which territory, sovereiggt and economic interests are at stake, while at the same time not escalating into war.
(https://japan.kantei.gojp

The issue became mapeominent in the following years. In 2014, for example, the "gray zone" was mentioned in
the context of a possible incident regarding the islands in the East China Sea that are under the administration of JP.
officials stated that the JP preferred teatiss and request clarification of the respective roles of the US and JP in the event
of a suspected incident. They stated this in the context of less extensive systematic military activities supported by the C
that posed a threat to the security of #Rthis context, Professor Narushige Michishita argued in 2014 that US policymakers
will have to walk a fine line and must try to strike a balance between maintaining credibility, deterrence and avoiding over
involvement (Kubo, Sieg, Stewart, 2014).
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In the same year, the term "the space between peace and war" was used in a statement by the then US Presid
Barack Obama. This space was depicted as a space that is not empty. The context of the President's statement implied
the US must not rush itmilitary operations without thinking through the implications in relation to achieving strategic
objectives and continuing to engage in a particular space after the use of armed forces (Schadlow, 2014). In 2015, the tel
"gray zone" has already start@dappear in several publications and documents of US armed forces, e.g., the aforementioned
publication "The Gray Zone" published by the US Special Operations Command.

Strategies implemented within the gray zone are not new, 500 BC. Sun Tzu' in the work "The Art of War" stated
that "to subdue an adversary without fighting is the height of skill" (Tzu, 1963). In the of 400 BC period Kautilya,@n advis
to the first kingof the Mauryan Empire, suggested the deployment of agents, assassins or murders, the use of disinformatiol
deceptive activities and the weakening of ties between united adversaries in order to create an opportunity for their kin
(Troeder, 2019). The tdctof exploiting the gray zone has been displayed in a number of conflicts in the past, including the
Cold War.

As Bartosh said, the gray zone represents a battlefield of hybrid warfare. The term hybrid warfare was first used b
Thomas R. Mockaitis in 1995. He portrayed hybrid warfare as a combination of counterinsurgency and conventional
operations (Babbage, 2019ubsequently, in 1998, Robert G. Walker used the term in the context of assessing the operation
of the US Navy unitshitps://apps.dtic.mjl A broader outline of the concept in question was given by publications by Frank
G. Hoffman and James N. Mattis in 2005. The first attempt to define hybrid warfare was attempted in 2007 by Hoffman:
"Hybrid warfare encompasses a range of different mofdeardare, including conventional capabilities, irregular tactics and
formations, terrorist acts including indiscriminate violence and coercion and criminal insurgencies”
(https://www.potomacinstitute.oyg

Naturally, the definition, or framing, as well as the understanding of hybrid warfare have evolved over the ensuing
years by various authors as well as institutions. For example, US Army officer Timothy B. McCulloh in 2012 expanded the
issue ofhybrid warfare to include seven principlegtps://apps.dticmjl . JUni s BUr zi Ag a member
Academy of Latvia (LV) expanded the understanding of hybrid warfare to include implications for LV security policy. In his
publication, he cited Colonel Ret. of the Armed Forces of the RU Sergei G. Che&imddvieutenant General Ret. of the
Armed Forces of the RU Sergei A. Bogdanov, who in 2013
2014).

Colonel Ret. R. Ilvan|] 2k and Colonel Ret. P. Nelas s
modern armed conflicta conflict that does not start with a shot and certainly not a declaration of war, a conflict in which
the attackedociety does not even know at first that it has been attacked and is at war. It is a dynamic combination of military,
political, diplomatic, economic, humanitarian, diverse, terrorist, and criminal activities carried out by state -atatenon
actors, reglar and irregular formations, using propaganda and the implementation of information, cyber and psychological
operations"” (lvan] 2k, Nel as, 2022). The i ssue of hsybri
principles, phasestc.

In 2014, when the annexation of tBegimean PeninsulAy the RU took place, hybrid warfare was immediately
associated with Gerasimov's speech in 2013. This issue also became one of the points of the 2014 NATO summit in Wale
Hybrid warfare became synonymous with RU and was considered a security threafgsthThe developments in question
have turned the term of "hybrid war" into an ambiguous concept, with the constant threat efatedstreinvention of the
wheel". The malleability makes the termseful in political and public debates; the lack of precision of the concept makes it
impossible to use it for scientific purposes. The absence of a precise definition can result in hybrid warfare sayiimgeveryth
and nothing at the same time, which clogrevent a better understanding of contemporary warfare as well as the way it is
waged (K2&ihk?o, 2021) .

5.Gray Zone and Security Environment

The departure from an order in which diplomatic and political means in particular have gradually relegated war to
the background of the historical process is a particular feature of modern nplitétigal thought, which has been shaped
over centuries. Acording to the Director General of the Russian International Affairs Council, Andrei V. Kortunov, war is
increasingly penetrating the fabric of global politics with its own logic, special thinking, its own principles and grioritie
Carl von Clausewitz'statement that "war is the continuation of politics by other means", might sound today likes a mirror
version of "politics is the continuation of war by other means". The triumph of the war paradigm over politics and diplomacy
cannot but cause concern abthe direction in which the modern world is headihgs://russiancouncil.ju

For some, this may raise questions, so where is the new approach to war manifesting itself? Doctor of Military
Science Lieutenant General of the Armed Forces of RU Alexandr V. Serzhantov, Candidate of Military Sciences Major
General of Armed Forces of RUexandr V. Smolovy and Candidate of Military Sciences Colonel of Armed Forces of RU
Alexandr A. Dolgopolov characterized such an approach in seven points (Serzhantov, Smolovy, Dolgopolov, 2021):

1. Increasing the number of actors participating in the war. The main and only actors in classical war are sovereign state
Modern military conflicts lack the characteristics of a unified organized force, or whole, and involve a variety of diverse
actors thiare not affiliated with the state, such as paramilitary groups unrelated to the regular armed forces, private military
companies, mercenaries, and others. The participation of new actors in conflicts also determines the novelty of strategi
aimed at prionging the stalemate, harming the adversary from a moral or public opinion point of view, demoralizing the
adversary or reaching a point where the conflict is no longer bearable.
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2. Active seizure of the scalled uncontrollable space as well as its use against the opponent in all possible ways. Such space
understood as physical space, i.e., land, sea and air, where a certain "vacuum" appears due to the weak state or comy
absewe of influence in this environment.

3. Transitional alliances that are made between states arstateractors with the intention of achieving certain ad hoc
objectives. Such sheierm alliances are concluded with actors with whom, on the one hand, there is useful cooperation and,
on the othehand, they can carry out activities that the State cannot. Alliances of this kind are unclear and hidden from the
point of view of transparency and are often formally denied at state level.

4. Changing the area of warfare. In the modern mode of warfare, the main area of warfare becomes the information domain,
which the consciousness of the population and its mentality is the object of efforts. Targeting the domain in question helps
reformd collective consciousness, falsify or distort world history and national culture and create a fifth column, i.e. a group
of covert sympathisers or supporters of an adversary who engage in espionage and sabotage activities, thereby undern
national soliarity. In the event that regular armed forces retain their psychological stability and combat power but lose the
support of the public as well as the state authorities, they are doomed to defeat. An equally important area of medern warfe
is the politicaland economic sphere. The economy of the target state by the aggressor can be "bled" due to mismanaged &
ineffective programs, which can steer the state into internal political chaos, the lowering of its political statuselitkthe d
of the economy ahthus of the military power itself.

5. Changing priorities of confrontation types. In the classical warfare, the emphasis was on the use of regular armed forces
well as militaryforce methods of warfare, while other types of confrontation remained secondary. The role and importance
of indirect methods of confrontation are currently increasing, consisting mainly of subversive, guerrilla, as well as non
military (information, economic and other) activities. The increased priority of informational methods of confrontation,
mainly their impact othe population and members of the armed forces, represents a very important element. The use of suc
methods helps to change the mindset of society as well as the very attitude towards the adversary. The discovery of ne
means designed to influence contadion participants represents the changing priorities of confrontation. A concrete
example can be found in the emergence of the Internet. In the information domain, it is generally used to shape people
thinking and opinions regarding world events. Thas resulted in an exponential increase in the use of the information
domain in current confrontations. The use of mil{aoyver methods is also changing, whereby armed forces are increasingly
used under the pretext of peacekeeping activities, deplogelditess various crises or support humanitarian operations.

6. Changing the order of means that are used in confronting an adversary during different phases of the war. In clagsical warfa
military-force methods were applied from the beginning of the war to its end and across all its phases. The modern methc
of warfare depicts the armed clash between the entities participating in the war as an element that moves to the final pha
The intention is to consolidate the success achieved in the war. The emphasis in the initial stages is on thenilgargf non
means.

7. A changed spatitemporal model of war, specifically in the use of hybrid methods that break the boundaries of individual
stages of war. As a result, the initial phase is not clearly depicted, as opposed to the use of elements of armecheedhbat or a
clash.

The war between the State of Israel (IS) and the Shiite Islamist movement Hezbollah (Lebanese Republic of Lebano
- LB), also referred to as the 'Second Lebanon War' in the IS and the 'July War' in the LB in 20@&aisple of the change
in approach to the way war is fought. Hezbollah used guerrilla methods to achieve its objectives, as well as an undergrour
network of tunnels that prevented the IS armed forces from exploiting its strengths, i.e. the activi&dS ¢dnd forces and
air forces. They obtained ttp-date information through the access they gained to IS communications networks and the
mobile phones of the personnel of IS armed forces. These were then also used for a massive propaganda cantpaign aro
the world (Gabrielsen, 2013). IS officials, on the other hand, provided limited information to the media, allowing Hezbollah
to control the information battlefield. When civilian casualties were killed in Hezbollah attacks, they used their ctharol of
information environment to undermine international support for IS.

Hezbollah's priority means of coercion was shelling the northern part of IS. The aim was to make daily life
unbearable for the people of IS in order to improve Hezbollah's domestic standing in the context of a demonstration of it
military power. Hezbollaloperatives carried out these attacks on a daily basis, averaging the firing of approximately 130
rockets per day, and on the last day of the war, IS was hit by 250 rockets. Towards the end of the war, Hezbollah began
achieve strategic effects througitket attacks (Gabrielsen, 2013).

When we look at the steps that the IS and Hezbollah have used to achieve their goals in the war in question, we c:
see their divergence as well as the change in the way the war has been waged in "practice". The IS sought to achieve
objectives in a lagely conventional manner, with the IS air force playing a significant element in the IS's strategy. Hezbollah,
on the other hand, has focused on the psychological aspect through constant shelling and has also exploited itsrsuperiority
the information ewironment. It thus used the space in which it could prevail over the adversary and thereby achieve its
intended objectives.

Doctor of Philosophical Sciences Colonel Ret. of Armed Forces of RU Yuri A. Brychkov, Doctor of Military
Sciences Colonel of the Armed Forces of RU Viacheslav L. Dorokhov and Candidate of Philosophical Sciences Lieutenar
Colonel of the Armed Forces of RGrigory A. Nikonorov stated in their publication that it is necessary to focus on the
search for and development of asymmetric and indirect methods of warfare (Fig. 1.). In the publication, the authors state
that by analyzing armed conflicts over the [2@0 years, the weaker side has been able to win 30% of all asymmetric wars.
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History confirms that the forces of the stronger actor succeeded in the early stages of war when they conductedigeir activit
against the regular forces of the weaker actor (Brychkov, Dorochov, Nikonorov, 2019).

Asymmetric and indirect actions targeted at eliminating (neutralizing) the adversary's existing

advantages

el Tl S LS S

Principles

Actions planned (executed) in accordance with available forces and capabilities

Low expenditure of resources on asymmetric actions in relation to adversary's actions
Efforts directed against as many vulnerable adversary targets as possible

Results of asymmetric actions equal or superior to results of adversary's actions
Covert preparation and execution
Expanded geographic boundaries and extended duration of conflict

Goal of actions

using minimum effort to achieve maximum

effect

To cause (inflict) damage on the adversary

Military facilities whose
annihilation affects the
process (result) of military
actions

Command/control posts of
the state and armed forces

Infrastructure facilities
whose annihilation affects
the process (result) of
military actions

Armed forces personnel of
aggressor state

Information and
telecommunications

Population of aggressor
state

networks

Fig. 1. Asymmetric and indirect methods of warfare
Source: Brychkov, Dorochov, Nikonorov, 2019

In 2021, Leimbach and Levine produced a publication in which they discusseddthbkesbintermediate Force
Capabilities (IFC). The term IFC isreon-doctrinal term that evolved from the US Department of Defence (DOD) program
called NonLethal Weapons (NLW). The term is primarily associated with law enforcement, conjuring up images of rubber
bullets and similar devices. The term IFC is futfoeusel and more accurately describes a range of capabilities beyond
traditional NLW that are currently achievable through advanced technology. Current and emerging technologies provide th
tools that will enable the US armed forces, working with allies anch@artto control the scope and pace of escalation
(Leimbach, Levine, 2021).

The 2018 US National Defence Strategy states that "our goal is a Joint Force that has a decisive advantage for al
likely conflict, while remaining capable across the full spectrum of conflict" (Department of Defence, 2018).

To maintain this decisive advantage, joint forces need, in addition to the use of lethal means themselves, a set ¢
IFC tools that include nolethal weapons as well as other such tools. IFCs capabilities will enable proactive measures when
armed force pr&ence alone is insufficient to deter harmful activities or when the use of weapon systems is neither desirable
nor appropriate (Leimbach, Levine, 2021).

The continuing conduct of combat operations around the world in fheetury shows us that change remains a
constant in the practice and in the conduct of war itself. Through various national security strategies, defenceatinategies,
assessments from a strategic perspective, analyses by think tanks, universittberindtdutions, it is recognised that the
conduct of war in the current century is significantly different from the past. The status of a state that is in a t@r@fry sta
peace owar is increasingly unlikely. As a result, binary responses to US adversary activities consisting of taking no action
or using a significant number of lethal weapon systems are inadequate. The changing elements of natwentfrp1
warfare underscore the need for policymakers to commit to the development of IFCs to support current and future war
fighting requirements (Leimbach, Levine, 2021).

The US National Defence Strategy stated that, the US DOD has rightly focused on developing weapon systems t
deter potential adversaries. These systems are an important deterrent to conflict itself, but the state must also be able
compete with and detexctivities that are not traditional armed conflict. Former Chairman of the US Joint Chiefs of Staff,
General Ret. Joseph Dunford noted in 2018 that US adversaries recognize their dominance, so they avoid crossing the li
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into armed conflict. They have learned that they can manoeuvre very close to that border without consequences. In Joi
Doctrine Note 119, this is referred to as "competing below the threshold of armed conflict” within the "Competition
Continuum" (Joint @iefs of Staff, 2019). It is also referred to as the gray zone, as it captures the essence of the fact tha
global conflict is rarely defined in black (total war) or white (peace) (see Fig. 2.). IFC capabilities are tailoredimjphnotvi
forces with opions within the gray zone (Leimbach, Levine, 2021).

The US National Defence Strategy describes an alternative view of the historical pattern of peace and war an
describes a Competition Continuum that consists of 3 parts (Fig. 2.).

Armed
Cooperation !
Conflict
Fig. 2. Competition Continuum
Source: Leimbach, Levine, 2021

The figure provides a useful construction to highlight the concept of the gray zone. If the black area of the images
represents high intensity conflict and the white correlates with peace, then the rest of the operational environment and/
competitive cotinuity are gray. Itis also an area in which US competitors operate and often outhumber US forces (Leimbach,
Levine, 2021).

In their publication, Leimbach and Levine argued that the modern warfare is forcing political leaders to adapt to a
reality that requires understanding that a multitude of lethal weapon systems must be complemented by other options. Lik
war, the approacko warfare itself must evolve, "if we stop refining, expanding and improving our profession, we risk
becoming more obsolete, stagnant, and defeatist" (Leimbach, Levine, 2021).

Conclusions

During his 2013 presentation, Chief of the General Staff of the Armed Forces of the RU Gerasimov stressed that th
new concept in which war is being waged leads to logical questions: "What is modern war? What should the army be prepare
for? How should thg be armed?" The construction and development of armed forces in the long term will be determined by
the answers to these questions, and to do this it is necessary for those involved in military planning to have a ttbar idea o
forms and methods of use force (Gerasimov, 2016). The deployment of a significant number of armed forces units
(conventional forces) along with modern weapon systems is, on the one hand, financially demanding, and on the other har
it may not guarantee the achievement ofdbsired objectives. State actors are aware of these facts and focus their efforts on
introducing new methods of unconventional warfare.

The concept of hybrid warfare, which first appeared in 1995, has become a paradigm of warfare, including ways of
waging war; 19 years have passed since then. The essence of the concept was a change in the approach to warfare anc
expansion of conventiah capabilities to include a range of economic, informational, diplomatic, and other means. The term
hybrid warfare has not had a unified definition since its discovery, despite the fact that the concept has been described by
number of authors and ingtitons. Apart from the fact that the malleability of the term is useful in various discussions, a
possible consequence of the absence of a precise definition may be that the term speaks of everything and nothing at the s:
time.

The beginning of the use of the term gray zone in tiec2ttury can be dated back to 2010. This concept, as well
as its characteristics, has achieved a certain shift. Military leaders, strategists, institutions, etc. published a number ¢
publications and perspectives on how to understand and operate irpdbis. §hey are reacting to the change and
development of the modern way of conducting warfare and are trying to grasp the space of the gray zone so that they c
cover it and achieve their stated objectives within it.

The gray zone strategy implies active activities of states (coalitions of states) with the intention of creating the
desired situation in the administratipelitical, financiateconomic and culturghilosophical spheres of the designated

target state, seer al st ates or the entire region to achieve its
2024). The essence of the strategies carried out in this space, which are aimed at achieving set goals or winning over
adversary withoutachiei ng a direct military confrontation, are not

The operational environment of the gray zone is the space "between peace and war". Like the concept of hybri
warfare, the term gray zone has no unified definition. The UN does not currently have a defireghgranor does it have
any legislation published on its website that defines or frames the issue in any particular way.

In the security strategies of the V4 countries in the period-2023, the notion of gray zone appears as follows,
the Security Strategy of the Slovak Republic of 2021 does not define the notion of gray zone, the same is the case with tt
Security Strateigs of the Czech Republic of 2011, 2015 and 2023 and the National Security Strategies of the Republic of
Poland of 2014 and 2020. In the National Security Strategy of Hungary of April 2020, there is the concept of gray zone. I
refers to a way of waging wahat does not know the boundaries between peace and war, which leads to situations that are
below the threshold of conflict, do not meet the definition of war and is difficult to assess (Government of Hungary, 2020).

The inconsistency between the term depicting the space "between peace and war" is also represented by the fact t
in many publications it is referred to as a "gray zone" or a "grey zone", even though the context of the terms is tlse same. £
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Bartosh stated, the space of the gray zone, including operations in this space, can be characterized as a hybrid warf:
battlefield and should be considered the most essential element that determines the strategies of new generation of conflic
Nowadays wars are aimed at controlling the space, be it economic, ideological or mental, as well as maintaining a state o
chaos and unending conflict among citizens.

The limits of hybrid warfare are not defined in terms of morality or space. In this context, security is affected from
a global perspective and the threat in individual states is increased. It also call for the development of relevantasunaterme
conceps, which should be based on the boomerang rule, i.e. the diametrical shift of the threat vector from the target of impac
to the source of generation (Serzhantov, Smolovy, Dolgopolov, 2021). We can see that the political, diplomatic as well a
economic mans that once sidelined war now constitute a distinctive feature of modern nplititigal thought. The
paradigm of war is part of the modern or contemporary world. In this context, there is a need for continuous refinement ir
the conduct of the apprdado war to avoid stagnation. Operating in new domains, namely the cyber and space domains,
have expanded the capabilities of actors to operate on multiple ‘fronts'. This may result in achieving even greater ambiguit
in achieving their objectives, as wall weakening the organisations that provide international security.

Currently we see that there are several places or areas of instability in the world, such as Ukraine (UA), the Republi
of Belarus, the Syrian Arab Republic, the Republic of Iraq, the Libyan state, as well as maritime border disputes, or an are
such as th Arctic, where individual actors are trying to expand their influence and status by operating in the gray zone. The
issue of the gray zone is addressed by experts mainly in the field of security studies. Representatives of the USyrespective
the West,hhe RU but also the CN are dealing with the gray zone and trying to make the best use this space to their advantag
which shows its importance.

From the ongoing development processes, across all domains, risks and insecurities arise, which deepen the volat
contours of modern armed conflicts, which have a hybrid character (Bartosh, 2021). Thus, this requires the continuou
development and implesntation of relevant strategic documents by state actors, regardless of whether their substance is
offensive or defensive in nature (Bartosh, 2021).

As a result of continuous technological developments, the emergence of the concept of hybrid warfare, its constar
expansion in its definition, the expansion of the do
characterization of the grapone that constitutes the battlefield of hybrid warfare and in which state actors are increasingly
operating a more sophisticated manner, we can conclude that the concept of the gray zone and its evolution blurs more th
it explains. As part of this, wean expect state actors to continue to exploit this space, and to do so in a more sophisticated
manner. A number of studies have been published in academic and policy research in this context. In several of them, R
representatives are portrayed as expehts will achieve the desired results at minimal cost while making it impossible for
the adversaries to respond effectively. How well the RU can operate in a gray zone is also up for reconsideration, as it h:
resorted to the direct and extensive use ofveational forces on the UA despite having operated in a gray zone there for
years (Cohen, 2022).

Certain issues arise with examining the issue of the term gray zone within an international law framework. The
applicability of the gray zone is not uniform; actors have to vary certain elements to achieve their interests, elzasisn the
of geographickdistribution. In the context of the use of the gray zone space by the RU, the US, or another power, it is
difficult to evaluate the success of the operation because the gray zone is not defined or framed. Assessing its smccess an
effectiveness may vq based on the perspective of the conflict actors. The actor operating within the gray zone may have a
different perspective on the results achieved than the one against whom the activities are carried out.
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Abstract

The article presents strategic communication as one of the tools used to counter disinformation, especially during globe
security challenges, which undoubtedly includes the fight against disinformation. Disinformation has recently become &
significant gldoal security challenge that individual states must face. In this context, individual states and international
organizations are looking for practical tools to eliminate the effects of disinformation campaigns. Strategic communication
undoubtedly belongs ang these tools. Nevertheless, strategic communication has several advantages compared to othe
approaches, such as restrictive measures or educational activities based on critical thinking. The advantage of strate
communication is that we choose theite we want to communicate ourselves and the methods and tools for their
dissemination. In this way, we will avoid several negative effects, such as deepening the polarization of society er cognitiv
dissonance. Attention is paid to the institutional siéggwf strategic communications. Creating an "ecosystem” that would
mainly operate outside state institutions appears to be effective. This contribution aims to present the optimal strategi
communication model and its pillars. Another effort is to presle® secalled "strategic communication ecosystem," its
mission, and its role in the fight against disinformation.
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1. Introduction

Disinformation has become a phenomenon today and is the subject of discussion. Thel@@HdHaemic started
the secalled infodemic, which meant that the information space was filled with different narratives. In connection with the
COVID-19 pandemic, thevar in Ukraine, and the financial and energy crisis, the world has entered a periedatiégo
polycrisis. Polycrisis means great danger, which can even result in a war ¢éhflitte polycrisis, or several parallel crises,
brought another wave of sihformation narratives, which are associated with the war in Ukraine, the energy or financial
crisis, migration, etc. European Commission President Ursula von der Leyen said that risks like disinformation and societe
polarisation are very serious as theay limit our capabilities to deal with other challenges. In a special address at the World
Economic Forum Annual Meeting 2024, she mentioned that this is not the time for polarisation but for rebuildihg] trust

Disinformation, manipulation of facts, and other influence operations thus pose a great danger to society's stability
and citizens' trust in democratic principles and official authorities. There is no doubt about the seriousness ofithis situat
Recent revelations of activities around the-Brussian Website Voice of Europe are concrete evidence of interference in the
European Parliament elections. The Czech intelligence services revealed a network that was involved in the spread
Ukrainian propggandan Europe. According to the Czech intelligence services, money was provided to politicians in the
Netherlands, Belgium, Germany, France, Hungary and Poland in exchange for spreading Russian propaganda. In Poland,
example, it is being investigated vengensively[15].

Disinformation thus represents a new security challenge that has been talked about for many years. The informatio
space thus represents a new battlefield. This phenomenon is specific because it blurs the boundaries between the pur
military and civilianspheres. For this reason, it is urgent to find solutions that will be applicable to the whole society. Thus,
society's resilience becomes one of the key challenges for ensuring national defence.
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The key question remains: How can disinformation narratives and depolarization of society be eliminated? There
are several approaches to eliminating the spread of disinformation narratives, from restricting and shutting down websites 1
educational campaig and developing critical thinking.

The mentioned activities have their limits, especially in times of crisis. Restrictions can lead to even greater
polarization of society, education, and the development of critical thinking, which is delongssue. For this reason,
strategic communicinn is an effective tool in eliminating disinformation narratives. The goal of this contribution is not only
to present strategic communication but also to analyze to what extent the Czech Republic can use it to build a resjlient soci
facing global risk.

2. Strategic Communication and Behavioral Nudging: Tools for Countering Disinformation in Crisis Situations

As we have already indicated, several approaches exist to eliminate disinformation narratives. Each approach he
its advantages and limitations. Let's introduce them step by step and show how effective they are.

One of the very often mentioned tools for combating disinformation is critical thinking. Developing critical thinking
is not a ondime task but a daily commitment. It involves the systematic analysis of information, the ability to recognize its
validity, analyse arguments, and avoid misleading content. This process includes logical reasoning, integration of evidenct
and crossgeferencing with other sources. Moreover, critical thinking necessitates introspection, where individuals examine
their beliefs, athit mistakes, and show a willingness to correct them [2].

Psychologists and scientists who study the influence of human behaviour and d®eiking processes believe
that critical thinking is a relatively insignificant part of solving everyday situations compared to human spontanegy. Criti
thinking relies @ rational thinking, which predominantly engages the conscious brain system two, making up just 5% of
brain capacity, while emotions and intuition control the remaining 95%. It is generally known that disinformation narratives
primarily use emotion, whichuarantees their success. In everyday life and when dealing with common situations, people do
not make decisions rationally but subconsciously based on predefined patterns of behaviour. Factual argumentation is bas
on sacalled heuristic approaches, whigve use when problems seem familiar to us and, therefore, we no longer need
additional information. In everyday life, we make decisions based-oalka cognitive bias. However, disinformation uses
just cognitive bias. These "mental shortcuts" that lislaeak the rules of logic make us easy to manipulate [8]. Critical
thinking does not 100% guarantee that people will not succumb to disinformation.

The development of critical thinking is possible through educational initiatives. Effectively setting up educational
activities containing information and digital skills requires a longer period, and its results will manifest only in &iteager
horizon.In other words, rationality plays a minor role in everyday decigiaking and problersolving. While developing
critical thinking in the form of educational activities is essential, it does not guarantee that the "consumption" of
disinformation will decease since disinformation is not based on rationality but on emotions. As stated above, emotions are
essential in people's everyday decisi(see Fig. 1)

FactChecking

Monitoring of
Disinformation
Landscape

Disinformation

Behavioral

Nudging Prebunking

Strategic
Communication

Fig. 1. A system of tools farountering disinformation narratives. Created by author.
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Another approach is fachecking. Facthecking goes hand in hand with critical thinking. Feteécking is one of
the primary and first methods to uncover disinformation. Howeverscfatking is more of the domain of journalists,
politicians, and scierts. It is the very optimistic assumption that the average reader will check every article after reading it
to see if it is true. However, the role of fake checking must be considered precisely because it is a crucial method by whic
we can analyse disiofmation narratives. Currently, several platforms are dedicated to debunking disinformation narratives.
These platforms should primarily be used by journalists, politicians, scientists or opinion makers, all those who are
significantly involved in shapingB].

Along with the facichecking method, monitoring individual disinformation narratives and campaigns is essential.
Practical tools have been developed in this regard, and several companies or platforms are dedicated to this. As an exam
from the Czech an8lovak environment, we can mention companies such as Semantic Vision, Gerulata, or the Czech Elves
platform. Campaign monitoring is important, especially when setting up a strategy to eliminate disinformation narratives.
We need to know and understand iifermation environment and its dynamics to develop the right plan.

Another method associated with fattecking and critical thinking is various forms of fimenking. Google began
using this method, which is called vaccination against disinformation. This method searches for and detects in advanc
possible errors and flassin arguments or claims that could be spread as disinformation. This will increase the likelihood that
people will be guided by facts and correct information and not fall victim to manipulation [7].

Strategic communication and behavioural nudging are another tool for countering disinformation narratives.
Strategic communication is an active form of combating disinformation. Compared to the approaches mentioned above
which are oriented towards individl attitudinal changes, strategic communication and behavioural nudging rely more on
behavioural changes. This aspect is crucial for us, especially when dealing with a crisis. Especially in times of erisis, whe
we need to act very quickly, we have to tsels to persuade the population to do what we want them to do, regardless of
whether they fully identify with them. It is generally known that people rarely change their attitudes, and when ttigy do, it
over a long period of time [9].

On the other hand, this does not mean that we should give up on other approaches. Critical thinking, as well as fac
checking or monitoring disinformation narratives, plays a key role in the resilience of the population's resistance to
disinformation narréves, it sets us a real mirror of the situation in which we find ourselves. The disadvantage, especially
with critical thinking, is the time frame when we get results over a more extended period. Other methods require a certail
level of expertise that thgeneral population does not poss&gategic communication, together with behavioural nudging,
thus appears as a flexible tool, especially in times of crisis when we have to take quick measures.

3. Summarizing the Essence of Strategic Communication: Supporting Goals and Gaining Support

Strategic communication is one of the most discussed topics in the Czech Republic. In 2021, the Czech Republi
adopted the National Strategy for Countering Hybrid Impact and subsequently the Action Plan for the National Strategy fol
Countering Hybrid Impac In 2024, a government coordinator for strategic communication was appointed [14]. However,
there is still a discussion on how to tackle this issue and create an effective and functional system.

Strategic communication is not a new phenomenon, but historically, it has related to the existence of organizationa
units of different levels. Paul A. Argenti, Robert A. Howell, and Karen A. Beck define strategic communication as a tool for
promoting a copany or firm's overall strategy and thus strengthening its position [1].

According to Haseeb Tariq, strategic communication can be understood agdegthrprocess that considers who
we are talking to, why we are talking to them, how and when we will speak to them, what form the communication content
should take and what chagla we should use to share it [16].

I n book I nformation War from 2017, Kar el fehka disc
process that tries to plant a specific message in the target group's mind, while all messages sent must be coherdiyt and mutu
supportive. Such eomunication can subsequently change people's behaviour, which is the desired goal of strategic
communication [12].

In security[5], for example, strategic communication is understood as:

1 ‘“integrated communication"; that is understood as an umbrella term for any communication aimed at achieving a

goal, and thus including different disciplines;

1 communication conducted at the strategic level of the organization's management; clearly distinguished from the
tactical and support level of communication;
communication conducted in the context of military and national power;
an alternative name for the discipline of public communication.
Strategic communication has a wide range of definitions; foréhamson, it refers to various communication activities
that are not strategic communication in themselves but can be part of it, such as crisis communication or publidfrelations.
we summarize the individual definitions, we can conclude that strategic communication, on the one hand, is intended t
support the goals that we are trying to achieve, whether it is a private or societal subject. We must convince individuals c
the corectness of our goals and efforts so that they identify with them and supeortlt we were to give a specific
example, if we want people to vaccinate us, we have to convince them that this step is correct. In this regard, wesdo not ha
time to educate people about what vaccination will bring them and to what extent it is safe Amatioér example is
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Ukraine's support. In the Czech Republic, there are different opinions on whether to continue supplying weapons to Ukrain
or to create pressure to conclude peace at any cost. In this situation, explaining the essence of the problem isédgss effecti
butthe goal is rather to focus on what the support mentioned will bring us and what impact it will have. Another topic that
strategic communication can cover is the motivation of the population to actively participate in the defence of the country
whether byjoining the armed forces or active reserves.

4. Understanding Behavioural Nudging

An important part of strategic communication is behavioural nudging, i.e. "pushing" or "pushing" towards certain
behaviour. The nudging theory was described by Richard H. Thaler and Cass R. Sunstein in their publication Nudge
Improving Decisions about Hitl, Wealth, and Happine$s3).

Nudging is used mainly in marketing and economics, but this is not the case. We can also see the use of nudging
politics and other social spheres. In 2010, David Cameron's UK government created The Nudge Unit. The name "Nudge" |
based on the book abolbg Richard Thaler and Cass Sunstein. The Nudge department has worked on various policy areas
such as encouraging people to pay their taxes on time or increasing organ donation. This centre played an irreplaceable r
during the COVID19 period[11]. France has also created a similar centre. Eric Singler created this centre in 2013. Eric
Singer is among the world's recognized experts in behavioural nudging. Centre played a significant role in the fight agains
COVID-19, in particulaf4]. Why is behavioural nudging an important part of strategic communication? In general, it can
be said that it is a persuasive tool that creates a positive me&bage. all, it can be effective in communicating sensitive
topics that can cause a negative reaction in soéemples can be mentioned topics such as Ct¥ior the war in Ukraine.

5. The Main Steps for Creating a Strategic Communication System

We will try to create an optimal model of strategic communication based on the approaches mentioned above. Thi
is not an ideal model but rather a line of thinking we should follow when creating it.
Creating a strategic communication system is nsimgple process. It consists of several steps. Let's introduce them
briefly (see Fig. 2)

Enviromment
Analysis

Full Execution Definition of
and Communication
Measurement Tactics

Enforcement: Lerrrrngs
Test a.t:ld Leam Communitation
. . Channels

Fig. 2. A system of Strategic Communication. Created by author.

The key questions are how to set up a strategic communication system and the key activities:

1) Theplanning processmust undoubtedly begin by defining a letegm but achievable goal. If we were to give a
practical example from the time of Covi®, a defined goal would be a high vaccination rate for the population.

2) The cornerstone of our strategy is a comprehengiderstanding of the current state encompassing both the
internal and external environment. This environmental analysis is crucial, as it includes an assessment of knowledge
target groups, communication spaces, expenditures, and relevant topics, providing a solid foundation for our
strakegic planning process.

3) The following steps involve definingpmmunication tacticsbased on the target audience we want to influence. If
we were to use Covidl9 as an example again, the different ways of communicating with the older and younger
populations would be important.

4) The next step is defining effective channels dmdich Points. This communication matrix, which specifies
messages, media and touch points, is essential for effectiveness, considering the different impacts of the sam
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message in different contexts. We will use other Touch Points for the younger target group and others for the older
etc.

5) The implementation phase involvéssting and learning, optimizing communicationformats for different
environments, and finkining the media mix for various population groups.

6) Once we have optimized the communication and media mix, we embddll dnplementation. This phase is
marked by continuous measurement of key metrics, which serve as our compass, guiding us to verify the extent t
which we have achieved our set goal. This diteen approach ensures we stay on track and make informed
decisions. If metricprove insufficient for strategic goals, adjustments are made to ensure alignment with overall
goals.

7) If we verify that the metrics are functional, we enter #daptation phase,when the strategic communication
system fulfils our goaldVhat is important is how we will measure communication effectiveness and what we will
consider success. For example, indicators can include the population's awareness of the need to wear masks or 1
percentage of the population that has been vaccinated.

The effectiveness of strategic communication in influencing behaviour depends on several factors:

1) Scope of interventions, or reaching a broad part of the audience or our target group. Sometimes, we don'
have to focus exclusively on the entire population, but only on a selected group.

2) Hit frequency emphasizes the need for frequent and successful ateliesty. The point is that frequent
repetition of the message better reaches the audience's awareness.

3) The third factor, quality and relevant content, plays a key role in attracting attention. Its timeliness is
essential, underscoring tiraportance of your role in creating impactful content.

4) "Flooding the media space" is, in essence, about gaining the dominance of our communicated narrative:
over the narratives of disinformers.

6. The Need to Create a Strategic Communication Ecosystem
Setting up the system, especially who will implement and support strategic communication, remains a key issue

What should be its institutional and personnel provisions? If strategic communication is exclusively provided by the state
administration, it maype perceived as government propaganda.

Table 1.
Strategic Communication Ecosystem
Know-how Organizations
Data experts State Institutions
Behavioural / Nudge experts Incubators / start ups
Marketing experts Think Tanks
Social media experts Ad / PR agencies
Journalists NGOs
Designers Bureaucrats & politicians
Creatives IT & Data experts

At the same time, an overall strategic communication system needs to be created over time and not dependent
one election periodOne way is to creatand support an "ecosystem"”. Under the ecosystem, we can imagine institutions,
experts, and knowow. The advantage of the ecosystem is its timelessness. Most of the elements of this ecosystem ar
outside state institutions, thereby declaring a certairpieidenceThe ecosystem consists of two pillars (see Table 1). One
of the pillars is knowhow, which is carried by experts in communication and marketing, as well as designers, journalists,
and creatives. The second pillar is institutions, not stdye ones but also n@overnmental organizations, think tanks, IT
companies, etc. However, we must perceive the system set up in this way as a natural element of our efforts. Its possik
institutionalization could lead to its less effectiveness, whitbeasame time, it could give the impression that it is ultimately
a system supporting state or government propaganda.

7. Conclusions
There is no doubt that disinformation has become a major global security challenge. Central and Eastern Europes
states are exposed to extensive disinformation campaigns and influence operations, especially by Russia. In this regard, tt

are logically lo&ing for ways to counter these campaigns and eliminate their impact. Fighting disinformation and eliminating
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its impact on society has become a significant challenge for national security. Restrictive methods are less effeative and c:
be perceived as an attempt to limit freedom of speech, which is a very sensitive topiecdonpstist countries. Other
approabes related to education and the development of critical thinking require a more extended period. For this reasor
strategic communication is an effective tool. What is essential, however, is the creation of a concrete system of strateg
communication ba on its individual pillars, which we have presented. In the Czech Republic, as well as in the countries
of Central and Eastern Europe, we are at the beginning of the whole process. We are gathering experience not only from t
states that have this systén place but also from our experience so far, which has been gained from the period of COVID
19 and from facing Russia's disinformation campaigns. If we were to mention the situation in the Czech Republic, so far
many of the measures mentioned in thrategyic documents have not been effectively implemented. Currently, our system
lacks an institution that would coordinate the entire process. However, the Czech government is starting to address th
problem. The appointment of a government coordinatstrategic communication is the first concrete step.

On the other hand, the key steps in creating an overall system are still ahead of us. It will be important to define the
topics to be communicated and the tools and methods of communication. The next step is to create an effective ecosysten
which a widerange of experts and scientifically recognized capacities will need to be involved. Creating an ecosystem is
key, especially to gaining societal trust in communication activities.
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Abstract

The aim of this article is to analyze the security strategies of the individual Visegrad Group countries in the context of
current security threats, considering the development of the global geopolitical situation. The security strategies,
fundamental tohe governmental approaches of the Czech Republic, Slovakia, Poland, and Hungary, serve to secure
national safety and can be utilized to protect the population and defend sovereignty and territorial integrity. The security
strategies of these nations ardj@cted to a comparative and multicriteria analysis. Criteria were established based on
the security documentation of the European Union and the Security Strategy of the Czech Republic, the latter being th
most recent strategy from 2023 among those coathaVithin theestablished criteria, weights were assigned using

the Fuller'smethod. Through multicriteria analysis employing the weighted sum method, a ranking of the Visegrad
countries was determined in terms of the content of their security stratetiéige to the current security situation in

the EureAtlantic space.

KEY WORDS: security strategy; Visegrad Group; threats; European security strategy; security environment; comparison.

Citation: Barta J.; Kalenda J.; Kincl P2024).Security Strategies of the Visegrad Group Countries in the Current Security
Environment. In Proceedings of the Challenges to National Defence in Contem@exgylitical Situation, Brno, Czech
Republic, 1313 September 2024. ISSN 258859 DOI 10.3849/cndcgs.202405

1. Introduction

In the international security environment, currently undergoing a significant transformation aimed at restoring the
influence of major powers, substantial changes are taking place. The concepts of security and security strategy are high
pertinent in thecurrent geopolitical context. The security environment within the European Union has been continuously
evolving, often dramatically, in recent years [1]. Therefore, it is crucial to actively and correctly respond to these change
and challenges by identifyg and analysing new threats and the cfieacceptable risks they pose. Suitable, timely, and
effective measures must be adopted to address these issues [2].

A security strategy is a foundational document that outlines a government's approach to ensuring national securit
and can be directed towards safeguarding the population and defending the sovereignty and territorial integrity ofthe count
[3]. It is oneof the key documents that should contain essential information and evaluations of the security environment, the
direction of security policy, and the security interests of the country. Additionally, it should identify the most significan
threats to thesmterests and determine how the state will confront them to ensure national security [3], [4].

The aim of this article is to analyse the approaches of selected countries towards national and citizen security
comparing the priority directions in security within the context of current global events. The issue of state securityewithin
European Uran is examined from the perspective of the main directions in the European Union Security Strategy [5], [6]
and the security strategies of the Visegrad Group countries, namely the Czech Republic, Slovak Republic (Slovakia)
Republic of Poland (Poland), attlungary. The article evaluates the extent to which the current Security Strategy of the
Czech Republic [7] and other Visegrad countries are prepared to address security threats.
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A comparison of individual key elements [8] of the security strategies of the Visegrad countries will allow for an
assessment of the security threats, objectives, and interests of each state [3], evaluate the readiness of secwity strategie
current seuwrity threats in the environment of the ongoing war conflict in Ukraine, the recent-C@&vpandemic [4], and
other current security threats.

2. Comparative Countries

The selection of countries from the Euitlantic area was based on the shared historical and political experiences
of the chosen states. The four selected countries included threeopmsiunist nations in Central Europe. The Czech and
Slovak Federal Reflic, Hungary, and Poland formed a group of states that sought economic, political, and cultural
cooperation in Central Europe following the collapse of the bipolar world. During a joint meeting in the northern Hungarian
town of Visegrad on February 15,98 representatives of the Czech and Slovak Federal Republic, Hungary, and Poland
agreed on close cooperation in political and trade matters with the aim of ensuring regional stability and coordinating thei
approaches in these areas [2], [3], [9]-

The process of forming the Visegrad Four into a group of four independent states was completed as a result of th
dissolution of the Czech and Slovak Federal Republic on January 1, 1993. The signing of the declaration on close cooperati
among Central Ewpean countries on their path to European integration led to the establishmentcoéssful Central
European initiative. Among other goals, this initiative aims to influence and respond to security risks arising from global
developments in recent yed®?§. The locations of the individual countries within Europe and the European Union are shown
in Fig. 1.

The declaration does not explicitly mention foreign security cooperation but anticipates the establishment of
acomprehensive democratsocial order in each state, based on fundamental human rights and freedoms, spiritual and
cultural traditions, and respect for moral values [9]. The Visegrad Four developed cooperation, coordination, and
consultations not only among themselves but algbéir joint approach to relations with other countries. It can be said that
all Visegrad Four countries uniformly regarded regional security as a fundamental prerequisite for their continued democrati
development [2].

Fig.1. The location of the Visegrad Four countries within the European Union. Author: CrazyPhunk, Wikimedia
3. Aspects of the Security Strategy of the Czech Republic

According to the constitutional order of the Czech Republic, the government is responsible for the implementation
of security policy. In 1998, the National Security Council was established as an advisory and working body of the governmer
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by Constitutional Act No. 110/1998 Coll., on the Security of the Czech Republic. It consists of the Prime Minister and other
appointed members of the government. The National Security Council does not have any executive powers by law; instea
it preparegproposals for measures to ensure the security of the Czech Republic based on the government's mandate. For t
purpose, it has six permanent working committees: the Civil Emergency Planning Committee, the Defence Planninc
Committee, the Intelligence Acity Committee, the Committee for the Coordination of Foreign Security Policy, the Internal
Security Committee, and the Cyber Security Committee [10].

The Constitution of the Czech Republic and the Charter of Fundamental Rights and Freedoms establish the scoy
and limits of the functioning of security forces and all state authorities, which can exercise state power only witténtthe ex
defined by lawThe Charter of Fundamental Rights and Freedoms sets certain restrictions on individual rights and freedom:
in cases where it is necessary in a democratic society to avert serious threats to state security or to maintain public ord
Restrictions on fundaemtal rights and freedoms of individuals are closely linked to the declaration of crisis states, which are
regulated by Constitutional Act No. 110/1998 Coll., on the Security of the Czech Republic and Act No. 240/2000 Coll., on
Crisis Management [4], [7].

The Security Strategy of the Czech Republic [7] is developed by the Ministry of Foreign Affairs and approved by
the government. The current Security Strategy was adopted in 2023, marking the sixth conceptual document in the field ¢
security (previous compts were from 1999, 2001, 2003, 2011, and 2015). In order to ensure the security interests of the
Czech Republic, this document includes statements that directly respond to current developments in the internation:
environment. This security strategy diuces sacalled areas of strategic concern to the citizens, focusing on various security
domains and their assurance. Compared to previous versions, this strategy is highly proactive, with the greatest attentic
devoted to Russian aggression and Chinaggp tendencies, identified as the most serious threats. According to the current
Security Strategy, these are the most significant threats [7].

The Security Strategy emphasizes the necessity of the Czech Republic's involvement in collective defence ani
attaches significant importance to alliance relationships, which are to remain crucial for the country in the coming years. /
notable aspect of theurrent strategy is its consideration and response to new threats that were not accounted for in the
previous 2015 version [10]. The Security Strategy addresses the security environment comprehensively, with all its
components being much more elaborateahtin previous versions. This Security Strategy highlights the involvement of
individuals in ensuring security, emphasizing that citizens of the Czech Republic should not merely be consumers of securit)
taking it for granted, but should also actively agg in it and recognize the importance of contemporary security threats [4],

[7], (8]
4. Aspects of the Security Strategy of the Slovak Republic

The Slovak Republic, under its 1992 Constitution, is established as a parliamentary and representative democrac
where the government, as the main executive authority, is primarily responsible for the country's internal securith@olicy. T
National Counit of the Slovak Republic, as the representative of the legislative power, holds oversight authority over the
intelligence services and the police [11].

The Security Council of the Slovak Republic serves as an advisory body to the President during times of war. In
peacetime, its primary tasks include creating and implementing the security system, assessing the security situation
Slovakia and abroad, filling international security commitments, preparing proposals for government measures to maintain
security and prevent crisis situations, and proposing solutions for arising crises. The handling of these crises duwihg decla
states of emergency is goned by the National Council of the Slovak Republic Act No. 42/1994 on the Civil Protection and
Constitutional Act No. 227/2002 Coll., on State Security at the Time of War, State of War, State of Emergency, and State ©
Crisis. The Security Council has seal working committees at its disposal: #mreign Policy Committee, the Defence
Planning Committee, the Civil Emergency Planning Committee, the Intelligence Serviaesdiation Committee, the
Cybersecurity Committee, the Energy Security Committe@ tlaeHybrid Threats Committee [12].

The Security Strategy of the Slovak Republic [11] was developed by the Ministry of Defence of the Slovak Republic
in 2021. It was subsequently approved by the government and then submitted for approval to the National Council of th
Slovak Republic. This@tument marks the fourth security strategy since the establishment of the Slovak Republic, with
previous versions issued in 1996, 2001, and 2005. The Security Strategy notes that global security has deteriorated in ma
respects, directly impacting the seity and resilience of Slovakia [13]. Based on the assessment of the security environment,
the strategy formulates the security policy of the Slovak Republic and defines its objectives, methods, and tools fo
implementation in a manner that creates camatit for the security, stability, prosperity, and development of the Slovak
Republic and its citizens. The Security Strategy of the Slovak Republic identifies the North Atlantic Treaty Organization
(NATO) as the best option for ensuring the state's defeapabilities, and it designates the United States as a strategic
transatlantic ally [11].

As part of the security environment analysis, the Security Strategy of the Slovak Republic emphasizes the low
predictability of the international environment and the increasing importance ehifitary threats, focusing on hybrid
threats [13]. The stragy further distinguishes threats in a broader regional context, such as unresolved conflicts, instability,
conflicts in Eastern Europe, the fragile stability of the Western Balkans, and instability in areas such as the Middle East
Among its security intests, it highlights energy, raw material, environmental, and food secugtpphasizes the building
of reserves of strategic energy and semergy raw materials, as well as other natural resources, identifying water as the main
strategic resource [13[14].
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5. Aspects of the National Security Strategy of the Republic of Poland

According to the Constitution of Poland of May 2, 1997, which establishes the fundamental provisions on the
functions of the state and the limits of public power, the President is the guardian of the constitution, state sovereignty
security, and territoall integrity. As an advisory body in matters of internal and external security, the President appoints and
di smi sses members of the National Security Council (Ra
the Sejm and the Senate, the®iMinister (head of government), selected ministers, leaders of political parties, and others.
Among them is the head of the National Security Bureau, who is responsible for strategic planning and the functioning of thi
integrated national security syst¢h®], [16].

This office primarily assists the President in fulfilling tasks related to security and defence. It provides support for
the National Security Council and conducts analyses of national security developments, prepares materials on nation
security mattersgvaluates legislation in the field of security, and more. The real performance and oversight of security are
the responsibility of the Council of Ministers, which, according to Article 146 of the Constitution, ensures the interityal sec
of the state ahpublic order, and maintains the external security of the state [9].

The foundational document for security policy in Poland is the 2020 National Security Strategy. The Council of
Ministers submitted the draft security strategy, which is approved by the President upon the request of the PrimetMinister.
was adopted as the #ixnational security strategy since the dissolution of the Warsaw Pact in 1991 (previous strategies were
from 1992, 2000, 2003, 2007, and 2014) [15], [16], [17]. The 2014 National Security Strategy was considered one of the
most comprehensive comparedttoge of other Visegrad Group countries [9].

The development and implementation of the current National Security Strategy of the Republic of Poland [15] stems
from the necessity to ensure that the state is capable of countering threats and addressing challenges arising frimg the evolv
security sitation that Poland faces [18]. It aims to seize opportunities to enhance the security of the state and its citizens
ensure its further development, and strengthen Poland's position on the international stage. Consequently, it tak@®into acco
the contexbf Poland's membership in NATO and the European Union [18], [19].

The National Security Strategy of the Republic of Poland focuses on reformulating the civil defence system and the
population protection system as part of its objectives to ensure and increase the state's resilience and civil dejstem. The s
should beuniversal, applicable both in urban agglomerations and in rural areas. The system is also intended to be flexibl
and continuously adaptable to changing challenges and threats. The national interests and strategic goals in the field
national security ofhe Republic of Poland are formulated in accordance with national values established in the Constitution
of the Republic of Poland [15].

The provisions of the National Security Strategy of the Republic of Poland are further expanded upon and
incorporated into national strategic documents concerning the national security and development of Poland.

6.Aspects of theNational Security Strategy of Hungary

The Fundament al Law of Hu n g ahe gonsitiien syates tbat tkezggvgrnnmiemt & p t
responsible for security. The government is the general executive body and is to exercise all functions and powers ne
explicitly assigned by the lRdamental Law or by law to another body. The Fundamental Law of Hungary defines the basic
framework for the activities of the police and national security forces. The police are primarily to serve in the prawveéntion
investigation of criminal acts, thergiection of public safety, and the safeguarding of state borders. The national security
forces are tasked with protecting the independence and lawful order of Hungary and promoting national security interest:
The activities of both the police and natibsecurity forces are governed by the governni2@i

As part of the security processes, the Hungarian government established the National Security Cabine
(Nemzetbiztons§ggi Kabinet), which serves as its adviso
2011, the Working Group for &t i on al Security (Nemzetbiztons§8gi Mu n k
interdepartmental body of the National Security Cabinet. Its main tasks include the exchange of information, coordination o
operations, operational cooperation, executiorpetilized tasks, and proposing security measures to the government.

Following the dissolution of the Warsaw Pact in 1991, Hungary, unlike the other Visegrad Four countries, developed
its Principles of Security Policy (1993, 1998) and subsequently, Security Strategies (2002, 2004, 2002). Hungary
adopted its first istorical Security Strategy. The 2004 Security Strategy responded to Hungary's entry into the European
Union, and the 2012 Security Strategy responded to Hungary's accession to NATO and the adoption of a new constitution
lawd the Fundamental Law of Hungaj21].

On April 21, 2020, the Hungarian government adopted the Hungarian National Security Strategy Bkiféd
Hungary in a Volatile World" [22], which was a response to the deteriorating security environment in Europe (the annexatior
of Crimea, destabilizeon of Ukraine, and crises at the borders of the European Union). The fundamental principles of the
Hungarian National Security Strategy are contained in the Fundamental Law of Hungary and have remained unchanged ov
the years. The strategy is based atianal values that are to be protected, the fundamental interests of the country, and the
challenges, risks, and opportunities it faces [22].

Within the security strategy, visions of the nation in the context of security, fundamental values, Hungary's security
environment, basic interests, main security risks, and strategic objectives were defined. In conclusion, comprehensive tas
and means foachieving these goals are defined. One possible response to the development of the security environment
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the establishment of defence cooperation, which will strengthen the stability of our regioméitaing level. The Hungarian
National Security Strategy defines the defence industry as a key segment of state[S¢curity

As Hungary is on the outer border of NATO, the European Union, and the Schengen Area, it places significant
emphasis on international cooperation. This is reflected in the emphasis on the common political and economic interests
Central Europe and in aegely strengthening cooperation with both NATO and European Union member states, as well as
with the Visegrad Four countries and through bilateral cooperation with other regional partners [22].

7.Research methodology

Based on methods of comparison and multicriteria analysis, the content of the security strategies of the individua
Visegrad Group countries is evaluated. Fuller's method was usgetdomine the weights of the criteria [23]. For the
multicriteria analysis, the weighted sum method was utilized [24].

The criteria were defined based on the Gl obal Str at
[6] in comparison with current security threats and the Security Strategy of the Czech Republic [7], whiotoist tteeent
among the assessed security strategies. The following criteria were established:

1 kii regional conflicts,

1 ko1 proliferation of weapons of mass destruction,

1 ksi disruption of cooperation in international communities,

1 ka1 hybrid threats,

1 ksi terrorism and organized crime,

1 kel cybersecurity,

1 kg1 energy security,

1 keT natural and anthropogenic disasters,

1 koi largescale migration,

T kiol spread of infectious diseases,

1 kua7 environmental degradation.

Table 1.
Assessment of criteria using Fuller's method [23]

Criterion ki ko ks Ka ks ks ks Ks Ko Kio ki1 SumS
ki
ke - 0 0 1 0 0 1 1 1 0 1 5
ka 1 - 1 1 1 0 1 1 1 1 1 9
ks 1 0 - 1 0 0 0 1 0 1 0 4
ks 0 0 0 - 0 0 1 0 0 0 1 2
ks 1 0 1 1 - 0 1 1 1 0 1 7
ks 1 1 1 1 1 - 1 1 1 0 0 8
ks 0 0 1 0 0 0 - 1 1 1 1 5
Ks 0 0 0 1 0 0 0 - 0 0 1 2
ko 0 0 1 1 0 0 0 1 - 1 0 4
k1o 1 0 0 1 1 1 0 1 0 - 1 6
ki1 0 0 1 0 0 1 0 0 0 - 3

To perform a multicriteria analysis of the content of security strategies of individual Visegrad Group countries
using the weighted sum method, a criterion matrix was constructed, as shown in Table 1. This matrix shows the results
comparing the importece of the criteria using the weights calculated according to Fuller's method. All criteria were designed
to be maximization criteria. The proposal for the evaluation of each criterion is provided in the tepdlcTletion using
the weighted sum methaslthen carried out based on Formula 1 [23], and the results are presented in Table 2.

0 3 (1)
where:
w; is the weight of the-th criterion,iv { 1, 2, ¢é, 11},
S is the sum of the relative importance evaluations of-thecriterion.
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The weight values determined using Ehdler's methodhre:

1 wi = 0,0909 1 ws=0,1273 1 wy = 0,0727
1 w2 = 0,1636 1 we = 0,1455 1 wio= 0,1097
1 ws = 0,0727 1 w7 = 0,0909 1 w11 = 0,0545
1 ws = 0,0364 1 wg = 0,0364

8.Multi -criteria analysis

A comparative study of the security strategies of the Visegrad Group countries was conducted usingyisenaulti
analysis with the weighted sum method [23]. The established criteria werarstiaszation criteria. The evaluation of the
criteria was based on whether they were included in the security strategy of the respective countries and whether the issL
represented by these criteria were adequately addressed in their security strategies.

Criteria setting:
0. The issue is not addressed in the security strategy of the respective country or is only mentioned marginally
This rating also applies in cases where the criterion cannot be evaluated.
1. The issue is sufficiently addressed in the security strategy of the respective country and is given adequat:
attention.

In Table 2, the results of a mutiriteria analysis are presented. The weights of the criteria were calculated using
Fuller's method. Evaluations of the alternatives for eaithrion were determined based on the consensus of the authors.
The multicriteria analysis itself was conducted using the weighted sum method.

Table 2
Multi-criteria analysis
Criteria Weight Czech Slovakia | Poland Hungary
(rounded) Republic
Regional conflicts 0,0909 1 1 0 0
Proliferation of weapons of mass destruction| 0,1636 1 1 0 0
Disruption of cooperation in international 0,0727 1 0 0 1
communities
Hybrid threats 0,0364 1 1 0 1
Terrorism and organized crime 0,1273 1 1 0 1
Cybersecurity 0,1455 1 1 1 0
Energy security 0,0909 1 1 1 0
Natural and anthropogenic disasters 0,0364 1 0 0 1
Largescale migration 0,0727 1 1 1 1
Spread of infectious diseases 0,1091 1 1 1 1
Environmental degradation 0,0545 1 1 0 0
Weighted sum 1 0,8909 0,4182 0,4546
Rank 1. 2. 4. 3.

9. Conclusions
In the introduction, it was stated that the security strategy is the fundamental document outlining the government*

approach to ensuring national security. Based on a -gritkria analysis conducted with a proposed set of criteria and
calculated weightsf importance for each criterion, it was determined which countries of the Visegrad Group have the most
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comprehensive security strategy according to the degree of fulfilment of each criterion relative to the current security
environment.

The Security Strategy of the Czech Republic [7] was rated the highest because it encompassed all the establish
criteria. A distinct advantage of this security strategy is that it was developed and approved in 2023, making it tbentnost re
security streegy among those evaluated. Additionally, the Czech Republic's security strategy addresses issues such as t
protection of critical infrastructure and the development of the population protection system, along with other aragig of secu
interest that wee not specified in the criteria. In response to the war conflict in Ukraine, significant emphasis is placed on
identifying Russia as the greatest immediate threat and also as-tedonglirect security threat. Similarly, Russia is
mentioned in the Natial Security Strategy of Poland [14], which, based on the evaluation criteria, ranked last among the
Visegrad Group countries.

The second highesated security strategy is the Security Strategy of the Slovak Republic [11]. It addresses most of
the topics evaluated by the criteria, but it only marginally deals with issues related to disruptions in cooperation within
internationaktommunities and the problems of natural and anthropogenic disasters. Significant emphasis is placed on currel
threats, and for this reason, historically recurring solutions to natural and anthropogenic disasters may have beeno relegatec
the backgroundfdnterest. The strategy mentions violations of international law by Russia, but at the same time, Russia is
considered a strategic partner in addressing international threats. Given that the Security Strategy of the Slovakdepublic w
approved in 2021, dfore the onset of the conflict in Ukraine, this stance may be revised in the future.

Based on the evaluatolungar yds Nat i onf2d], apprevediin 2020y was$ anked tthirdy Yhe
strategy addresses, beyond the evaluated criteria, primarily economic crises, unexpected military attacks on its territon
including those with weapons of mass destruction, and thus the building of defemretantion systems. However, these
criteria were not selected for evaluation. It also pays significant attention to issues of cyber and energy security, an
environmental damage, but it onlyfohes these matters in the context of threats and does not elaborate further in the
document. Therefore, in the evaluation matrix, these criteria were marked as unresolved.

Within the evaluation of the individual security strategies of the Visegrad Group countries, more detailed research
in this area will be necessary when all the countries update their security strategies in response to the war in Ukeine and
current searity situation in the Eurdtlantic spacelt should also be noted that the evaluation was conducted solely from
the authors' perspective on the issue, and the degising process was influenced by personal opinions. Consequently,
no strategic signifiance is attributed to the results in the context of security assessments within the Visegrad Group and the
European Union. This is not a critique of the states' level of preparedness in the area of security.
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Abstract

This study examines public perceptiongexrorism within the Czech Republic, focusing on the complexities of terrorist
threats and the efficacy of countirrorism strategies. It highlights a significant disparity in the public's understanding
of terrorism, with many relying on the internet améss media which often fail to provide comprehensive and-high
qguality information. This superficial understanding is coupled with a low perceived personal threat, leading to
insufficient coverage in local media and educational programs. The findings singhlae need for public discourse

and targeted information campaigns that not only improve understanding but also actively involve the public in
educational initiatives. The study advocates for the integration of terrorism education into broader secoiriy
programs, underscoring the importance of historical and political contexts to fully grasp the multifaceted nature of
terrorism. Recommendations include enhancing public awareness through combasggt/educational programs and
public campaigns #iit encourage active participation and critical evaluation of information. By acknowledging
terrorism as a global issue with local implications, this research underscores the urgent need for a societal approach
prevention and education, which can sigeaditly bolster societal resilience against terrorism through increased public
engagement and cooperation.
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1. Introduction

In an era marked by rapid technological progress and globalization, terrorism stands out as a significant global threa
Its adaptability to newechnologies and extensive reach makes it an unpredictable force that commands attention at botf
national and international levels. Terrorism not only impacts direct security but also reflects broader social and political
dynamics that shape its evolution.

Historically, terrorism has adapted to different eras, indicating it is not merely a modern phenomenon. The Czech
Republic (CR) perceives terrorism primarily through the lens of global events, despite facing a lower risk of direct attacks.
This perspectivénfluences local policy responses and public attitudes towards security, human rights, and civil liberties.
Media portrayal, which often focuses on international terrorism, shapes the Czech public's understanding, possibl
overshadowing local nuances. Tlalvent of the internet and social media has transformed how terrorism and
counterterrorism operate, facilitating the spread of ideologies and counteractive measures. However, unchecked onlir
information can foster misconceptions about terrorism's natdteappropriate responses.

The postSeptember 11 era has intensified the dimensions of terrorism, with subsequent radicalizations and new
terrorist organizations emerging. Recent global events, like attacks on Israel, underscore the persistent and evolving natt
of terrorism. Thigntroduction lays the groundwork for a deeper exploration of terrorism's perception and management in the
CR, emphasizing a comprehensive approach that combines historical insight, technological advancements, and publ
engagement to enhance security egsllience.

E 2024The Authors.
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2. Impacts of terrorism

Terrorism inflicts extensive damages across various facets of society, categorized into two distinct levels by Foltin
and feh8k (2006): primary and secondary effects [1].
Primary impacts of terrorism

Primary impacts directly result from terrorist activities, including psychological trauma, and significant political,
economic, and social repercussions. These impacts often align with the terrorists' objectives, disrupting daily life anc
instigating longterm trauma among survivors.

Politically, they can destabilize governments and
Wrath of God" following the Munich massacre in 1972. Economically, attacks like 9/11 had profound effects, severely
affecting markets, and pmpting expensive, lorterm military engagements [2].
Secondary impacts of terrorism

Secondary impacts include media coverage that can unintentionally spread terrorists' messages and environmen
or infrastructural damages. These effects can be categorized as immediate, like casualties or service disruptions, or la
impacts, which evak over time and affect political, economic, and societal structures.

Broader societal impacts

State structures Government responses to terrorism are proportional to the attack’s severity, involving significant political
decisions that affect national security and civil liberties.

Economic sphere Terrorism causes direct infrastructure damage andtiermg impacts on market stability and investor
confidence. Countries reliant on tourism face severe economic downturns due to terrorism.

Human psyche Terrorism causes widespread fear and anxiety, leading to changes in social behaviour and an increase |
mental health disorders.

Infrastructure and environment: Attacks cause significant environmental damage, affecting biodiversity and ecosystems.

Tourism and travel: This sector, crucial for some national economies, sufferstiermg declines in tourist numbers after
attacks.

Understanding the varied impacts of terrorism and crafting responses involves emergency preparedtass, long
security planning, economic resilience strategies, and mental health support. International cooperation is crucial in share
intelligence, coorthated security measures, and unified aid strategies, highlighting the need for a proactive and
comprehensive approach to counterterrofiSm

3. Current state of terrorism as of 2023

Since 2013, the Global Terrorism Index (GTI), crafted by the Institute for Economics & Peace (IEP) using data from
Terrorism Tracker and other sources, has provided an annual comprehensive overview of global terrorism trends. The G
tracks nearly 66,00@etrorist incidents from 2007 through 2022, offering a detailed analysis of the patterns and shifts over
the last decade. In 2022, the GTI reported a 9% decrease in tefreliged deaths, totalling 6,701, marking a 38% decline
from the peak in 2015. Téireduction is reflected in a nearly 28% decrease in the number of attacks, down from 5,463 in
2021 to 3,955 in 2022. Excluding Afghanistan, which remains the most affected country for the fourth consecutive year, the
global death toll would increase by 4%

The deadliest terrorist groups in 2022 included the Islamic State (IS) and its affilissésbaab, the Baluchistan
Liberation Army, and Jamaat Nusratilam wall Muslimeen, with IS being the most lethal for the eighth consecutive year.

In 2022, IS vas responsible for the highest number of attacks and deaths among all groups. Despite significant decreases
terrorism between 2015 and 2019, the number of countries experiencing deaths remained relatively stable from 2020 throu
2022, ranging from 43ot42 countries. This represents a decline from 2015, when 56 countries reported teaiatisth
deaths.

The number of countries with increasing and decreasing terroeisted deaths in 2022 was roughly equal, with
25 countries reporting fewer deaths and 24 reporting increases. Terrorism dynamics have shown minimal overall change
recent years, but sidigant fluctuations have occurred in specific regions like Niger, Myanmar, and Iraqg. Notably, the
lethality of terrorist attacks increased in 2022, with an average of 1.7 deaths per attack, up from 1.3 in 2021.

The Sahel region of Subaharan Africa has become a new epicentre of terrorism, accounting for more deaths than
South Asia, the Middle East, and North Africa combined in 2022. Over the last 15 years, terrorism in the Sahel has increase
by over 2000%, wh 43% of global terrorismnelated deaths occurring there in 2022, compared to just 1% in 2007. The
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political volatility in the Sahel, marked by multiple coups since 2021, has exacerbated this trend. Contributing facters incl
water mismanagement, food scarcity, ethnic polarization, rapid population growth, foreign interventions, geopolitical
competitbn, pastoral conflicts, the rise of Salafist ideology, and weak governance. Burkina Faso and Mali were particularly
concerning, accounting for 73% of the Sahel's terrorsiated deaths and 52% of all such deaths inSatmran Africa in

2022. Both countes saw significant increases in terrorism, with deaths in Burkina Faso rising by 50% to 1,135 and in Mali
by 56% to 944. The violence in Burkina Faso also spread to neighbouring countries, with Togo and Benin experiencing thei
worst GTI scores to dafsee Fig. 1)

Terrorism deaths, 2021

Confirmed deaths, including all victims and attackers who died because of a terrorist attack®.
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Fig. 1. Terrorism deaths in 2045]

North America showed the most significant regional improvement in thes€ré, while Susaharan Africa saw
the greatest deterioration. North America consists of the USA and Canada, neither of which has a high GTI score, yet it |
the only region where no country has a zero GTI score.

In the West, the number of attacks has been declining since 2017, with 40 attacks recorded in 2022, a 27% decrea
from 55 in 2021. However, the number of deaths doubled from nine in 2021 to 19 in 2022, with 11 occurring in the USA.
This increase marks ¢hfirst rise in Western terrorisnelated deaths since 2019. In Europe, Islamist extremists carried out
two attacks in 2022. The USA recorded just eight attacks, none attributed to any known terrorist group. The UK reportec
only four attacks and no deathmsarking the first year without terrorisnelated deaths since 2014. Germany recorded its
lowest number of attacks since 2015.

The use of drones in terrorism is an emerging trend, with groups like 1S, Boko Haram, and Houthi rebels utilizing
this technology. Currently, 65 nestate actors can deploy drones that can travel up to 1,500 kilometres, potentially carrying
out targeted ssassinations or holding biological weapons. Drones require minimal training and are highly accessible,
representing a significant shift in how conflicts are conducted [4].

4. Combatting Terrorism

Terrorism is a complex, pervasive threat that transcends borders, cultures, and religions, posing a significan
challenge to global security and international stability. Nations worldwide respond to this threat by employing a variety of
methods and resotgs aimed at eliminating terrorism through rigorous, ‘wetirdinated efforts both domestically and
internationally [6].

One of the cornerstone strategies in the fight against terrorism involves the inselligence services. These
agencies play a crucial role in the f@ptive identification and disruption of terrorist plots. Operating largely out of the
public eye, intelligence services collect and analyse vast amounts of data on potential threafedtiaeness is evident
from the substantial decrease in successful terrorist attacks since the intensified intelligence activities followingiSeptemb
11, 2001. Reports indicate that numerous major attacks have been thwarted due to enhancedéntelligeration globally

[7].
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Counterterrorism units within various nations specialize in direct action against terrorists. These highly trained
tactical teams engage in both preventive and responsive actions to mitigate terrorist threats. Their activities ingjade hosta
rescue, assdt operations on terrorist hideouts, and neutralization of imminent threats. The units are equipped for rapid
deployment and are skilled in clegearter combat, ensuring they can respond swiftly and efficiently to terrorism incidents,
minimizing casualés and maximizing the safety of civilians and infrastructure [8].

The broader strategy also includes legal and political measures such as prosecuting terrorists, isolating states th
sponsor terrorism, and applying international pressure to reduce support for terrorist activities. These efforts arateappleme
by pronoting robust international cooperation among countries through various treaties and alliances to enhance collectiv
security measures against terrorism [6].

An essential aspect of counterterrorism is the need for cooperation among international intelligence communities
Effective sharing of intelligence is crucial but often hampered by concerns over the security and political implications of
disseminating sesitive information. The international community continuously works towards improving mechanisms for
sharing intelligence without compromising the operational security of nations involved.

Furthermore, the fight against terrorism is supported by specialized research and analytical work provided by think tanks ar
research institutions. These organizations, such as the RAND Corporation and the International Centre for Counterterrorisr
condud in-depth studies on terrorism trends, terrorist psychology, and effective countermeasures. Their research helps refir
counterterrorism strategies and policies, ensuring they are based on accutatéatepinformation and tailored to the
evolving natwe of global terrorism [9].

Military involvement in counterterrorism is complex and often controversial. While the military's role is traditionally
focused on external threats, their capabilities in logistics, heavy weaponry, and strategic operations make them an invalual
asset ircountering severe terrorist threats. Countries vary in their use of military forces in domestic counterterrorism roles,
with some incorporating specialized military counterterrorism units into their national security framework [10].

implementation
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Fig. 2. Methods of terrorism implementatifi] [fig. source: own]

The Global Economic Impact Of Terrorism

Economic impact of terrorism from 2000 to 2018 (billion U.S. dollars)
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Fig. 3. Economic impact of terrorism between the years 2000 and 2018 [12].
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5. Description of the research investigation

The quantitative study initiated in 2023 with a thorough examination of academic literature and online resources or
terrorism, laying a solid theoretical groundwork and providing a comprehensive summary of current knowledge in the field.
Following this tleoretical groundwork, a detailed and systematic questionnaire focusing on terrorism's critical aspects was
crafted. Data gathering was executed via a standardized online survey using Survio.com, streamlining the collection proce
from a broad respondenage. This phase spanned 50 days, with 198 participants. The online method was chosen for its quick
distribution, anonymity for participants, and immediate data processing capabilities, emphasizing sample diversity to enhanc
result representativeness. Hiatistical software R was employed for data analysis, facilitating the examination of categorical
variables through contingency tables and the 62 indepe
evaluation of variable relationgds, identifying statistically significant patterns. The findings provided a nuanced
understanding of terrorism and its perception within the study's demographic, condensing the research process and insigl
into a focused examination of terrorism's maltiéted impact and public perception.

6. Discussion of Rsults

In the framework of the survey, 26 distinct questions were formulated. However, for the purposes of the article, we
have elected not to include all the findings but to focus more closely on those that we subjectively perceive as the mo:
significant or tlose that most distinctly delineate the positioning of terrorism issues in the contemporary world and its
perception from the perspective of Czech Republic citizens.

In the initial part of the survey, respondents were asked if they had ever encountered the term "terrorism". A very
positive finding is that 99% of all respondents have at some point in their lives come across the issue of terrorisim, althoug
the specificlevel of awareness and the quality of information acquired can only be estimated. A total of 122 respondents
were able to capture the fundamental essence of terrorism at least partially in their responses, indicating a certdin degree
understanding ofie issue. The introductory set of questions also included a prompt for respondents to identify the general
definition of terrorism from provided options. A total of 171 were able to determine the correct version, which confirms that
despite the lack of somprehensive overview of terrorism issues, perhaps in formal education, the public is familiar with the
basic connections that assist in estimating the correct definition, comprising a list of what terrorism truly entadsitMeis p
result may also bmfluenced by the current highly publicized situation in Israel and Gaza, which indirectly encourages the
public to seek more information.

Most Relevant Information Medium for Quality Terrorism-Related Information
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Fig. 4. Preferred sources for quality terrorisahated informatiorisource: own]

Most respondents tended to search for suitable and relevant information through mass media or the internet, wit
scholarly literature ranking third. This shift to thigtual environment is understandable given the broader trend towards
digitization of information. However, from my own literature review, | observed a significant difficulty in finding sufficien
current domestic book resources on terrorism, as wellspiate studies discussing current trends. Sources created before
the events of September 11, 2001, often depict terrorism differently than the more numerous sources from several years aft
Over time, the frequency of new publications has decreasssippodue to the low incidence of terrorism in our area, which
might foster a societal view questioning the necessity of engaging with this topic. Foreign authors discuss terrorism mor
extensively, and their works are more accessible online, which &ibi@ahas these sources are also readily available to the
public on the internet.
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Which information medium do you prefer for sourcing information?
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Fig. 5. Information medium preference by age for sourcing inform@imumrce: own]

Interestingly, statistics show that the younger generation, particularly those under 27, more frequently uses the
internet to find relevansources. This not only underscores the significant role of the online environment as a primary
information source but also presents an opportunity to specifically target this younger demographic through their preferre
medium. This tailored approach cowddhance the dissemination of information and education on terrorism, ensuring that
younger individuals have access to accurate and insightful content about this critical global issue.

Do you consider the events of 9/11/2001 to be the beginning of a modern approach to combating terrorism?
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Fig. 6. Perceptions of 9/11 as the start of a modern approach to combating terrorism by age group [source: own]

The survey highlighted significant awareness of specific terrorist attacks among respondents. The events o
September 11, 2001, stood out prominently, recognized by 92.4% of the participants, underscoring its lasting impact o
public consciousness. Follomg this, the 2015 bomb attacks in France were acknowledged by 83.8% of respondents,
reflecting the recency and prominence of these events in the media. Interestingly, the hijacking of a Boeing 747 in 1985 we
also wellremembered, mentioned by 51.5% ofp@sdents, demonstrating its enduring recognition in discussions on
terrorism.

A particularly insightful aspect of the findings was the correlation between respondents' ages and their
perceptions of terrorism. Younger respondents, especially those a@&d ®ere the most likely to view the September 11
attacks as a pivotal momehat marked the beginning of a contemporary approach to counterterrorism, with 90.7% affirming
this view. This agreement noticeably declined in older age groups. This trend suggests that younger individuals, who ma
not have lived through earlier signifitaterrorist events, perceive the influence and consequences of such incidents
differently than older generations, possibly due to the different contexts in which they were educated about these events.
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Likelihood of Use of Weapons of Mass Destruction for a Terrorist Act
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Fig. 7. Perceived risks of WMD use in terrorism by weapon fgperce: own]

The most alarming scenario in terrorism involves the use of weapons of mass destruction (WMD), with a survey
revealing that chemical weapons are perceived as the most probable type, chosen by 44.4% of respondents. Closely followi
are nuclear and biologit weapons, which nearly match chemical weapons in perceived likelihood. Radiological weapons,
on the other hand, are considered the least likely by respondents, possibly due to their lower impact compared ta other type

Chemical and biological weapons are particularly concerning because they require only a small amount to inflict
massive casualties, combining high fatality rates with significant psychological impacts. Despite the complex nature of
manufacturing these wpans, the presence of a black market and available expertise make it feasible-frppetted
terrorist groups to acquire and deploy them.

Nuclear weapons, while representing the pinnacle of WMD in terms of potential damage, are seen as less accessik
to terrorist groups due to the substantial financial, technological, and material hurdles involved. This perspectivé is echoe
in the acadenaidebates and studies about the feasibility of nuclear terrorism. For instance, Matthew Bunn in 2006 estimatec
a 29% probability of a nuclear terrorist attack occurring over the following decade. His model highlighted the serious but
manageable risk, altlugh, fortunately, no nuclear terrorist attacks have materialized to date [12].

Interest and Relevance of Terrorism Issues (Scale 1-10)
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Fig. 8. Public interest and concern for terrorism issues on a 1 to 1(smalee: own]

The survey explored how respondents perceive terrorism as an interesting and current topic. None of the responder
considered the topic to be uninteresting or outdated; instead, 21 respondents (10.6%) rated terrorism as very current a
interesting. To snplify the analysis, the data were aggregated into three categories:

M 1-3 for 'Not Relevant',

119



9 4-7 for 'Relevant’,
1 8-10 for 'Highly Relevant'.

Although respondents concurrently viewed the threat of terrorism as unlikely in the Czech Republic, this finding is
positive in the sense that citizens do not underestimate the threat. It is important to note that this score may have be
influenced by tke ongoing conflict in Ukraine at the time of the survey. Given that the research was conducted just before
significant events in Israel and Gaza, it is plausible that the score might be even higher today, likely falling inghlthe 'Hi
Rel evant 6category.

Perception of Terrorism as a Threat to Personal Safety
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Fig. 9. Public opinion on terrorism as a personal safety threat [source: own]

The survey also probed whether individuals perceive terrorism as a threat to their personal safety. The response
were nearly split, with a slight majority, 51%, indicating they do not see terrorism as a threat, compared to 49% w&o do. Thi
finding suggest a notable divergence in public perception, which may be influenced by the nearly absent direct experience
with terrorism within the Czech Republic. Many citizens might view terrorism as a distant issue, occurring beyond their
national borders and notfaéting their immediate environment. Despite this local sentiment, an overwhelming 86.9% of
respondents acknowledged terrorism as a global issue, implying an understanding of its potential impact on an internation
scale. Additionally, the prevalent vienf terrorism as a remote problem might reflect a certain underestimation of the issue.
The absence of traditional attacks on Czech soil does not eliminate the need for vigilance and preventive measure
underscoring the importance of maintaining awareaadspreparedness even in perceivedibigat environments.

Belief in the Possibility of Preventing the Spread of Terrorism
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Fig. 10. Survey responses on the feasibility of preventing terrorism gsmade: own]

The issue of terrorism spread and its potential financing by individual states has been relevant for several decade
Over half of the respondents (51%) believe that the spread of terrorism cannot be prevented, and 77.3% perceive that the
are states thaupport terrorism. Those respondents acknowledging the existence of such states more frequently held the vie:
that it is impossible to prevent the spread of terrorism. Eradicating the threat of terrorism is not feasible soorréf there a
entities intentioally supporting terrorism.
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A significant 77.3% of all respondents agreed on the existence of states that deliberately support terrorism. Countrie
most frequently identified by respondents as supporters of terrorism included Russia, the USA, Iran, Afghanistan, Iraq, an
China. Russ resonated the most among respondents, which can be attributed particularly to a relatively recent resolutiol
passed by European Parliament members, designating Russia as a state sponsor of terrorism due to deliberate attacks by
Russian military on eilian targets in Ukraine. Countries like Iran, Irag, and Afghanistan have a long history associated with
the occurrence and support of terrorism, which is why they are often listed on official state sponsors of terrorisis lists. Th
historical context camibutes to their frequent identification by respondents as states that support terrorism.

Perceived Probability of a Terrorist Attack in the Czech Republic (Scale 1-10)
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Fig. 11. Perceived risk levels of a terrorist attack in the CRegiublic (Scale -1.0) [source: own]

Respondents were asked about their perception of the likelihood of terrorism occurring within our territory. Extremes were
rarely chosen; only six participants believed it completely improbable, and a single respondent (0.5%) saw it as extremel
likely. This could reflect the Czech Republic's history of never being the target of a traditional terrorist attack. While many
incidents in history might display characteristics of terrorism, they are often confused with actual terrorist attadks. To da

the CzectRepublic is one of the few European countries that has not experienced a verified terrorist attack, influencing the
public's belief that terrorism is not likely to happen locally. The average response rated the likelihood at 3.8/10,ukdhich wo

bepossi# t o categorize as "unlikelyo. It would also be int
of the war conflict in Israel and Gaza, to determine whether increased global tensions could influence a higher concern scol
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Fig. 12. Public perception of the most vulnerable settings for terrorist attacks [source: own]

Terrorism as a topic not only influences people's thinking but also serveetes@inant in their decisiomaking
processes. Many respondents indicated that the presence of terrorism significantly influences their choices of trave
destinations abroad; 60.1% of responses reflected this concern. Additionally, respondents ideagsiegents in squares
(78.3%), shopping centres (52%), and sports matches (40.4%) as locations with the highest perceived risk of terrorist attacl
Such events require considerable respect and appropriate enhancement of security measures to nytigettiche
occurrence of terrorism.

Furthermore, it was observed that those who perceive terrorism as a threat to their personal security are also more likely
consider the risk of terrorism when planning their travels abroad. This correlation suggests that the perceived threat c
terrorign significantly shapes individual attitudes towards safety in public spaces and international travel decisions.

Survey Impact on Increased Interest in Terrorism Issues
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Fig. 13. Effect of survey participation on interest in terrorism topics [source: own]

We firmly believe that awareness and understanding of terrorism, especially its comprehensive treatment within
educational systems, is insufficient. For example, terrorism is not adequately addressed in schools. Consequently, we al
hoped that participating in the survey would at least partially increase respondents' interest in terrorism issuesylt was ve
encouaging to find that, according to the final, twersixth question of the survey, 121 respondents (61.6%) indicated that
completing the questionnaire could enhance their interest in terrorism.

Thus, it can be modestly suggested that encouraging respondents to complete the questionnaire not only provides them w
basic information but also fosters a deeper interest in the topic and greater engagement in seeking out quality, verifie
information.

8. Conclusions

Based on the obtained results, the implementation of extensive awareness programs and educational initiatives
recommended to inform the public about the risks, prevention, and protective measures associated with BW. It is imperativ
to enhance media cexage of the BW topic, support the integration of relevant information into school curricula, and develop
targeted media campaigns aimed at expanding public awareness. Furthermore, strengthening international cooperation &
transparency within control mieanisms is proposed to increase public trust in the effectiveness of international agreements.
The creation of a unified online platform providing access to verified information and resources on BW could significantly
contribute to demystifying the topid increasing public awareness. Additionally, it is crucial to incorporate this issue into
awareness and educational programs within the broader context of weapons of mass destruction. This approach c
significantly contribute to overall public awarenegsisks and protective strategies in the current security situation.
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Abstract

Civil-military relations are still an undeesearched area in relation to the existence and deployment of armed forces.
However, it is thefactor that significantly influences the management of the state and the use of relevant power tools,
including the armed forces. The aim of this paper is to carry out research of the fundamental factors affecting the
establishment, deployment and contbhrmed forces. The research was carried out using the methods of analysis, synthesis,
comparison, abstraction, deduction and prediction. It was found that in democratic states there is a legislative framework fc
the establishment, deployment and conwblarmed forces. However, each state has its peculiarities. Their mutual
understanding is important especially in multinational operations. This can help in reducing differences of opinions and ir
achieving both political synergy and military interopelighi This paper can assist both civilian and military officials in
understanding their place in chilitary relations and their competencies in managing the armed forces.
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1. Introduction

The roles of civilian leaders of the state and senior military leadership evolved during the history and currently are
formulated in the legislative documents. This relationship has implications for the effectiveness of strategic decisions ir
pursuance of national interests. The military is more than simply a tool to its civilian principals.

Friction between the military establishment and its civilian leadership is not a contemporary phenomenon. The
debate concerning civihilitary relations has been a fundamental issue for long time and surely in the future it will be as
well. Tension betweemembers of the military and civilian leaders existed, exist and will exist. Especially it was visible in
the postcommunist states in which democratization processes took place. The Central and Eastern European states have
in place the core institutics and practices of democracy, and this is reflected inrilitiary relations in these states. This
was, among other things, requirement for their accession to the NATO and the EU. The basic signs of friction between th
political leadership of the s&tand the military leadership of the armed forces are also visible in the ongoing conflict in
Ukraine. It is probably one of the reasons why there was a change in the position of Chief of the General Staff of the Arme
Forces of Ukraine.

The members of these organizations are currently using and planning to use military force in the future. This trenc
poses fundamental questions about the use of military force in world politics and the relationship between civilian political
leaders and #amilitary in shaping when and how force is used.

The intention is to provide a comprehensive and comparative overview of the approaches used in the application c
civil-military relations in achieving goals at the strategic, operational and partially tactical level. The author's effort is to
achieve a cmprehensive view of the considered issue with an emphasis on use in democratic states and organizations.

The author draws on the existing mostly western literature onnilitary relations. The literature used includes,
for example, the works of Cottd¥], Krupski[2] or Rapp[3]. The literature cited covers the general topic broadly enough
and from different perspectives (e.g., military and/or civilian role in governance, etc.) and was therefore chosenhoy the aut
as a starting point. Other authors also deal with issues bfailitiary relations. Elischefd], D u d z ¢land Pettaitise
[6] focus on the specific environment in which chrlilitary relations apply. This creates good conditions for comparing
different approaches to the mentioned issue. Pantalegfribes basic principles and standards of democratic control of the
security sector which is also very fruitful to understand investigated context.
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The work of the American author Huntingt{8] can be perceived as a capstone work, covering the issue of the
position of the soldiers in the state. It brings a critical view at the processes of security and all actors involvément to i
including elected representatives of citizens, who play an imporble in thecivil-military relations Literature by authors
such as Graj@] and Lynn[10] is useful for understanding the lotgrm development process of cililitary relations in
the context of armedonflicts and wars.

Works by authors such as Balg¢4], Rana[12] and Steed13] are significant precisely in relation to the military
representatives of the essence of the matter. The mentioned authors illustrate it with several examples. Some of tthe mentior
examples are rather individually processed in the literature and theitefreecessary to look for a wider context for the
use of own research findings. That is the reason why it is necessary to solve the raised problem and pay more attention to
It is necessarto find a general connection of the rules valid for large players to the conditions of small states. There are, for
example, in Central Europe, a large number.

The aim of this paper is to carry out research of the fundamental factors affecting the establishment, deploymen
and control of armed forceBue to the theoretical framework of the paper, empiacellytical methods were used to achieve
the goal. Subsequently, synthesis was used. Main functions of the chosen approach were description, classificatio
abstraction and typology. When processimgjvidual parts of the text, the analysis of the achieved theoretical knowledge as
well as empirical conclusionsere applied. These were subsequently generalized, and deductions and partial predictions
were made.

The supporting methodological approach was the use of a combination of theoretical knowledge and practical
experience of the author, using sociological and psychologpaioaches that were, are and probably will be used in the
issue of civitmilitary relations.

2. Establishment of Armed Forces

The armed forces (AF) are a specific formal social organization that uses armed violence in the interest of the entit
that created it and uses it to pursue its political goals. This means that the AF is an instrument of power, and it is not a
implementerf power that could decide its size and deployment.

The creator and user of the AF can be:

- the state represented by the highest bodies of state (legislative and executive) power,

- an insurgent organization that acts as a body of the state power (de facto, by rising against the lega
government for political reasons, effectively controlling part of the state territory and establishing an
independent government power in @ssentidy a government) and fighting the central government,

- an international organization that, because of an international agreement of an intergovernmental nature
establishes a joint AF of thmntracting parties or disposes of a dedicated part of the AF of the contracting
parties.

The specificity of AF consists in the fact that, under the conditions of their legitimate use (decision on their use in
accordance with the constitution of the relevant state and the UN Charter) and compliance with the principles of internatione
humanitaian law, itis a legal instrument of armed violence. This means that, subject to compliance with the stated conditions
their members are authorized to kill or injure enemy AF members in battle, damage and destroy their military objects an
material.

The AF of a sovereign state was and currently still is one of its basic institutions. As a result of fundamental change:
in the security environment, their nature, structure and functions may change, but their main mission remains. THe AF is sti
irreplaceable, the most important and the strongest instrument of the state ensuring its independence, territorial integrity an
the integrity of state borders. On a foreign policy scale, they represent the basic symbol of its sovereignty and are the ma
guaranto of its subjectivity under international law. It is expected that the modern AF will be formed as an institution with
strategy, military doctrine, training, education, organization, equipment operations, and tactics to achieve decisyve militar
results [9.

The AF can generally have the following character [14]:
- regular AF,
(permanent, organized and acting according to military regulations)
- irregular AF.
(insurgent armed formations that is under the command of persons responsible for the insurgent
organization for the actions of their subordinates and it is subject with an internal disciplinary system)

In this case, the term regular AF becomes synonymous with the term armed forces. Some states consider the tel
army to be synonymous with the term armed forces. For some countries (especially in th&a@mglenvironment), this
can cause misunderstandibgcause they perceive the term only as ground forces, i.e. one of the basic components of the
AF. Some militarily strong states perceive the term army in the meaning of a military formation made up of two or more
army corps. For that reason, it is appiafa to prefer the term armed forces in general.

The AF of the democratic states is a legal instrument of the state power. The basis of their establishment in
democratic state is usually the constitution of the respective state. The definition of the mission, main tasks andthasic str
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of the AF of the relevant state is subsequently defined in a special founding law. For example: in the case of the USA, iti
United States Code Title 10 [15], in the case of the Czech Republi# &ik o 219/1999Sb.co z br oj enT ch si |
republiky (Law No. 219 of 1999 about Armed Forced of Czech RepJttk)i n case of t he Sbnovak

| .321/2002 Z.z. o ozbrojenlch sil&8ch Slovenskej repub
Republic)[17]. The specific sitation is in GreaBritain, where the parliament adopts a law on the AF every 5 years based
on the Bill of Rights from 1689 (1689 Bill of Rights) [18], which allows in peacetime to maintain a standing army only with
the express consent of Parliament.

3. Personnel of Armed Forces

The AF of a democratic state is a state institution with a priority purpose of applying legal armed violence against
the aggressor. Consequently, the current conflicts between state astghigogctors, which is asymmetric in nature, are even
more difficut for regular conventional forces to consider whether and how to use the deadly potential at their disposal [19].
The development and use of rlathal weapons is also a consideration [20].

Through its activity, the AF produce a public asset, which is the assurance of sovereignty and territorial integrity.
Based on the above, the AF can be perceived as a production entity that needs adequate human, material and finan
resources for its aiwity.

The AF human resources are referred to as the AF personnel. By this term, we understand the sum of persons wi
are included in the organizational structure (either peacetime or wartime) of the AF. The AF human resources are created |
military and civilianpersonnel.

3.1. Military Personnel

The military personnel are the main personnel component of the AF. The term "member of the Armed Forces" is
synonymous with the term "soldier" in its general meaning. It refers to a person performing military service in unifatm, arme
and materially equipped in accord® with functional and rank classification.

The essence of the rank hierarchy is the enlistment of soldiers into rank categories: enlistednmagsioned
officers, and officers (including generals). The officer corps is the key military personnel for organizing the actithiges of
AF. Accordingy, it is destined to perform command and control functions and in all militarily advanced states it is made up
of professional soldiers.

Members of the AF in the categories of enlisted andemnmissioned officers are mostly direct performers of
combat and nogombat activities and are partly commanders of the smallest military units. Thietamgrend is to reduce
the number of other #diers to one officer. This phenomenon can be explained primarily by the increase in the share of
officers in the exploitation of modern weapon systems and by the increase in the number of smaller, independently operatir
units under the command of juniofficers.

In addition to rank classification, the enlistment of military personnel into active duty and reserve soldiers is also
applied. Depending on whether it is professional or conscription AF, all soldiers in active duty are professional soldiers, o
part of trem are professional soldiers and part of them are soldiers performing compulsory military service. The nature of the
AF affects the creation of mobilization reserves. The advantage of professional AF is the lower need for financial resource
for the trainng of soldiers in active service, but the lower number of reserves. On the contrary, the advantage of conscriptiot
AF is a relatively high proportion of reserve formation, but with a higher frequency of personnel training and thus a higher
need for finanal resources.

Skills, health, education, and training can by evaluate as the key factors of the concept to create military personne
The broader view can include emotional intelligence, work experience, employeeeingl] and loyalty to the institution,
as well as th social and cultural characteristics. These characteristics are also important for military human capital, as the}
help to reveal its potential and fulfil an important national duty [5].

To adapt military personnel to the modern conditions of-ciiitary relations, we must focus primarily on officers
in active duty. It means to handle the context of warfare, and another thing is what share of it will be civilian agd militar
matter. Itis necessary to perceive that it is not focused only on the development of "uniformed" personnel, but also civilian
personnel to ensure the comprehensive security of population at the national, regional and local levels [21].

Activities in power struggle belong to three areas:

- the use of political/diplomatic tools,
- the realization of intelligence/special operations,
- the deployment of the armed forces.

A classical power struggle with the use of foreign affairs, intelligence with hidden activities and uniformed military
services is reflected in this hierarchy. The actors of the power struggle have different interests. They are determined to u:
force, wheher military, political or economic, to achieve them [22]. Military power depends not only on manpower, weapons,
or resources, but success on the battlefield lies in the mind of soldiers. Military capability depends on personnebhith the
qualifications in the right job when we need them there [5].

The main feature of value is that personal interests become more important for individual. This feature is also
connected with individual perception of your own place in the community or institution. Nowadays individual needs are
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higher than collective commitment. The standards and expectations which rise from institution become inconsistent witt
service perception of contemporary officers. Aspect of individualism in collective values propagating military institution
leadstoambi@l ent situation. Modern societyébés structure and
i mportant challenges for national defence securittgyy and
remains cruciafor national defence tasks implementation because defence tasks always require specific values, attitude ar
beliefs. Nowadays convergence of cimillitary relations might be challenging. Contemporary society trends that are specific
with such featuressaindividualistic, hedonistic, liberal values suggests plausible identities foundation for armed forces
individuals. Traditional, demanding institutions values become difficult to accept for nowadays officers [11].
Comprehensive use of <civilian and military instrum
command/control are encouraged. Especially officers must also perceive their placermilitary relations in this regard
[12].

3.2.Civilian Personnel

Civilian personnel are an additional component of AF, which is assigned exclusively to job positions that are not
related to combat activity. These are mainly logistical and administrative positions performed outside the area of comba
deployment and teaity positions in those military schools that are part of the AF. Such predetermination of the job positions
of civilian personnel results from the Geneva Conventions | to IV from 1949 and the additional protocols | and Il from 1977
[23]. It follows from tteir content that only military personnel with the status of "combatant” can participate in armed
activities.

According to Article 44, paragraph 4 of Additional Protocol | to the Geneva Conventions, a member of the AF has
the status of a combatant on the condition that he complies with the obligation to distinguish himself from a civilian by his
clothing (obligaton to wear an identification mark visible from a distance) and by publicly carrying a weapon during any
military activity. In compliance with these conditions, the combatant:

- has the right to actively participate in hostile activity,

- is entitled to violent acts (killing or injuring combatants of the other side, damaging or destroying military
objects and material) if his violent acts do not violate international humanitarian law, his actions have the
character of an authorized activand do not lead to criminal liability,

- represents a legitimate target of attack by enemy combatants,

- has a legal right to the status gbrdsoner of war.

On the other hand, from the content of Article 51 of Additional Protocol | to the Geneva Conventions, it follows
that a civilian who engages in armed activities loses the right to protection (immunity from attack) and becomes a lega
military target. The dicles mentioned above are binding on the signatory states of the Geneva Protocols in all cases of
international armed conflicts in which they participate, either as direct actors or as a third party (for example, when
participating in operations with aNUSecurity Council mandate to enforce peace). When the AF is deployed-aomdrat
operations (for example, stabilization or assistance), international humanitarian law does not limit the participation of AF
civilian personnel in these activities.

Despite this, the use of civilians (not only AF civilian personnel) is calculated not only ioonaimat operations
but also in warfare. There are two major reasons for use of civilians in the warfare. One is the fact that they are where tf
battles are tdng place. This is only increase in the future as cities grow even larger and population continues to explode.
The second is that there is an innate weakness for hiighesoldiers seeing death or harm done to an innocent. These two
combine to make thase of civilians avery lowrisk, highprofit area [13].

Security can contain military, environmental, economic, societal and political sector, or it can be appended by
informational, or even also energy sector. It is a subject of discussions [24]. In any case, the military is represdnted in i
combination vith many others that are of a civilian nature. The challenge is how to connect the mentioned sectors, to
determine the overall responsibility as well as the share of responsibility in individual sectors. Preparing militaiifeand civ
personnel to work imisk management is a challenge for educational institutions, especially at the university level [25] [26]
[27].

4. Position of the Armed Forces in the Structure of the Staténstitutions

The state stability is given by many factors such as the political system, military capabilities, law enforcement, social
and economic stability of the country [28}lilitary capabilities undoubtedly occupy an important place in the entire
mentioned systenThe position of the AF depends on several factors, among which the character of the state in terms of the
applied form of government (authoritarian or democratic state) dominates. It determines the position of the AF in the syster
of state bodies and tleplied principles of supervision over the activities of the AF.

Most states have a military as a highly organized, well trained and armed force maintained by them and authorize
to play an adequate role in the statehood. In democracies, a principle of a civilian control over the military prements it fr
gaining too mah influence but one knows examples of military becoming in lead (military junta) and, as an extreme case,
domi native and fully influencing all areas of statehoo
and everytm nughddear ea kimow i t ary statedo name [ 6].
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Identifying the position of the AF in the system of state institutions means clarifying the role of the AF in the
performance of state functions, i.e. on the performance of activities by which the state realizes its mission. Fdothe state
recognizedoy the international community as a sovereign power authority that directs the actions of the population on its
territory through law and with the use of power, it must have a system of executive power bodies with the ability to perform
the basic functionef the state. Among them is the security function that ensures the security of the state as a whole and it:
citizens. The security function is complex in nature and its integral part is also the defence function of the statel performe
with the aim of:

- prevention of the emergence and organized management of a crisis caused by the violation of sovereignty
and territorial integrity because of military aggression,

- prevention of the use of armed violence by other state andtats entities against the vital interests of
the respective state.

The main implementer of the defence issues of the state is usually the Ministry of Defence. The main executive
institution of the Ministry of Defence is the AF, which operates under the direct subordination of the Ministry of Defence.
Usually it acts as gpolitical-strategic, conceptual, standasetting and administrative body around creation and
implementation of defence policy and militgpplitical management of the AF. At the same time, it does not solve the
military-professional matters of the AF.

Finding the border between the militgoplitical and militaryprofessional part of AF management is a real
challenge for those dealing with security and especially military matters. The challenge is also what kind of persons are i
civilian positions (itmeans in the militarpolitical part) in the mentioned processes. They can be civilians who have a civilian
education and have never served in the AF. As a result, they do not have the appropriate experience or knowledge of hc
military units are workingTheir advantage is that they are e.g. experts in security, economy, law, etc. as well as not being
encumbered by their ties to the military environment. However, they can also be civilians (former soldiers) who have a
military education and served in th&AThus, they have the appropriate knowledge and experience of how military units are
working. The challenge lies in what ratio of civilians with military experience and without military experience to use in the
processes. Even more so because they latedaby persons who emerged from democratic elections and for them the
management of the Ministry of Defence is a political matter.

It is in the abovamentioned areas that the space for-sediization of soldiers is offered after the end of their
military career. The military must actively prepare for transitions in civilian leadership. Politicians and civilian aspointe
will require greater involvement at the beginning of their terms. This is not a burden; it is an opportunity. Higher engagemen
at the onset must have an aim of aligning goals with the newly elected or appointed civilian principals. The fact that man
civilian principals now have very little military experience makes this even more important. The military must actively engage
its leaders and receive guidance. There is no need to frame threats. Military leaders must understand that their issues may
only one of manyational interests their leaders are trying to address [2].

5. Democratic Control of Armed Forces

Demaocratic Control of Armed Forces (DCAF) means the management, supervision and control dimension of the
instruments used inonnection with the existence of the AF. DCAF belongs among the basic attributes -ofildiaily
relations in democratic states. The need to deal withwililary relations, or to codify some of their attributes, dates to the
19th century and is rekad to the emergence of mass armed forces, the professionalization of the officer corps, and the gradus
separation of this professional group from civil society.

During the 20th century, democratic control emerged as a doctrinal principle of the relationship between the political
bodies of a democratic state and its AF, which defines the indivisible responsibility of the political leadership &f the stat
stratgic decisioamaking on the construction, development, use of the AF, as well as their resource provision. During the
Cold War, especially in the Eastern Bloc, the question of DCAF was not given special attention. The key topic was the
guestion of the poteial use of the AF of NATO states in a possible military confrontation with the AF of the Warsaw Pact
states. After the end of the Cold War, this question became a dominant topic, especially in connection with the transition c
the former communist statds the Western model of democracy. As part of this process, it was necessary to make
fundamental changes that would rid the AF of both their subordination to one political party and their privileged position
among state institutions in their resource psn [1].

The question of DCAF became critical in connection with the decision of the NATO authorities to include mentioned
issue among the determining conditions for joining the Alliance. Paradoxically, even though the Alliance emphasized the
DCAF, it did not havea universal model for the application of it. Its creation became the subject of research not only within
the Alliance but also in the scientific workplaces of various international security organizations. Democratic civilightovers
of the AF and the eime sector of security, including intelligence are of crucial importance in the process of democratic
consolidation of the transition countries. Effective functioning of the security sector turns into a major feature of the
democratic society [7].

Since the last two decades, we can see strong difference between Russian and Western attitude-toilitea\civil
relations. Russia is witnessing growing its military involvement into all statehood areas while modern formarolitzixgl
relations arevisible in the Western countries. Today, differently from a majority in the Western countries, Russian military
organization remains a follower of Prussian military organization and continues using its culture and philosophy [6].
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I n both, the idea is to create the homeland and to
is promoting by similar state values and virtues (loyalty and devotion to the state, a cgemaerpatriotism) and proposes
efficiency, austerity and discipline to achieve this. A closer look taken at it, we can see difference in democratic and
bureaucratic approaches.

Russian system can be characterised as a division of labour, a clearly defined organisational hierarchy, detailed rul
and regulations including a way of working, a personnel selection, carrier policies and impersonal relationships in the
organisation. Althese characteristics are so well presented, imbedded and followed in Russian military organization.

On the other side, the purpose of DCAF is to apply such a principle of relations between the political representatior
of the state and the AF, which is intended to prevent the risk of a military coup and, on the other hand, to prevent them fro
becoming diberal organization without strict military discipline. DCAF also ensures that the AF will not be abused in the
political struggle for power in the state, i.e. to promote the party's power ambitions. When applying DCAF, it is dsstential t
their functioral parameters are preserved and that they can fulfil the tasks for which they were created and while they do nc
have the opportunity to threaten the democratic principles of the society for which they were intended. A balance must b
achieved between pttial and militaryprofessional intentions in the use of AF [10]. Therefore, the debate over the civil
military relationship inherently involves discussion about how these two actors interact [2].

The subjective definition of civilian control presupposes a conflict between civilian control and the need of military
security. This was generally recognised by adherents of civilian groups who commonly asserted that continued military
insecurity made cilian control impossible. Steps necessary to achieve military security are thus viewed as undermining
civilian control. On the other hand, the effort to enhance civilian control in the subjective sense frequently undermined
military security. If civilian ontrol is defined in the objective sense, however, no conflict exists between it and the goal of
military security. Indeed, just the reverse is true.

The question is what conditions are likely to maximize military professionalism and objective civilian control. The
answer depends upon the relation between the two levels ofrdlitdry relations. On the power level, the key issue in the
power of the fficer corps relative to civilian groups within society. On the ideological level the key issue is the compatibility
of the professional military ethic with the political ideologies prevailing in society. On the one hand, criteria arebgeeded
which to masure military and civilian power. On the other hand, some notion is required as to where the professional ethic
fits into the spectrum of political opinion [8].

The creation of the national security policy is decisive in the mentioned relations [3]:

- there is rarely clear policy guidance,

- the process is iterative rather than linear,

- political decisions are rarely timely,

- mutual trust is not automatically conferred and is the result of personal relationships built over time,
- civilian and military leaders need each other,

- the civil-military divide neglects strategy.

The application of the principle of political control over the AF is visible even in dictatorial regimes, where the
political representation of the state is not a product of the democratic electoral system, but the dictates of thetyuling par
Special cagis in countries in which the AF continue to dominate the political system. Governments can use the AF to contair
riots or protests. In functioning democracies, the police perform this task. Situations in which governments resort to the AF
to quell riotsand protests indicate either that these riots and protests ran out of control, or they point to the autocratic natur
of the incumbents [4].

Although there is no universally valid model for ensuring DCAF, theregganeralized principles of democratic
control, the content of which is:

a) Constitutional (legal) guarantee of the subordination of the AF to the political bodies of the state with a clear
definition of the constitutional bodi esd competence
matters of the AF. It repsents a process in which the constitutional bodies, within the scope of their competence,
decide on the use of the AF, on the allocation of resources (human and financial) for the needs of the AF, and withi
the defined scope they control their activitis.individual states, there are differences in the competence of the
parliament, the head of state and the government in the cited matters, and it is basically defined in accordance wit
the power traditions and political culture of the respective stategexample, fundamental differences in the powers
of the president and the government stem from the applied system of governance (state with presidential o
parliamentary democracy).

b) Combined representation of civilian and military personnel in the structure of the Ministry of Defence with a
predominance of civilian personnel in conceptual and management positions, including the position of Minister of
Defence. The purpose of this meesis that the solution of militasgolitical matters such as the AF profiling was
the responsibility of civilian management staff, and military personnel acted more in the role of advisors. Such
allocation of competences is intended to prevent uncritiaiditary-biased opinion in the cited matters. An important
prerequisite for the application of this principle is the stabilization of civil servants in key management positions and
their managerial competence. The possible inclusion of lay people irgeragat positions (in matters of the AF
functioning) creates the possibility of promoting incompetent opinions and realizing their ambitions at the expense
of the AF through their legally guaranteed management competences. They can thus create précequistass
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reduction in the functionality and efficiency of the AF. It is possible to counter this by introducing a system of
military-theoretical training of civilian employees to the extent that corresponds to the requirement that the managel
knows the object of nmagement to the extent that corresponds to his management competencies.

c) Parliamentary supervision over the development and the deployment of the AF to ensure the legitimacy of the AF
The principle of "parliamentary supervision" is based on the basic principle of democracy, which is the right of
citizens to control the exereisof state power. Citizens exercise their authority over public affairs through elected
representatives who have the duty to control how power institutions are created and used. Accordingly, the parliamer
is the most important subject of democratic cdrifdhe AF. For this purpose, the parliaments of democratic states
have created special bodies in the form of a specialized committee for the affairs of the AF. Parliamentary supervisiol
over the development and the deployment of the AF is generally bagbd scope of Parliament:

- approve the state budget, check its implementation,

- decide on the declaration of war if the state is attacked or this results from obligations from international
agreements on joint defence against attack, and after the end of the war on the agreement of peace,

- express consent to send the AF units out of own territory,

- express consent to the presence of foreign AF units on own territory.

d) Maximum transparency of the AF and their accessibility to the media represent important elements of the process ¢
building trust between civil society and the AF. In this process, a significant role is played by the periodic publication
of the secalled 'White Papers on Defence". It is an analyticahceptual document in which, based on a rigorous
analysis of the current state of defence assurance and the AF readiness, the principles, direction, priorities and bas
guardrails for the further developmaeritthe defence sector are defined. In this context, the "White Paper on Defence"
represents a source of data for defence planning and, at the same time, a tool for communication between the Minist
of Defence and citizens. By its nature, it has the ambitd gain the understanding and support of the wider
professional and lay public for the tasks and needs of guaranteeing the defence of the state, including the developme
of the AF.

After the end of the "Cold War", the issue of DCAF became part of the complex transformation of the AF of both
"traditional” democratic states and pastmmunist states. The mentioned transformation manifests itself:

- strengthening the politicahilitary nature of the Ministry of Defence and respecting the autonomy of
commanding bodies in militargrofessional matters,

- changes in the mission of the AF by adding a "penaking mission" in the form of establishing peace,
building peace and maintaining peace to the traditional "war mission" in the sense of achieving victory
over the enemy in a general war. Developmengalds in the global security environment indicate that the
importance of the "peaamaking mission of the AF" will increase and the importance of their traditional
mission will stagnate or decline in proportion to the decrease in the probability of threadutd war
between sovereign states,

- structural changes in the sense of an overall reduction in the number of soldiers and basic types of military
equipment, together with overall professionalization and the generation of newaditional capabilities
such as civimilitary cooperation gaability (CIMIC), which is frequently applied in the entire spectrum
of peace operations,

- technical and technological progress in armaments (introduction of new sophisticated types of armaments
and information technologies into the AF).

International security organizations, in an endeavour to unify the democratization efforts of member states, have
adopted several initiatives in which they encourage a democratic approach to the creation and use of AF and identify genel
norms and procedas in the field of their democratic control.

A general overview of the initiatives of international organizations in the field of identifying standards of democratic
control of AF is presented in Table 1. Despite their insufficient enforceability (absence of sanctions for violatiohayghey
an urdeniable benefit in unifying the views of member states on the issue of mechanisms for ensuring DCAF.

Table 1.
Initiatives ofinternational organizations in the field of DCAF
Organization | Focus of the initiative Contained in document
UN A call to the UN member states to encourage the | UN General Assembly Resolution 55/9¢

development of democracy by, among other thingy on promoting and consolidating
guaranteeing that the AF will remain subordinate t| democracy (2000)

the democratically elected civilian government
Recommendation to UN member states to apply | Human Development Report 2002
exhaustively defined principles of democratic cont
of the AF,police and other security forces

OECD Detailed specification of politically binding standar{ Code ofConduct on PoliticéMilitary
of democratic control of military, paramilitary and | Aspects ofSecurity (1994)
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security forces as well as intelligence services ang
police

NATO ThePartnership for Peace (PfP) program, in which Partnership for Peace Framework
one of the five objectives is to ensure democratic | Document (1994)

control of the AF
EU The Copenhagen criteria for joining the EU includ¢ Agenda 2000, A 9
Legal responsibility of the AFolice and security
services

Source: own work

The most important of the mentioned initiatives can be considered the OSCE initiative contained in the document
"Code of Conduct on PolitieMilitary Aspects of Security" published in 1994. This politically binding document concerns
not only the democraticontrol of the AF, but all intervention institutions of the security sector (police and other armed
security forces).

The Table 2 identifies a set of standards of democratic control, which can be divided into international standards
(applied at the level of the signatory states of the Code) and national standards applied at the level of the AF.

Table 2.
Basic international and national standards in the fiefabtifical-military aspects of security
International standards National standards
Application of the principle of solidaritysupport for Political management and control of the AF and thg
joint response if agreed standards and principles are | armed security forces of the state should be carrieg
violated through constitutionally elected bodies with

democratic legitimacy
The maintenance and use of the AF must be in accord Limiting spending on armaments, the defence budg
with international law, i.e. in accordance with approved by law, transparency and public access t
international agreements regulating numbers of the AR information about the AF

ways and means of conducting armed conflict and the
protection of victims of these conflicts

Maintaining the military potential within the limits of Consideration in laws and regulations of the rights
military sufficiency for the need of individual or obligations of military personnel, ensuring the
collective defence exercise of human rights and freedoms by military
personnel in accordance with service requirements
Application of democratic principles of decisiomaking | Political neutrality of the AF, adoption and applicati
about the military capabilities of the state of measures againatcidental or unauthorized use @
the AF

Deployment of the AF on the territory of other states ol Deciding on the use of AF to ensure national secur,
with their consent and in accordance with internationall in accordance with the constitutional framework
law

Source: own work

The "Geneva Centre for Democratic Control of Armed Forces" plays a particularly important role in the field of
consulting services. It is an international organization founded in October 2000 on the initiative of the Swiss government
operating in accordae with Swiss laws. 61 countries of the world are represented in the "foundations”, including
Switzerland. The governing body of the foundation is the DCAF Board with about 100 eXpmyscollaborate with
international organizations, such as thg, NATO, AU, EU, and OSCHE29].

The centre collects information and conducts research to identify problems, collect experience and propose be:s
practice in the field of democratic control of the security forces. Through practical work programmes, the centre grovides it
expertise and sygort to all stakeholders, particularly governments, parliaments, military institutions, international
organisations, neagovernmental organizations and academics.

6. Conclusions

It was found that in democratic states there is a legislative framework for the establishment, control and deploymen
of the AF.Civil-military relations must be linked to security and to democratizationever, each state has its peculiarities.
Their mutual understanding is important especially in multinational operations. This can help in reducing differences of
opinions and in achieving both political synergy and military interoperability.

Security is a complex issue in democratic states as well as in the states with some form of authoritarian regime
Security in this context implies the only (external/national defence) role for the military in democratic and dual
(internal/public safety andxternal/national defence) role for the military in authoritarian regime. In transition states with
weak civilian control, discussion of these roles runs the risk of challenging the status quo, in the absence of spgxffic atte
toreducethearmedforeed r ol e i n internal policing. Coups doéo®tat o
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Accordingly, a more propitious setting for civilian control of the armed forces must be consciously built. There is tension
between the need to have the military focus on its mission of external security (notably where history and constitutiona
provision press the armed forces into internal security activities) and the need to have the military fill the gap where
government capacity to deliver services or maintain internal security is low.

This paper can assist both civilian and military officials in understanding their place imditary relations and
their competencies in managing the armed forces. The concept of civilian control of the professional military in the
democratic states istrongly given. The concept of the subordination of the military to civilian control ensures the continued
adherence of democratic principles. Mentioned principles produce impassioned discussion on both (military and civilian)
sides. The primary questiom the past was: what pattern of ciwililitary relations to create. Nowadays primary question is
where the balance between impact of civilian nonprofessional decisions (in military point of view) and impact of military
professional influence to politicdlecision makers is.

Small countries (such as Slovakia) can learn several lessons from global players efforts to create functional civil
military relations. While conceptual and legal frameworks for ¢ilitary relations in some small countries have been taken
over and adapd for one's own needs, they need to be fully implemented and tested. Some additional efforts are required fo
better delineation and coordination for all stakeholders to therilithry relations. Social awareness of the importance of
creating firm rles requires more attention. The preparation of military as well as civilian personnel working in defense sector
is particularly important. Extremely important is also preparation of civilian deemalters who are part of mentioned
processes only for shidime (election period).

Despite some predictions, it is not certain which direction-oiiiitary relations will take. Only the future will tell
whether the militaryprofessional aspect will be strengthened and respected when setting strategic goals, or whether the aspe
of political responsibility will be more enforced. It appears that the evaluation of the mentioned aspects will be a never
ending process and further research is needed.
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Abstract

The paper's main aim will be to present the research results that mapped the reflection of current war conflicts on th
situation in Czech children's homes. We investigated whether ongoing war conflicts are changing the population of
children in these ingutions and to what extent children's homes are prepared to meet the needs of children from war
zones. We worked with a qualitative research design based on close contact with the research setting. We have identifit
several areas that require attentitmparticular, these are issues of religion and sacilbural norms. We have also
identified the need to significantly strengthen the training of teaching staff in the area of skills for working witmchildre
traumatized by war and refugee experiences.
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1. Introduction

The explosions of war do not only tear up battlefields; they also tear up families. The most vulnerable members of
our societies, children, suffer from war [1;2]. Although children should be guaranteed the protection guaranteed by
international convention@], many families prefer to send their children to the relative safety of a foreign country. It has
been demonstrated that separation from parents profoundly impacts a child's psyche [4;5]. Studies have repeatedly confirm
that the experience of wamduced separation has a massive effect on children's psychology and development [6;7]. The issue
of children displaced abroad by war in their homeland is extremely relevant in today's geopolitical situation. In ozedlobali
society, the changes caused lgned conflicts affect us all [8]. As soon as a child enters the territory of the country of
destination, he or she is subject to that country's degial protection legislation [9]. In many cases, the child is placed in
an institutional setting.

The paper's main aim will be to present the results of a unique research that mapped the reflection of current we
conflicts on the situation in Czech children's homes. We investigated whether ongoing war conflicts have an impact on th
composition of chilren in these institutions and to what extent children’'s homes are transported to meet the needs of childre
from areas of war conflict. This issue is minimally elaborated in the Czech space; the responsible ministriedaptld in
analyses. We focusedresearch on the area of special educational needs, the area of socialization of newly arrived children
in the Czech school environment, and the area of social interaction of children with experience of war conflicts with childre
from the intact populadin.

We divide the paper into two main sections. First, a brief introduction to the social and legal protection of children
in the Czech Republic will be necessary, as this is a crucial sector for children coming from war zones. We will then preser
the reseaitt design of our qualitative research. In the second part of the paper, we describe the research setting and preser
unique case study. We then describe the research findings. In the discussion, we outline recommendations for practice a
finish the papewith a conclusion in which we appeal to experts to pay more attention to the issue of children coming from
war zones and their stay in residential childcare settings.

E 2024The Authors.
Peerreview under responsibility@dener al Jonas Gemai ti s addUnhiveisity af Dgfence cCaedreRepublic
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2. Child Protection

The fundamental child protection legislation in Czé&dfpublic is Act No. 359/1999 Coll. on Social and Legal
Protection of Children, which introduced new perspectives and new services to help vulnerable childreleg&ocio
protection of the child means ensuring the child's right to life, to his or heafaleatevelopment, to parental care and family
life, to the child's identity, to freedom of thought, conscience, and religion, to education, and employment. Alsoeg includ
the protection of the child from any physical or mental violence, neglect, aruesgloitation [9]. Child protection, which
is a broader concept than sotégal protection, thus encompasses the protection of a wide range of rights and legitimate
interests of the child and is therefore regulated in different branches of law andtilmyisf different legal forces [10].

Social and legal protection does not only apply to Czech citizens, but also to any children who are present on thu territory
the Czech Republic. If a child finds him/herself in a situation where social proteat@onention is needed, the procedure
is as follows.

The social workers of the child welfare authorities first check whether there is a person responsible for the child's
upbringing in the Czech Republic, and if they are unsuccessful, they begin to address the child's situation. They must fin
out the agename and nationality of the child. In some cases, where the child does not have an identity document, the
authorities have to base their decision on the stated age and register the child as a stateless foreigner. The Girld Protect
Authority also estabshes the contacts and initials of the child's legal guardians, relatives and details of extended family [11].
If the unaccompanied minor alien is not an applicant for international protection, the municipal authority of the mynicipalit
with extended compence is obliged to immediately inform the competent embassy and the Office for the International
Protection of Children in Brno. The municipal authority of the municipality with extended competence shall discuss with the
embassy the way of connecting tireaccompanied alien minor with his/her parents or other persons responsible for the child.
If it finds that there is no person responsible for the child's upbringing in the Czech Republic and that it is nottpossible
hand the child over to the care oétharents or other close persons, the social worker submits to the district court a proposal
for an interim measure placing the child in an institution of institutional upbringing. In the case of an alien child with a
language barrier, such a child is gddn the Institution for Alien Children in Prague.

The Institution for Alien Children is a state organization managed by the Ministry of Education, Youth and Sports,
which works in the system of residential childcare. The Institution for Alien Children takes into its care children of foreig
nationality who find themselves in the territory of the Czech Republic without the accompaniment of their parents or other
persons responsible for their upbringing. It also receives children whose parents are in prison or custody, and ttieme is no o
person in the Gzch Republic who could care for them. Children who are themselves criminals, educationally unmanageable
or children for whom other forms of outpatient assistance have not been effective are also placed here. They may also inclu
abused, exploited, andafficked children.

The Institution for Alien Children accepts children aged83years on the basis of a court decisioon a
precautionary measure, on institutional childcare or on protective childcare. The facility also accepts childreallied so
voluntary diagnostistay, which is the only form of stay in the facility that does not have to be supported by a court decision.
In this case, the child is admitted on the basis of a contract between the establishment, the parent, and the child for a tw
month voluntary stayDuring this period, a comprehensive diagnosis of the child is carried out (psychological.- special
educational, educational, medical and sdemal). At the end of the stay, the child returns to the care of the parents, and the
facility recommends furtheforms of work with the child. In cases where no other solution to the situation is available, the
child is placed in a children's home. The child may remain there until the age of majority, i.e. until the age of tBildf the
is still studying, the sty in the children's home can be extended until the age of 26.

3. Research Design

We are utilizing a qualitative research approach that has demonstrated efficacy in prior studies [12]. Qualitative
research methodologies have the potential to significantly enrich the contemporary inclusive paradigm [13]. Our initial date
collection empbys semistructured interviews and participant observation, with interviews being the predominant method in
qualitative research [14]. Notably, researchers have a shifting perception regarding the interview process, emphasizing tt
need for researchers teconcile their personal involvement with their professional stance [15].

We contend that an actively engaged researcher yields more dependable results than a passive researcher [16].
qualitative researchers, we maintain close contact with the subject group, investing significant time within the researcl
environment [17]. Tts proactive involvement mitigates respondent distrust, particularly in-kliseommunities like the
childrends home we study. Our research design compri sce
observations, and analyzing pedgigal documentation for initial data collection. Subsequently, the gathered information
undergoes grounded theory methods and phenomenological interpretive analysis. The research methodology is regulal
reviewed and tailored to meet current research tigs; utilizing a variety of instruments and techniques to respond flexibly
to the research context and targeted population. Continuous refinement and integration of new research tools and methc
contribute to the ongoing improvement of our research adetlogy. We view research as a dynamic and continuous process,
necessitating suitable research tools and methods. Research objectivity is paramount. Given the potential for bias inherent
qualitative research due to the researcher's presence, we emapbigsietivity and utilize triangulation. Triangulation
involves subjecting our findings to scrutiny from other research methods or researchers [18]. Using triangulation of researc
methods, we enable our qualitative research approach to obtain inforimadiesh on a solid scientific foundation.
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In this research, we have a unique opportunity to utilize seveidgpth case studies. Case studies are highly
effective research tools, particularly valuable for investigating complex issues-ivaddlscenarios. The frequent use of
case studies iqualitative inquiry presents challenges, which can be mitigated through precise language and careful researc
design [19]. Additionally, our prolonged presence in the research environment enables us to operate within the linguistic cod
of the target groupproviding our qualitative research with deep insight into the issues under study. It was necessary to take
into account the sensitive areas associated with the war experience, which has a crushing impact on children's psyc
[20;21;22]. Because these duighly vulnerable children, our research strictly adheres to data protection principles and takes
into account the ethical aspects of conducting research witskathildren.

4. Researched Environment

We're researching the children's home environment. Children's home is an institution for the provision of residential
childcare. In the Czech Republic, children's homes are the responsibility of the Ministry of Education, Youth and Sports. The
examined cHdren's home is located in Prague, Czech Republic. This children's home consists of seven family groups with ¢
total capacity of 54 children. It is a standard children's home intended primarily for children without serious behavioural
problems. The vast ajority of children come from families that can be described as pathological [23]. In recent years, there
has been a slight change in the age distribution of new arrivals, with an increase in older children. There has also been
marked increase in the nber of new arrivals requiring psychiatric care. The ethnic composition of children is also changing.
Currently, children from Kazakhst an, Slovaki a, Venezue
Home.

Our research has confirmed pathological family environments as an essential common feature for children in
children’'s homes [24]. The exception is children who come to the children's home as refugees. In the case of these childre
we have not observed apathological behaviour patterns in their original families, the vast majority of them are children
from stable families. The refugees can be divided into two groups: economic refugees and refugees from war conflicts. Ot
paper will focus specifically oohildren who have found themselves in a children's home environment due to the ongoing
war conflict in their home country.

5. Course of Research

It would be illusory to believe that the war conflicts occurring in distant foreign countries do not concern us. The
children’'s homes are proof that even a distant war has an impact on our society. Over the years, we have seen children fr
the conflict aeas of Chechnya and Syria in children's homes, and in the last year, there has been an increasing number
children from Ukraine. We could go on with a list of other areas, such as Afghanistan or Yemen. Moreover, children from
all these wattorn corner®f our planet can find themselves in the environment of a Czech children's home. For our research,
we worked with two children. They were a Ukrainian girl from the Zaporizhzhia region and a young man from Yemen. Due
to the need for privacy, we will not ugientifiers that could lead to the children's identity being broken. Both children were
informed about our research plan and gave us their consent. We obtained additional information from the educational sta
of the children's home; we also spoke witk 8ocial worker and worked with available documentation. We worked with
documentation not only from the field of education but also with medical records and documents related to social and lege
protection. We recognized the need for an interdisciplinapyaach [25;26] and an inclusive perspective on the studied issue
[27].

The research interviews and documentation analysis took place between January and March 2024. Because tl
author of this paper is employed as an educator in the children's home under study, we were able to spend a considera
amount of time in the resedr setting. Another advantage of our prolonged presence was that the children did not perceive
us as researchers. Therefore, their responses were much more open than possible with an outside research intervention.
are well aware of the limitations of ortesearch. A major limitation of our research is the difficulty of generalizability, as we
studied only a limited sample of children. Another significant limitation is that we have focused on highly personal areas of
children's lives that are by defaulhderstood as difficult to generalize. Given the relatively short time that the issue of
children from war zones in children's homes has been an issue, further and especially longer research in this area will |
needed. Therefore, we are preparing a sefiesiditional studies in which we will examine the exact numbers of children
from war conflict areas in Czech institutional facilities.

6. Case Study

Both children came to the children's home from the Institution for Alien Children. Their initial special education
and social diagnostics were carried out here. Based on the recommendation of the Institution for Alien Children, the childre
were placed it he K|l 8novice Children's Home. They both attenc
concerned, both have very good results. The Ukrainian girl is currently taking online distance learning and completing he
final year of high school in Ukrae. After passing the final exams, she plans to apply for nostrification of her Ukrainian
qualification, which will allow her to apply to a Czech university. The boy is studying the final year of a vocational
apprenticeship. After graduation he plans tplgpo university. Both of them adapted very well in the children's home, there
were no disciplinary problems. The girl is vemthdrawn;she does not communicate much with other children. The boy,
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on the other hand, is popular and sociable among the other children. Both children come from stable family background:
They keep in regular contact with their families and make use of social networking opportunities. The pedagogical staf
contacted asseb®th children in a positive way.

7. Findings

Thanks to the qualitative approach, we obtained several insightful findings. The findings from the children were
compared with the results of interviews with teaching staff and the records in the educational documentation. We coded ar
then categorized thresults into several key categories.

Language: The Ukrainian girl had no significant difficulties acquiring the Czech language. After a few months, she was able
to communicate without any problems; only a slight accent remained. Slavic languages are difficult to acquire, especially fo
newconers from Arabiespeaking countries. We were even more surprised by the Yemeni boy who, after a very short time,
mastered the basics of communication in Czech. The level of communication is sufficient for his social and educationa
needs.

Religion: The boy is a practicing Muslim. As there hav
the staff was prepared for the needs arising from his faith. We were able to provide halal food but also ensured sufficier
privacy D allow the boy to pray regularly. We also contacted-piafit organizations that work to address the issue of
integration. We provided training for the teaching staff. This was very important because the Czech Republic is, by defaul
a very secular coury where public awareness of religious issues is deficient.

Interpersonal relationships: Both children repeatedly mentioned missing contact with their original environments. We notec
their tendency to be involved only with individuals of their cultural group. This is understandable, but it can leadimnexclu
from other children in the children's home. Regarding the joint activities organized by the children's home, the Yemeni boy
was mainly involved in football tournaments, while the Ukrainian girl tended to avoid such activities. For both children, we
observed aignificant tendency to predefine one key teaching staff member of the children's home.

Cultural differences: It was interesting to find out to what extent both children adore their native countries. In hotfecases
noted their assertion that the school system in Yemen and Ukraine is better than in the Czech Republic. Another intriguin
finding was related to the children's views on the political situation in the world. The opinion of the Ukrainian girl an the wa
in her homeland was accepted by the educational staff of the children's home without issue. However, we observed
discrepancy bveen the Ukrainian girl and children with Russian roots. The debates of the Yemeni boy on the situation in
the IsraeliPalestinian conflict were interesting. The boy stated that in the predominantsraett Czech environment, he

was confronted severtiimes with outright disagreeable reactions.

8. Conclusions

During our research, we observed no difficulties in the interaction between the Ukrainian girl, Yemeni boy, and
other children |living in the KIlI8novice children's home
have quickly accliratized, rapidly acquired the Czech language, and are successful in school. This fact is, of course, positive
but these achievements may divert the attention of the educational staff of the children's home from serious probEems that ¢
not immediately apgrent. The fact that children do not show signs of psychological problems does not mean that they do nof
have them. It is, therefore, our duty to be aware of these specifics and strive to provide maximum support for these childre

Our research activities have outlined several areas that Czech children's homes must urgently address. There will |
a significant need to strengthen the language competencies of pedagogical staff. Basic language requirements should inclt
fluent Englishand at least one other Slavic language. In addition to language proficiency, there will be a need for intensive
training of pedagogical staff in religious matters. Czech educators will need to accept the fact that religious questions are
significant inportance for practicing Muslims or practicing Orthodox Christians. We will need to prepare the Czech system
of children's homes for the future; we must prepare for the arrival of children who will be forced to leave their homes due t
further armed conflis. We must recognize the complexity of the situation faced by children coming fretarwareas and
ensure conditions that enable them to cope with their challenging life circumstances.
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Abstract

The aim of this article is to analyze the approaches of the Czech Republic, Poland, Austria, Germany and the United Stat
of America to the issue of sheltering in the context of current security threats with regard to the development of the
geopolitical #uation. The article defines the basic methods of sheltering, types of shelters with regard to related normative
legal acts and other documents, their current technical state, the capacity of shelters and the structure of threhts for whi
sheltering is ged, current initiatives in the field of sheltering and information support for the population. Variants of
approaches to sheltering within individual countries are subjected to comparison anctitetli analysis. The output of

the multicriteria analgis is the order of alternative approaches to the sheltering of the population compiled on the basis of
the proposed criteria, including a verbal assessment for the purpose of interpretation and contextualization of the findings.
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1. Introduction

More than ever, security has become a global issue. Significant changes can be seen in the international securi
environment, which is undergoing an extensive process of transformation aimed at restoring the influence of major military
powers. In parallelith this change, natural and anthropogenic disasters are also intensifying, and the vulnerability of the
population to them is growing. A key task to minimize the loss of civilian life is the management of shelters. The constructi
of protective infrasucture for population sheltering took place mainly in European countries during the Cold War. The
altered security environment following the Cold War frequently led to a reassessment of civil protection and shiftesl the focu
towards a different threat stture, including floods, terrorism, and biological threats. The issue of sheltering has been
neglected in many states, as concerns about direct military threats have diminished. Concurrently, the potentialgor utilizin
shelters in response to other thiselaas not been fully explored [1]. As a result of the evolving geopolitical situation, there
arises a challenge to reassess the approach to sheltering [2].

While previous works have examined sheltering approaches in individual countries in the past, there is a need fo
comprehensive comparative analysis across multiple nations in the context of the current, rapidly evolving security
environment. This study naés this demand by conducting a mugltiuntry comparison of population sheltering approaches
in the Czech Republic, Poland, Austria, Germany and the United States. By employing comparison-gidenialtnalysis
and verbal assessment for the purposatefpretation and contextualization of the findings, this research provides valuable
insights into the relative strengths and weaknesses of different national approaches.

The practical problem this research aims to address is the need for updated sheltering policies that are responsive
both traditional and emerging threats. Many countries face challenges such as aging shelter infrastructure, uncle:
responsibilities forshelter maintenance, and public uncertainty about sheltering procedures. By comparing national
approaches to sheltering, authors can examine the main common features and differences, highlight beneficial initiative
evaluate the strengths and weaknessfesarious approaches at the national level, and provide a basis for potential
improvements in the current state of population protection in the studied areas. The findings have practical implications fo
emergency planners, civil defense authorities, poittymakers seeking to optimize sheltering capabilities in an evolving
threat environment.
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The aim of this article is to analyze the approaches of selected countriessguthef sheltering and to conduct a
comparative study of these approaches. Through this analysis, the research seeks to identify best practices and innovat
solutions that could be adapted to strengthen sheltering preparedness across differentoations|

2. Selected Aspects of the Sheltering in the Czech Republic

The construction of shelters in the Czech Republic dates back to the establishment of the Civil Air Raid Protection
under the responsibility of the Ministry of the Interior. The Civil Air Raid Protection was established on 11 April 1935 by
the adoption ofAct No. 82 Coll., on Protection and Defence against Air Attacks. One of the main tasks of the Civil Air Raid
Protection was to provide a sufficient number of shelters for the civilian population. After the Second World War, the
construction of shelters bag in 1948 in connection with the political developments after February 1948. Shelters for the
population began to be built, with a focus on sheltering against conventional wg&pons.

A change occurred in 1958, when the Resolution of the Government of the Czechoslovak Republic of 15 Januan
1958, No. 49 on the Civil Defence of the Czechoslovak Republic, was adopted. From the beginning of the 1960s, sheltel
with increased resistance weapons of mass destruction began to be built [4]. On 1 January 1976, the civil defence was
transferred to the Ministry of Defence and the construction of shelters against weapons of mass destruction continued un
1989 [3].

After 1990, a transformation of civil defence was undertaken, focusing on contemporanylitemy threats. The
construction of new permanent shelters was suspended; however, those already under construction were completed, &
maintenance was carried aort all existing shelters. During this period, shelters were constructed to accommodate 1.35
million inhabitants, representing 13.1% of the population [5]. In 1993, thefigwih protectiord was officially introduced
[6]. By the Resolution of the Goverramnt of the Czech Republic of 15 January 1993, civil protection was transferred from
the jurisdiction of the Ministry of Defence to the Ministry of the Interior, specifically under the administration oféhe Fir
Rescue Service of the Czech Republic.

Since 2000, population protection (including sheltering), has been legally established with the adoption of Act on
the Integrated Rescue System [7]. According to this law, the sheltering of the population on its territory is ensured by the
municipal office The Concept of Population Protection until 2006 with the outlook to P8J1&tipulated that the fund of
permanent shelters will not be further expanded from the state budget and that the costs of maintenance, inspections &
operation of these sheltesdll be reduced [2].

In 20032004, surplus technology was removed from the shelters, and in 2006 financial support for the maintenance
of permanent shelters was discontinued. Given the focus emilibary threats in population protection, further utilization
of the Czech Rayblic's shelter fund was not anticipated, and to date, more than 70 % of the shelters (with a capacity for
667,000 people) [5] have been removed from the registry.

The Concept of Population Protection until 2013 with the outlook to P]Z0ates that permanent shelters should
not be relied upon in nemilitary emergencies and has emphasized the importance of improvised shelters [6], [10]. Suitable
buildings and spaces for the construction of improvised shelters were to be selectguidigahauthorities in cooperation
with the Regional Fire Rescue Service during the planning phase. In the event of an escalating threat of war, the followin
would be utilized for te purpose of sheltering the population:

1. Functional permanent pressuesistant shelters and protective systems of underground transport structures, or
decommissioned permanent shelters suitable for reactivation to their original purpose,

2. Decommissioned permanent shelters not suitable for full reactivation to their original purpose and other selectec
spaces appropriate for conversion into improvised shgférs.

Due to heightened public interest in the location of shelters related to the war in Ukraine, the Ministry of the Interior
initiated an inspection in 2023 of all registered permanent shelters with a capacity exceeding 500 people. The inspection w
carriedout by the Regional Fire Rescue Services, and the results are published on the website of the Fire Rescue Service
the Czech Republic [5]. This record is shared with municipalities, which also have access to the list of decommissione
shelters. The mapfaegistered permanent shelters is freely accessible to the public in the Terinos application [11]. The
regi stered permanent shelters have a capacity to accom
population, with 70% of these dhers located in Prague [5].

The Concept of Population Protection until 2025 with the outlook to 203Demphasizes the importance of
improvised shelters for population sheltering duringaemed conflict [6]. The state will support only the maintenance and
inspection of protective systems in underground transport structures and the shelter fund of selected university hospital
which corresponds to approximately 50% of the shelter funceitCtech Republic.

3. Selected Aspects of the Sheltering in the Republic of Poland

The foundational document of security policy is the National Security Strategy of the Republic of Poland from 2020,
which includes the following among its goals for ensuring and enhancing the resilience of the state and civil defence
fiRedefine the civil defence system and the population protection system by making it universal, both within urbar
agglomerations, as well as in rural areas, focusing on building the capacity of the system to constantly adapt and respond t
the changing ch#nges and threatfevelop a law comprehensively regulating the subject matter of civil défiRie
The excerpt from the National Security Strategy of Poland shows that the Republic of Poland (Poland) is currently undergoin
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