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Abstract  

 

Disinformation is becoming one of the most serious security challenges for the European Union, especially in the context 

of the deteriorating geopolitical situation. In recent years, disinformation has evolved from a marginal phenomenon to a 

systematically used tool of influence and manipulation, which disrupts the functioning of democratic societies, undermines 

trust in democratic values, principles and institutions and destabilizes social cohesion. Both state and non-state actors use 

disinformation to achieve their political, ideological, security and economic goals without direct military confrontation. The 

European Union is responding to these threats with comprehensive political, legislative and strategic measures, including 

the European Democracy Action Plan, the Digital Services Act and the Strategic Compass for Security and Defence, 

among others. Strengthening societal resilience through the development of media and digital literacy, critical thinking and 

pluralistic public discourse also plays a key role. The analysis shows that an effective and efficient fight against 

disinformation necessarily requires a coordinated and broad-spectrum response that respects democratic principles and 

values, but at the same time minimizes the space for abuse of the information environment. 
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1. Introduction 

 

The security situation in the world has been changing dramatically in recent years. The global and regional 

security environment is marked by instability, variability, power competition, and frequent disruption of the rules-based 

international order. A significant increase in security incidents, growing tensions in several parts of the world, ongoing 

Russian aggression in Ukraine, as well as deteriorating relations between democratic countries and authoritarian regimes 

such as Russia, China or Iran, confirm that a profound geopolitical transformation with far-reaching consequences for 

democratic societies is taking place. In this context, the use of unconventional tools, which go beyond the scope of classic 

open military confrontation, is gaining increasing importance. One of these is disinformation [1,2].  

The spread of untrue, false, misleading, or distorted information in the form of disinformation is no longer just a 

side phenomenon occurring in contemporary society. In recent years, it has become a systematically used tool of 

manipulation, serving to destabilize democratic societies, undermine public trust in democratic rules, principles and 

institutions, and disrupt social cohesion [3,4] therefore, it constitutes a unique challenge requiring effective crisis 

management [5]. The use of information space – mainly social networks and their platforms – for spreading various 

disinformation, conspiracy theories, hoaxes and fake news is proving to be a very cost-effective, difficult-to-attribute and 

highly effective tool of hybrid influence [6,7]. From this perspective, disinformation is a non-military asymmetric security 

threat primarily targeting open, pluralistic and democratic societies, including the European Union (EU) and its member 

states [8,4]. 

The political and security structures of the EU, as well as the expert community, are increasingly aware that the 

fight against disinformation cannot be reduced to a technical or media problem. It is a very demanding and complex 

challenge that requires strategic political, security, legislative, technological and societal solutions, coordinated at national 

and supranational levels. The efforts of authoritarian regimes to revise the global order based on rules, including norms of 

journalism, accountability and trust in truth, inevitably necessitate an adequate and value-anchored response from 
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democratic institutions [9]. The worsening geopolitical situation thus has a direct impact not only on the internal security of 

the EU as a whole, but also on its member states, especially in terms of protecting the democratic order, the integrity of 

public debate, elections and social cohesion [10]. Disinformation strikes at the core values of democratic societies [1]. For 

this reason, it is increasingly perceived as a first-category security threat, which is also reflected in relevant documents, 

such as the EU Strategic Compass for Security and Defence, the European Democracy Action Plan or in regulatory 

instruments such as the Digital Services Act. 

The theoretical framework of this paper is based on a concept that reflects the changing character of security 

threats and challenges in the conditions of global transformation. The basic premise is the understanding of security as a 

broad, multidimensional phenomenon that transcends the traditional military understanding of threat and includes political, 

societal, informational, economic, technological, environmental, legislative and other aspects [11]. In accordance with this, 

disinformation is perceived as one of the key tools of hybrid influence, whose goal is not only to influence public opinion, 

but systematically to disrupt democratic processes, order, social trust and the legitimate authority of institutions [7,12]. 

From a methodological point of view, the article is based on a qualitative analysis of secondary sources, especially 

academic literature, official EU documents, research reports and political and security strategies, concepts and initiatives. 

The analytical-synthetic method, content, critical and comparative analysis are mainly applied, with an emphasis on the 

logical connection between actors, measures and effects in the fight against disinformation. Attention is also paid to aspects 

of normative discourse, primarily in connection with the role of the EU as a value-anchored actor within the existing 

international system. 

The aim of the paper is to analyse disinformation as a security challenge for the EU in the current period of 

deteriorating geopolitical situation. The emphasis is placed mainly on the connection between the strategic goals of 

authoritarian regimes, the exposure of democratic societies to disinformation influence, external interference and 

manipulations, and the Union's responses in the form of political, security, legal, social and other measures. 

 

2. Disinformation as a Tool of Geopolitical Competition 

 

In the current era, amidst increasing geostrategic competition between democratic and authoritarian states, 

information operations and manipulation of public discourse are gaining increasing importance [13]. Within the framework 

of so-called hybrid conflicts, disinformation is becoming one of the main tools of power projection in the information space 

– their goal is to weaken the resilience of target, primarily democratic societies, disrupt their functioning, undermine the 

democratic foundations and pillars on which they are built, question the credibility of democratic institutions, and disturb 

their political stability without the use of military force [6,7]. State and non-state actors – in order to achieve their 

predetermined political, ideological, security, economic, and other goals – use disinformation as an asymmetric form of 

struggle that is very cost-effective, difficult to attribute, and extremely effective, especially in pluralistic democratic 

societies. By using purposefully spread false, misleading, altered, or distorted information, they strive to polarize public 

opinion, promote religious, ethnic, and racial intolerance, and disrupt social cohesion. This tactic allows them to achieve 

strategic advantages without direct military confrontation [14,1]. 

The term "disinformation" itself, in the context of European institutions, refers to demonstrably false or misleading 

information that is created, presented, and disseminated for economic gain or to intentionally deceive the public, and which 

may cause harm to the public interest [15,16]. It is important that this is a targeted activity, often related to external 

interference and influencing democratic processes – such as elections, referendums, or legislative initiatives – through the 

manipulation of public opinion. Disinformation thus differs from misinformation, which arises unintentionally, and is part 

of the strategic communication of state and non-state actors who pursue their own geopolitical, ideological, security, or 

economic goals [17,9]. 

Russia represents the most active state actor in conducting systematic disinformation operations aimed against the 

European Union as a whole and its member states. Russian activity is characterized by its long-term nature, sophistication, 

and adaptability. The main goals of Russian disinformation strategy include undermining unity within the Union, 

weakening transatlantic cooperation, supporting extremist and pro-Russian forces in member states, and questioning the 

values of democracy, the rule of law, and human rights. Key tools include state-backed media like RT and Sputnik, as well 

as extensive networks of bots, trolls, and fake accounts on social networks [18,19]. A typical example of these activities 

was the Russian disinformation campaign during the coronavirus pandemic, which purposefully spread narratives about the 

ineffectiveness of Western vaccines, the alleged dictatorship of hygienic measures in the EU, and at the same time glorified 

the Russian Sputnik V vaccine [20]. Another area was the war in Ukraine, where Russia used a massive disinformation 

machine to relativize its responsibility, justify aggression, and accuse the West of escalating the conflict. These narratives 

were often adopted by extremist and disinformation websites even within EU member states [21,22]. 

China has historically avoided open disinformation campaigns, but in recent years has adopted some techniques of 

so-called discursive confrontation. China invests in information influencing through state-controlled media, diplomatic 

communication, and strategic presence on platforms like Twitter, TikTok, YouTube, and others [23]. Its goal is primarily to 

shape a positive global image of China, question the Western model of democracy, and legitimize authoritarian capitalism 

as an alternative. In connection with the coronavirus pandemic and the war in Ukraine, China spread pro-Russian and anti-

American narratives, thereby contributing to the disruption of unified discourse in the EU [24,25]. 

Other state actors like Iran use disinformation as part of a broader ideological conflict with the West. Iranian 

campaigns focus mainly on inciting antisemitism, anti-Americanism, and anti-Zionism, as well as supporting Islamist 
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narratives. The activity of non-state actors connected to states is also significant in this context – for example, hacking 

groups or so-called proxy organizations that serve as tools for state-controlled information operations to circumvent direct 

links [26]. 

Besides Russia, China, and Iran, other countries also spread disinformation. The specificity of this phase of 

geopolitical conflict is that the disinformation activities of individual states often overlap, complement each other, or 

coordinate, creating multipolar disinformation pressure on democratic societies [27,18]. The EU therefore faces a challenge 

not only in terms of detecting and attributing these activities, but also in terms of creating an effective and coordinated 

response framework that respects democratic principles while minimizing the space for abusing the information 

environment [28,29]. 

In addition to state actors, non-state actors also play a significant role in these activities, in the form of various 

extremist groups, ideologically motivated organizations, so-called "alternative media," but also commercially motivated 

platforms for which gaining attention is a commodity. Many of these entities thus profit from disinformation not only 

ideologically, but also economically, through monetization of clicks, product sales, or building influence on social 

networks [30]. The result is a complex disinformation ecosystem where the political, ideological, security, and economic 

interests of foreign powers, extremist groups, and opportunistic entrepreneurs converge. 

Democratic societies are inherently open, pluralistic, and based on trust – be it in institutions, media, science, or 

civic participation. However, precisely these values, which represent the foundation of liberal democracy, also become a 

source of their vulnerability in the context of disinformation campaigns. Unlike authoritarian regimes, which have strongly 

centralized control of the information space and limited access to a plurality of opinions, democratic states are forced to 

respect freedom of expression, privacy protection, and the openness of information flows, which disinformation actors 

exploit for their own purposes [31]. 

One of the main weaknesses of democratic systems is their high degree of exposure to external interference. 

European and national elections, referendums, and other political processes are repeatedly targeted by manipulative 

operations whose goal is either to reduce voter turnout or to increase support for extremist and Eurosceptic entities. In the 

period before elections in the member states of the Union or to the European Parliament, security institutions recorded 

systematic attempts at interference by foreign actors, including the dissemination of false narratives about migration, 

religion, sexual minorities, or the loss of sovereignty of member states [32]. 

Furthermore, democratic societies also face internal polarization, which reduces their resilience to disinformation. 

Information fragmentation, the creation of so-called echo chambers and information bubbles, as well as growing distrust 

towards traditional media and institutions, create an environment conducive to the spread of manipulative content [33]. In 

this context, a weakness in media literacy and critical thinking is also evident, especially among socially and digitally 

vulnerable population groups [34]. The technological dimension of this vulnerability is related to the dominance of global 

digital platforms, whose business model is based on maximizing interaction and exploiting attention as a commodity [30]. 

Algorithms that prioritize sensations, emotionally charged content, and controversy naturally increase the visibility of 

disinformation narratives – especially if they are supported by paid advertising, coordinated bot networks, and micro-

targeting [35]. The EU's legal and regulatory framework is only gradually catching up with the speed of innovation in this 

area, which creates a time window for those actors who exploit information asymmetry to their advantage. 

 

3. Political, Legislative, and Strategic Responses of the EU 

 

Given the increasing scale, frequency, sophistication, and strategic nature of disinformation campaigns, the EU has 

had to fundamentally re-evaluate its perception of the information space in recent years and proceed with building a 

comprehensive framework aimed at building resilience against these threats. Gradually, several tools have been created and 

a number of political, security, legislative, and strategic measures and initiatives have been adopted, which today form the 

basis of European anti-disinformation policy. In doing so, the EU strives to reconcile the need for protection against 

manipulation through disinformation with the protection of fundamental rights, such as freedom of expression, assembly, 

information, and privacy. 

One of the fundamental pillars of this policy is the European Democracy Action Plan (EDAP), which the 

European Commission adopted in December 2020. This document sets out three strategic areas: (a) strengthening the 

integrity of electoral processes, (b) promoting media pluralism and media independence, and (c) combating disinformation. 

EDAP – within the framework of combating disinformation – introduces requirements for greater platform transparency, 

cooperation with fact-checkers, building literacy, and supporting science and research. It significantly supports a 

participatory approach that connects public authorities, civil society, research institutions, and technological platforms. 

EDAP also envisages the creation of a common framework for responding to hybrid threats, including those in the 

information sphere [36]. 

Even before the adoption of EDAP, the EU attempted to create mechanisms for self-regulation and cooperation 

with online platforms – the result was the Code of Practice on Disinformation, which was established in 2018 and revised 

in 2022. This is the first such tool of its kind in the world that obliges technology companies such as Google, Meta, Twitter 

(X), TikTok, Microsoft, and others to adopt voluntary measures in the area of demonetizing disinformation content, 

advertising transparency, cooperation with fact-checkers, publishing algorithmic rules, and improving user literacy. It 

should be noted that it was originally a voluntary mechanism. However, the European Commission has taken a significant 

step towards strengthening its regulatory approach to mitigating online disinformation. On February 13, 2025, the 
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Commission officially integrated its voluntary Code of Practice on Disinformation into the framework of the Digital 

Services Act (DSA). This is not just a procedural update; it is a strategic shift that places the Code in the position of a 

'relevant reference point' for platform compliance. Effective from July 1, 2025, this change transforms the Code from a 

voluntary agreement into a cornerstone of the DSA, with potential consequences for enforcement measures against online 

platforms that do not comply with its provisions [37]. 

From the above, it follows that the Digital Services Act (DSA) has become a key legislative instrument of the EU 

in the field of digital space regulation. This legal act creates a uniform framework for the functioning of online platforms, 

digital service providers, and social media, introducing binding rules for content responsibility, algorithmic decision-

making, advertising transparency, and user protection. In the area of disinformation, the DSA plays a fundamental role by 

establishing obligations for online platforms, including preventing systematic risks to public discourse, public health, and 

security [38] and this role is particularly crucial in pandemic situations [39]. 

One of the main innovative elements of the DSA is its emphasis on risk assessments and independent audits of 

algorithms, which are intended to reveal the extent to which recommendation and content distribution systems facilitate the 

spread of harmful narratives. Platforms are obliged to cooperate with national and European regulatory authorities, as well 

as to make data necessary for the analysis of digital threats available to researchers. In case of violations of obligations, 

fines of up to 6% of global turnover are threatened, which represents the toughest law enforcement mechanism in the 

history of digital regulation in the EU [40]. 

In addition to legislative measures, the EDMO (European Digital Media Observatory) platform plays an important 

role. The European Commission launched it in 2020 as an independent network of research centres, fact-checkers, 

universities, and experts. EDMO performs several functions: it analyses disinformation campaigns and narratives, develops 

methodologies for their detection, supports media literacy, and provides recommendations for public policy-making. 

EDMO also acts as a bridge between academia, civil society, and public institutions, thereby contributing to the creation of 

evidence-based responses to information threats [41]. 

A fundamental shift in the understanding of disinformation as a security threat occurred in 2022 with the adoption 

of the Strategic Compass for Security and Defence, which defines the main trajectory of the development of the EU's 

Common Security and Defence Policy until 2030. In this strategy, disinformation, information operations, and hybrid 

threats are clearly identified as key security challenges that require a comprehensive and multidisciplinary response [42]. 

The Strategic Compass emphasizes the need to strengthen the resilience of society, critical infrastructure, and institutions 

against hybrid attacks, including those conducted in the digital and information space. One of the key measures is the 

creation of the EU Hybrid Toolbox – a set of tools that enable a rapid response to hybrid incidents, including 

disinformation campaigns. This tool includes diplomatic, cyber, economic, and communication means to help member 

states detect, attribute, and neutralize hybrid threats [43]. 

In the area of strategic communication and defence against information interference, the importance of the EEAS 

StratCom Division – a specialized unit of the European External Action Service (EEAS), which was established already in 

2015 – is increasing. StratCom operates through regional units and ensures the monitoring, analysis, and counter-

information of disinformation campaigns. An important output of this activity is the EUvsDisinfo database, which 

documents specific cases and narratives, thereby providing an empirical basis for political decision-making and research. 

Other documents contributing to the EU's strategic response framework include: the EU cybersecurity strategy 

[44], the EU Security Union Strategy 2020-2025 [45] and the Joint Communication on strengthening resilience against 

hybrid threats from 2016 and its updates [46]. These documents take into account the growing interconnectedness between 

the physical, digital, and information spaces and emphasize the need for a common value framework for responding to 

hostile influence [46]. 

An important aspect of the strategic framework is also the link between internal and external security, which is 

reflected in initiatives such as an integrated approach to security, linking diplomatic, military, cyber, and communication 

tools. Disinformation, in this logic, is perceived as a threat that transcends the boundaries of individual sectors, and 

therefore necessarily requires a coordinated response from all relevant EU policies – including defence, foreign policy, 

internal affairs, the digital agenda, and education. 

Effective combat against disinformation requires not only high-quality political and legislative tools, but also 

functional, coordinated, and inclusive inter-institutional cooperation across the entire EU. The European Union has 

therefore, over the last decade, created a network of bodies, platforms, and working groups that ensure both vertical and 

horizontal communication, information exchange, and synergy among actors with different remits and professional focuses.  

The key coordinating actor is the already mentioned European External Action Service (EEAS), which includes 

the aforementioned StratCom Division. This unit not only analyses disinformation campaigns but also cooperates with 

member states, NATO, and other partners in strategic communication, including narrative building and supporting credible 

sources. The EEAS also provides expert input for the political decision-making of the EU Council and the European 

Commission in the fight against...  

In the area of expertise and recommendation-making, the High-Level Expert Group on Fake News and Online 

Disinformation (HLEG), established by the Commission in 2018, plays an important role. HLEG consists of experts from 

academia, media, technology companies, and civil society, and it forms the basic framework for subsequent political and 

regulatory measures, including the already mentioned Code of Practice and the DSA. HLEG recommended an approach 

focused on transparency, accountability, strengthening literacy, and supporting quality journalism [15]. 
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An important function is also performed by ERGA (European Regulators Group for Audiovisual Media Services) 

– a network of national regulatory authorities for audiovisual services, which supports the uniform implementation of 

European regulations, including measures against harmful content and disinformation. ERGA cooperates with platforms, 

governments, and researchers in formulating recommendations concerning content moderation, algorithmic accountability, 

and strengthening pluralism [47]. 

Other important institutional initiatives include: the Rapid Alert System (RAS) for information exchange among 

member states during electoral periods, the Task Force Against Disinformation within the EEAS and the European 

Commission, networks of fact-checkers and research centres connected to EDMO, and a growing number of national 

strategies and agencies that implement common EU principles in the fight against disinformation. These mechanisms 

represent the basis of a co-regulatory model, in which public authorities, private companies, and civil society cooperate 

with the aim of protecting public discourse, the integrity of democratic processes, and information security. Coordination, 

interoperability, and knowledge sharing among these actors are essential for the timely detection, response, and prevention 

of disinformation threats in a rapidly changing and technologically very demanding environment. 

 

4. The Need to Strengthen the Resilience of European Society 

 

One of the most effective and, at the same time, long-term sustainable tools in the fight against disinformation is 

strengthening society's resilience through education, the development of critical thinking, and media literacy [1,48]. In an 

environment where information flows are not filtered by traditional gatekeepers—such as editors, professional journalists, 

or academic authorities—an individual's ability to recognize manipulative content, evaluate the trustworthiness of sources, 

and analyse argumentative structures plays a crucial role in protecting public discourse. 

Media literacy encompasses not only the ability to effectively use information technologies but also the ability to 

interpret, deconstruct, and critically reflect on media as social constructs that can carry ideological, political, or commercial 

intentions. In this sense, media literacy is fundamentally important not only for individual decision-making but also for the 

collective resilience of a democratic society against manipulation and polarization [49]. 

However, in many EU member states, the level of media literacy remains uneven. Differences exist not only 

between countries but also between generations, social groups, and regions. Studies indicate that low media literacy 

correlates with a higher degree of susceptibility to disinformation and a greater propensity for conspiracy theories [50]. It 

follows that media literacy should be considered a strategic component of the EU's defence capability, similar to 

cybersecurity or the defence of critical infrastructure. 

Particularly important is the implementation of systematic media and information literacy programs into school 

curricula at primary and secondary education levels. In this regard, the European Commission recommends developing 

national strategies, supporting pedagogical innovations, and training teachers, who play a key role in cultivating critical 

thinking from an early age. Beyond formal education, it's also necessary to develop non-formal learning methods through 

libraries, public media, and civic initiatives [51]. 

Another challenge is the dynamics of information behaviour in the digital environment, where user habits are 

shaped by interaction with algorithm-designed content. In this context, it's crucial to link media literacy with digital literacy 

so that individuals understand how their behaviour influences the selection of displayed content and how this creates a 

predisposition to information cocoons [30]. 

Modern disinformation campaigns heavily rely on the specific functioning of social networks and digital 

platforms, whose algorithms determine what content is displayed to users. In an effort to maximize user engagement and 

time spent online, these algorithms often prioritize emotionally charged, controversial, or polarizing content—providing 

disinformation actors with ideal conditions for spreading manipulative narratives [7]. 

One of the most serious consequences of this dynamic is the emergence of so-called echo chambers—

homogeneous online environments where users mutually confirm their views and are not confronted with differing 

perspectives. Simultaneously, information bubbles are created, within which algorithms tailor content to individual 

preferences, leading to a personalization of truth and a fragmentation of public discourse [52]. These phenomena 

significantly weaken a common reality, which is a fundamental prerequisite for the functioning of democracy. 

Research has shown that in such environments, users are more susceptible to believing false information that 

confirms their prior beliefs, while their willingness to fact-check or change their minds based on new evidence decreases. 

This creates cognitive closure, which is very advantageous for propagandistic actors—their goal is not to convince 

everyone, but to activate and radicalize a certain group of the audience that will become a carrier of disinformation content 

within their community [53,54]. 

It is also important to realize that social networks are not just neutral platforms; they act as active information 

intermediaries—their business model is based on selling attention and data, not on guaranteeing the truthfulness of content 

[30]. Therefore, the EU, through tools like the DSA (Digital Services Act) and EDMO (European Digital Media 

Observatory), insists on introducing transparency of algorithmic recommendations, enabling independent research into their 

effects, and supporting alternative platform environment designs that would consider the public interest. Increasing societal 

resilience cannot therefore be reduced solely to the individual user level—it is a systemic issue of technological design, 

digital policy, and social architecture. 

Societal resilience to disinformation does not solely depend on individuals' ability to recognize false content, but 

more broadly, on the quality of public discourse that allows for the exchange of opinions, the inclusion of diverse 
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perspectives, and respect for facts. Pluralistic discourse is a fundamental pillar of democratic societies, but in recent years, 

it has been increasingly disrupted by polarization, emotional escalation, and a loss of trust in traditional institutions. 

Therefore, it is crucial to create conditions for quality public discussion, not only through professional media but also by 

supporting civic initiatives, community platforms, and participatory projects that strengthen a sense of belonging, shared 

values, and critical reflection. Such forms of public engagement play a key role in increasing collective immunity to 

manipulation [55]. 

Fact-checking organizations play a specific role, verifying statements, articles, and campaigns, thereby 

strengthening the trustworthiness of the information environment. Within the EU, several reputable entities (e.g., 

Corrective, Demagog, AFP Fact Check) are involved in the EDMO network and collaborate with online platforms and 

national regulators. These activities have not only technical but also societal value—they demonstrate that the public is not 

defenceless against manipulation but can respond expertly, transparently, and independently [56,57]. 

In this context, it is also important to ensure that pluralistic discourse is not perceived as a synonym for 

"relativism" or "post-truth," but rather firmly grounded in common methodological and ethical norms of knowledge and 

argumentation. This requires investment in education, support for investigative journalism, public service media, and open 

science, all of which can serve as stabilizing pillars of the public sphere [58]. 

From the above, it's clear that building resilience against disinformation is, first and foremost, a long-term societal 

project that goes beyond reactionary security measures. The most effective long-term strategy is early and systematic 

education that develops critical thinking skills, media and digital literacy, as well as civic awareness and value rootedness. 

Therefore, formal education plays a crucial role in preventing the spread of manipulative and false information. 

Educational institutions should not be seen merely as places for transmitting knowledge, but also as spaces for 

cultivating democratic competencies, the ability to conduct reasoned discussions, and to understand the complexity of 

social phenomena. European recommendations in this area emphasize the need to integrate media and information literacy 

across subjects, support an interdisciplinary approach, introduce practical exercises with information analysis, and ensure 

continuous teacher training [59]. 

In this context, it's also important to mention non-governmental organizations (NGOs), which play an 

indispensable role in complementing and expanding educational activities to the general public. Their flexibility, grassroots 

presence, and ability to communicate specifically with particular communities allow them to effectively supplement the 

efforts of the state and institutions. Many of these organizations conduct workshops, campaigns, digital games, and 

analytical publications that have both an educational and an activating dimension [60]. Such activities help build local 

networks of resilience that can react quickly and flexibly to new disinformation threats. 

Given the complexity and constant variability of disinformation threats, it is clear that the EU's response must be 

not only effective and efficient but also systemic, adaptive, and legally anchored. The current fragmentation of approaches 

among member states, the diversity of national strategies, and differing regulatory capacities can weaken the overall 

coherence and effectiveness of European efforts in this area. Therefore, there is increasingly intensive discussion about the 

need for a more centralized, coordinated, and long-term sustainable framework that would include legislative, 

technological, educational, and strategic aspects. 

Such a framework should meet several basic criteria: it should primarily be (a) value-anchored in the principles of 

democracy, the rule of law, and the protection of fundamental rights, (b) technologically flexible to respond to new types of 

threats, including generative AI and deepfakes, (c) multi-institutional, thus connecting European institutions, member 

states, research organizations, platforms, and civil society, and (d) internationally compatible, so that the EU remains a 

relevant actor in shaping global standards in digital security [61]. 

One of the key aspects of a future strategy is also balancing security imperatives with the protection of freedom of 

expression. Overly repressive measures can jeopardize the free exchange of opinions, while an insufficiently regulated 

environment provides space for the dissemination of harmful content. Therefore, it is necessary to build normatively 

sensitive policies that will be able to distinguish between legal plurality of opinions and coordinated manipulative 

campaigns aimed at destabilizing democratic processes [62]. 

Another challenge is the sustainability of measures over time. Many strategies and initiatives in the area of 

disinformation have arisen reactively—in response to specific crises—such as the coronavirus pandemic, the Russian 

invasion of Ukraine, or election interference. To ensure true resilience, however, it is necessary to create long-term 

mechanisms for funding, political support, and institutional capacity that will allow for the continuity and accumulation of 

knowledge and experience even outside immediate crisis periods. 

 

Conclusion 

 

Democracy is one of the fundamental values of the European Union. It is at the core of open and transparent 

societies. In the European Union, citizens can freely express their opinions, participate in democratic life, and elect their 

political representatives. However, in recent years, there has been an increase in false, misleading, distorted, or altered 

information that can affect various aspects of our lives: health, public safety, trust in democracy, climate and environment, 

migration, and the fundamental rights and values that underpin our societies. 

The analysis presented in this paper shows that disinformation is no longer a fringe phenomenon and is 

increasingly emerging as a strategic security challenge for the European Union and its member states, especially in the 

context of a deteriorating geopolitical situation. The rise of authoritarian regimes attempts to revise the international order, 
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and technological transformations in information technologies create a new dynamic of asymmetrical security threats, 

where the ability to control the information space is as important as traditional military or economic tools of power. 

The findings from individual chapters indicate that disinformation is deliberately used by both state and non-state 

actors to weaken the EU's internal cohesion, undermine citizens' trust in democratic institutions, and influence public 

opinion in critical areas—from elections and vaccination to military conflicts. Particular attention is required for targeted 

disinformation campaigns, primarily conducted by Russia and China, as well as the misuse of misleading information and 

populist narratives in hybrid operations. 

The European Union has responded to these challenges with a fairly wide range of political, legislative, and 

strategic measures, among which the most notable are the European Democracy Action Plan, the Digital Services Act, the 

strengthened Code of Practice on Disinformation, as well as the Strategic Compass for Security and Defence and its 

connection to the hybrid threats agenda. Inter-institutional mechanisms such as EEAS StratCom, HLEG, and EDMO also 

play a significant role. 

At the same time, it is becoming increasingly clear that strengthening societal resilience—both at the transnational, 

EU level and at the national level—is a necessary prerequisite for successfully managing disinformation campaigns. Key 

factors include the development of media and digital literacy, critical thinking, pluralistic public discourse, and the 

networking of civil society actors, including educational institutions, non-governmental initiatives, and fact-checkers. 

At the transnational level, cooperation with the North Atlantic Alliance (NATO) and other democratic partners is 

also extremely important, as is the reflection of the challenges of the digital era—especially in connection with generative 

AI, deepfakes, and automated content dissemination. These trends show that information security is becoming an 

inseparable part of ensuring the security and defence not only of the EU as a whole and its member states, but also of other 

democratic societies worldwide, and requires a strategic, long-term, and multidisciplinary response. 
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