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Abstract

This paper examines how digital media discourse influences national security and institutional trust using UK -related data (39,760
mentions; reach 255.3 million) collected between November 2025 and April 2026. Applying Al-assisted media analytics, it
identifies key risk patterns, including the dominance of negative sentiment, platform-driven amplification, and the transnational
circulation of narratives. The findings show how these dynamics generate structural vulnerabilities for democratic institutio ns and
complicate strategic communication. The study proposes a practical analytical framework for monitoring influence operations,
enabling earlier detection of coordinated campaigns and supporting faster, evidence-based policy responses in complex digital
information environments today.
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1. Introduction

In the contemporary geopolitical environment, information has evolved from a supporting instrument of statecraft
into a strategic domain that shapes political legitimacy and national security. The rapid expansion of digital platforms,
algorithmic amplification, and artificial intelligence has fundamentally transformed how information is produced, distributed,
and consumed. As a result, information operations increasingly precede and structure political and security outcomes rather
than merely accompanying them.

A growing body of research has examined the role of disinformation, computational propaganda, and digital media
in shaping political processes. Bennett and Livingston [1] conceptualize the contemporary environment as a “disinformation
order,” where institutional authority is increasingly destabilized by networked communication. Similarly, Woolley and
Howard [25, 2] demonstrate how computational propaganda enables coordinated manipulation through automated and data-
driven techniques, while Tucker et al. [20] highlight the relationship between social media, political polarization, and
declining trust.

More recent studies shift attention toward the structural and platform-specific dynamics of disinformation. Ruiz [18]
shows that disinformation is embedded in platform market logics that incentivize visibility and engagement, thereby
normalizing the circulation of misleading content. In a similar vein, Tripodi, Marwick, and Garcia [19] emphasize the role of
platform affordances in enabling users to actively participate in the production and amplification of disinformation, blurring
the boundary between manipulation and organic communication.

However, existing research remains fragmented in three important respects. First, much of the literature focuses
either on theoretical frameworks or on specific platforms, without integrating cross-platform dynamics. Second, empirical
studies often analyse disinformation in isolation, without linking it systematically to trust as a strategic variable. Third, there
is a lack of analytical models that combine large-scale computational data with geopolitical interpretation of influence
operations in real time.
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This study addresses these gaps by examining how media discourse related to UK national security evolves within
a transnational and platform-driven information environment. It focuses on three interrelated research questions:

(1) How does digital discourse on national security evolve over time?

(2) What patterns of amplification and influence characterize this discourse?

(3) How do these dynamics affect institutional trust?

The paper contributes to the literature in three ways. First, it provides an empirically grounded, cross-platform
analysis of digital discourse based on large-scale monitoring data. Second, it conceptualizes trust not merely as a social
attitude but as a strategic variable shaped by information dynamics. Third, it develops a replicable analytical framework that
integrates Al-assisted media analytics with political and security analysis.

By situating empirical findings within broader debates on information warfare, hybrid conflict, and democratic
resilience, the study advances understanding of how contemporary information environments reshape the conditions of
national security.

2. Conceptual Framework: Media Discourse and National Security

Through information — be it aimed at shaping international perception and preference or introducing or reinforcing
internal political narratives — actors seek to influence policy-makers. Because of their vested interest in political outcomes,
media outlets cannot be considered neutral conduits; the manner in which they present information shapes meaning and
interpretation, processes well established in the study of public policy [8, pp. 8-15]. Governments possess capabilities across
a range of instruments they can apply to pursue similar objectives; the unconstrained nature of political discourse in
democratic societies presents distinctive challenges as well as avenues for opportunism and further design [10, p. 133].
Accordingly, legislation, regulation, and diplomacy regarding governing media and securing the digital space are subject to
normative scrutiny by other national and supranational actors that must be factored into national security considerations [23].
The proliferation of information and communication technologies has generated vast and complex data that, when harvested
and analyzed through suitable algorithms, provide insights into individual and institutional preferences, behaviour, and intent;
amplifying information thus becomes an enticing candidate for achieving influence objectives.

3. Digital Platforms, Algorithms, and Information Operations

Modern governments routinely employ coercive information tactics to restrict, redirect, or manipulate political
narratives. Such efforts can be classified according to three axes: transmission, restriction, and bypass. Four instruments
characterize coercive operations: disinformation, narrative control, network manipulation, and multimedia modification [15].
States pursue them to protect themselves from external coercion in an increasingly information-centric world. Although
coercive information strategies frequently target political opposition, they can also be aimed at foreign adversaries,
journalists, and the general population.

Disinformation, broadly defined as “false or misleading information shared with the intent to harm”, is founded on
at least four avenues: fabricating fictional narratives and events; misattributing genuine but irrelevant narratives and events
to individuals or groups; promoting real-world statements or actions with materially altered meaning, context, or emphasis;
and falsifying the topic of public discussion. Misinformation, which conveys no intent, and malinformation, which relies on
true information, are distinct from disinformation.

Four basic methods govern narrative control: framing, repetition, linking, and timing. Framing emphasizes particular
aspects of a narrative at the expense of others and clarifies its meaning. Repetition dilutes any competing counternarrative
and heightens familiarity; ongoing repetition at variable intervals prolongs exposure. Linking steers attention, connects
different issues, and possesses additional motivational value. Finally, timing capitalizes on events that provide heightened
receptiveness; dissemination increases both prior and subsequent to mobilization peaks.

Despite their persistence, coercive information operations remain subject to detection, debunking, and counter-
narrativizing. Resilience depends upon the vigor of independent reporting, competition among media outlets, exposure to
varied viewpoints, and pre-existing media literacy.

4. Research Methodology

This study employs a mixed-method research design that integrates computational data analysis with qualitative
political interpretation. It conceptualizes digital media discourse as a dynamic and contested information environment in
which actors compete to shape legitimacy, threat perception, and institutional trust. In line with the research questions, the
methodology is designed to capture (1) temporal evolution of discourse, (2) patterns of amplification and influence, and (3)
the relationship between discursive dynamics and institutional trust.

The empirical basis consists of a 166-day monitoring period (November 2025 — April 2026), covering 39,760
mentions with a cumulative reach of 255.3 million users. Data were collected using the Brand24 Al-assisted social listening
platform, which aggregates content from social media, online news, and other digital sources. To ensure analytical robustness,
the dataset was filtered by keyword relevance, language (English), and thematic alignment with UK national security
discourse. While Brand24 provides aggregated analytics, the study focuses on relative patterns and cross-platform
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comparisons rather than absolute precision. Al-assisted monitoring helps to track not only how much content is produced,
but also its tone, main topics, and how it spreads across platforms. As Bennett and Livingston [1] argue, modern information
environments require approaches that can capture both the scale and the complexity of digital communication.

Al-assisted monitoring enables the systematic analysis of both the scale and structure of digital communication,
including volume, tone, thematic distribution, and diffusion patterns. The analytical framework combines several
complementary techniques. First, temporal trend analysis is used to identify patterns of discursive acceleration and attention
cycles, which are indicative of coordinated or event-driven amplification. Second, sentiment analysis is applied to assess the
emotional structure of discourse. Sentiment classification follows a lexicon-based approach integrated within the analytics
system, categorizing content as positive, neutral, or negative based on linguistic markers and contextual weighting. Although
this approach does not fully capture complex semantic features such as sarcasm, it provides consistent comparative estimates
across large datasets, allowing the identification of persistent negativity as a structural feature.

Third, unsupervised topic modelling is used to identify dominant narrative clusters. This is based on keyword co-
occurrence and clustering techniques, enabling themes to emerge inductively without predefined categories and supporting
the detection of recurring discursive patterns linked to security narratives and disinformation. Fourth, network and
amplification analysis examines how visibility is distributed across actors and platforms. Amplification is operationalized as
the concentration of engagement (shares, reposts, and interactions) and reach generated by a limited number of highly active
or influential sources, allowing the identification of asymmetries and potential coordination effects. Finally, cross-platform
comparison is employed to assess structural differences between social media and traditional news environments, providing
the basis for identifying platform asymmetry in tone, speed, and narrative diffusion.

To enhance validity, quantitative findings are interpreted through qualitative geopolitical analysis, linking observed
patterns to broader contexts of information warfare, hybrid threats, and strategic communication. While Al-assisted tools
enable large-scale data processing, their outputs are treated critically, acknowledging potential limitations such as algorithmic
bias, data incompleteness, and platform-specific distortions.

Overall, the methodology advances a replicable approach that bridges computational media analytics with security-
oriented interpretation, enabling the detection of influence patterns and structural vulnerabilities in digital information
environments.

5. Information Environment: Results and Analysis

The discourse exhibits a predominantly negative emotional tone. More than half of all mentions are negative, while
positive content is almost non-existent. Arguably, this imbalance is not accidental; rather, it reflects the nature of the topics
themselves — threats, conflicts, accusations, and suspicions. In this sense, the digital environment operates as a space where
negativity is not just present, but structurally dominant.

Turning now to the structure of the media environment, one platform clearly stands out — X (Twitter). It accounts
for over half of all mentions, which, importantly, makes it the central arena where narratives first emerge and spread. Due to
its speed, partial anonymity, and algorithmic amplification, it creates favourable conditions for both organic discussions and
coordinated influence campaigns. At the same time, traditional news media play a secondary but still crucial role: they often
pick up narratives originating on social media and, in doing so, give them additional visibility and legitimacy. Consequently,
what we observe is not a fragmented system, but a connected ecosystem in which different types of media reinforce each
other. While Brand24 provides aggregated analytics, the study interprets outputs critically and focuses on relative patterns
rather than absolute precision.

To better understand how different media environments shape the discourse on national security and disinformation,
it is useful to compare the two dominant channels X (Twitter) and online news media. Although both operate within the same
thematic space, they produce markedly different informational dynamics, particularly in terms of tone and audience reach
(Table 1).

Table 1.
Comparative Overview of Media Channels
Indicator X (Twitter) News Media
Number of Mentions 26,111 13,649
Audience Reach 148.9M 106.4M
Share of Negative 80% 18%
Share of Positive 2% 1%

Table 1. The table interpretation of comparative Overview of Media Channels (Source: Brand24: Al-assisted social listening),
Nov 2025 — Apr 2026)
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What stands out immediately is the striking tonal gap between the two environments. X (Twitter) generates negative
content 4.4 times more intensively than news media. This is not just a statistical difference —it points to a deeper structural
asymmetry.

In essence, social media platforms amplify emotionally charged, conflict-driven narratives due to their speed,
virality, and algorithmic logic. News media, by contrast, operate under editorial norms that tend to moderate tone, even when
covering the same issues. As a result, while both channels contribute to the same discourse, they do so in fundamentally
different ways: one accelerates and intensifies it, while the other filters and stabilises it.

Overall, this comparison suggests that the digital information environment is not homogeneous. Instead, it is shaped
by platform-specific logics that influence not only how information spreads, but also how it feels to audiences — whether as
heightened threat and urgency, or as more measured and contextualised reporting.

Following the comparative analysis of platform-level dynamics (Table 1), it is necessary to extend the examination
to the spatial dimension of the discourse. Table 2 therefore presents the geographical distribution of mentions, allowing for
a more precise understanding of how national security narratives are distributed across countries and regions.

Building on the platform and thematic analysis, the geographical dimension provides further insight into how the
discourse on UK national security and disinformation is structured across borders. The data reveal a clearly transnational
pattern, in which discussions are not confined to the United Kingdom but are actively shaped by global audiences.

Table 2.
Geographical Distribution: A Global Discourse

Country Mentions Share Reach Share of Reach
United States 7,973 34.4% 56.9M 30.8%
United Kingdom 2,481 10.7% 28.5M 15.4%
India 1,562 6.7% 19.9M 10.8%
Pakistan 1,128 4.9% 4.7M 2.5%
Canada 1,042 4.5% 5.3M 2.9%
Philippines 649 2.8% 5.3M 2.9%
Australia 643 2.8% 5.1M 2.7%
Nigeria 415 1.8% 2.1M 1.1%
Ukraine 343 1.5% 6.9M 3.7%

Table 2. The table show the geographical distribution of online discourse on national security and disinformation. (Source:
Brand24: Al-assisted social listening tool) data, Nov 2025 — Apr 2026)

At first glance, the most striking finding is the dominance of the United States. Despite the fact that the analysis is
focused on UK national security, the United States generates more than three times as many mentions as the United Kingdom.
This imbalance is not incidental; rather, it reflects a structural feature of the English-language digital environment, where
US-based users play a disproportionate role in shaping global conversations, regardless of the geographical origin of the
issue.

In this sense, the discourse on UK national security appears to be partially “externalised.” That is, it is not only
produced and consumed domestically but is also interpreted, reframed, and amplified by external actors — most notably in
the United States. As a result, British security narratives become embedded within a broader Anglo-American information
space, where agenda-setting power is unevenly distributed.

At the same time, the data reveal the presence of a distinct South Asian cluster. India (6.7%) and Pakistan (4.9%)
together account for more than 11% of all mentions. This is particularly significant when considered alongside the thematic
analysis, which identified Indo-Pakistani tensions as a major driver of disinformation-related narratives. In other words,
regional geopolitical conflicts do not remain regionally contained; instead, they spill over into discussions of UK national
security, contributing to the globalisation of the discourse.

A further noteworthy case is Ukraine. Although it accounts for a relatively small share of mentions (1.5%), its share
of total reach is considerably higher (3.7%). This suggests a high average reach per mention, indicating that Ukrainian sources
— particularly those addressing Russian disinformation — are able to engage large audiences. Consequently, Ukraine functions
as a high-impact node within the information network, despite its lower volume of content.

Taken together, these patterns point to an important conclusion. The discourse on UK national security is not
territorially bounded; rather, it is shaped by a complex, transnational network of actors and narratives. External contributors
— especially from the United States — play a central role in defining both the scale and tone of the discussion, while regional
conflict zones inject additional layers of meaning and urgency.

From a national security perspective, this has significant implications. It suggests that the UK does not fully control
the informational environment in which its own security is debated. Instead, that environment is co-produced in a global
digital space, where influence is distributed unevenly and where external actors can amplify, distort, or reframe national
security narratives.
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All calculations were performed on the dataset collected via Brand24. The resulting metrics are presented in Table
1 and Table 2.

Taken together, the two tables clearly indicate a broader and more nuanced picture of how the discourse on UK
national security operates in the digital environment. First and foremost, platforms — especially X (Twitter) — do not simply
host discussions but actively shape them. In particular, they make the discourse faster, more reactive, and significantly more
negative, which, in turn, amplifies perceptions of threat and urgency.

Secondly, the geographical distribution demonstrates that this conversation is not confined to the United Kingdom.
A substantial proportion of content is generated externally, with the United States playing a particularly dominant role. At
the same time, contributions from other regions introduce additional geopolitical perspectives, thereby linking UK security
discussions to wider global conflicts and narratives.

Finally, these two dimensions are closely interconnected. On the one hand, platform dynamics enable the rapid
global circulation of content; on the other hand, the international composition of participants further intensifies and diversifies
the discourse. As a result, UK national security is discussed within a highly networked and externally influenced information
space.

6. Discussion

The findings of this study contribute to ongoing debates on disinformation, computational propaganda, and
democratic resilience by providing an empirically grounded account of how digital discourse operates as a strategic
environment. In contrast to existing research that often isolates specific platforms or phenomena, the results highlight the
systemic nature of contemporary information dynamics. This framework informs the empirical analysis by linking discourse
structures to measurable patterns of amplification and sentiment.

First, the dominance of negative sentiment supports prior arguments about the affective dimension of digital
communication but extends them by demonstrating its persistence at scale. Rather than being episodic, negativity appears as
a structural feature of the information environment, reinforcing perceptions of instability and risk. This suggests that
emotional tone should be understood not merely as a by-product of communication, but as a mechanism through which
influence is exercised.

Second, the observed platform asymmetry confirms and refines existing literature on platform logics. While previous
studies emphasize algorithmic amplification, this study demonstrates how different media environments perform distinct but
interconnected functions: social media accelerate and intensify narratives, whereas traditional media filter and legitimize
them. This interaction creates a feedback loop in which visibility and credibility are mutually reinforced across platforms.

Third, the transnational distribution of discourse challenges state-centric assumptions in national security analysis.
The findings indicate that national security narratives are increasingly co-produced within a global information space, where
external actors play a significant role in shaping both agenda and tone. This has important implications for policy, as it limits
the capacity of national governments to control or stabilize their domestic information environments.

Importantly, the study advances the conceptualization of trust as a strategic variable. Rather than treating trust solely
as an outcome of political processes, the findings show that it is continuously shaped by discursive dynamics, including
amplification, repetition, and emotional framing. This perspective aligns with recent scholarship but extends it by providing
measurable indicators of trust erosion within large-scale datasets.

From a practical perspective, the results suggest that existing approaches to countering disinformation may be
insufficient. Strategies focused on content removal or fact-checking address only isolated elements of a broader system
characterized by speed, scale, and network effects. More effective responses require continuous monitoring, early detection
of amplification patterns, and adaptive communication strategies capable of operating within rapidly evolving digital
environments.

7. Conclusions

This study set out to examine how digital media discourse reshapes national security through the lens of trust, using
large-scale monitoring data and political analysis. The findings demonstrate that contemporary information environments are
not simply channels of communication, but active arenas of influence, where narratives are produced, amplified, and
contested at high speed and across national boundaries.

A key conclusion is that the scale and intensity of discourse have reached a level where they themselves become a
strategic factor. The monitoring data — covering more than 39,760 mentions and nearly 300 million users — shows that
discussions related to national security and disinformation are not marginal or episodic. On the contrary, they form a persistent
and expanding layer of the public sphere. The observed acceleration of discourse indicates that information dynamics are
increasingly driven by amplification mechanisms rather than organic engagement. This creates conditions in which narratives
can rapidly gain visibility and become dominant before institutional actors have time to respond.

Equally important is the finding that the emotional structure of discourse is heavily imbalanced. The clear dominance
of negative sentiment is not accidental phenomenon, but reflects deeper platform logics and audience behavior. Monitoring
results show that negativity intensifies during politically sensitive moments, reinforcing perceptions of instability and crisis.
In this context, trust is gradually eroded not through a single shock, but through continuous exposure to critical and threat-
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oriented narratives. This supports the central argument of the article: trust should be understood not only as a social attitude,
but as a strategic resource directly linked to national security resilience.

Another significant conclusion concerns the structural asymmetry of information environments. The data reveals a
clear divide between social media and traditional media. Social platforms function as high-speed amplifiers of emotionally
charged content, while news media play a more moderating role. However, these two systems are interconnected. Narratives
that originate in fast-moving digital spaces can migrate into mainstream media, gaining legitimacy and broader reach. This
interaction complicates the task of managing information risks, as it blurs the boundary between informal and institutional
communication.

The study also highlights the uneven distribution of influence within digital discourse. A relatively small number of
actors — often including automated or coordinated accounts — are responsible for a disproportionate share of content
production and amplification. This suggests that visibility is increasingly shaped by coordination and repetition, rather than
credibility or expertise. From a security perspective, this creates structural vulnerabilities, as it allows both state and non-
state actors to manipulate the information environment without requiring large audiences or resources.

The thematic analysis further demonstrates a shift toward what can be described as epistemic conflict. Instead of
focusing primarily on policy issues, a large portion of discourse is dedicated to questioning the reliability of information
itself. This transformation has profound implications. When public debate becomes centred on the question of “what is true,”
rather than “what should be done,” the foundations of democratic decision-making are weakened. Monitoring data confirms
that discussions about disinformation and manipulation now dominate the agenda, indicating a deeper crisis of credibility.

A particularly important insight emerging from the monitoring is the transnational nature of contemporary discourse.
Despite the focus on UK national security, the majority of content originates outside the UK. This demonstrates that national
security narratives are increasingly shaped in a global information space, where external actors play a significant role. The
dominance of English as a common communication language further accelerates this process, enabling rapid cross-border
dissemination. As a result, national governments face the challenge of responding not only to domestic audiences, but also
to globally distributed and highly interconnected information flows.

Taken together, these findings suggest that the current information environment is characterized by speed,
asymmetry, emotional intensity, and global reach. These characteristics fundamentally alter the conditions under which
national security is understood and managed. Traditional approaches that focus on controlling information or responding to
isolated incidents are no longer sufficient. Instead, there is a need for a more systemic perspective that recognizes the
continuous and dynamic nature of information influence.

In practical terms, this implies several directions for policy and research. First, monitoring systems must go beyond
simple data collection and incorporate analytical frameworks capable of identifying patterns of amplification, coordination,
and narrative transformation. Second, institutional responses need to become faster and more adaptive, reducing the gap
between the emergence of narratives and official communication. Third, greater attention should be given to the role of
platforms, whose algorithmic structures significantly shape visibility and engagement.

At the same time, it is important to recognize that technological solutions alone are insufficient. The challenge is
not only technical, but also political and societal. Strengthening resilience requires rebuilding trust, improving transparency,
and fostering critical media literacy among audiences.

In conclusion, the study confirms that information has become a central dimension of national security, where
influence is exercised not only through content, but through the structure and dynamics of communication itself. The
monitoring data provides empirical evidence that trust erosion, amplification asymmetries, and global information flows are
not abstract concerns, but measurable and ongoing processes. Understanding and addressing these processes is essential for
maintaining both democratic stability and strategic security in the digital age.
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