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Abstract. It is argued that the assessment of the security level of the bank lending activities should be made taking into account the
socio-economic interests of all participants in the credit process. The developed methodology of the score assessment of the security level
of credit operations of the bank includes not only an analysis of the security status of the credit operations of a particular bank, but also
an assessment of the external conditions of its implementation. The process of assessment of the security level of the bank credit opera-
tions is implemented in five stages: the development of a system of security indicators for the bank credit operations; formation of the
information base, which consists of bank reporting (financial and managerial) and macroeconomic indicators; analysis of security indica-
tors; preparation of the report on the state of security; advising on adjustment of the bank’s policy to enhance security of credit operations
and prevent the effects of possible threats. The introduction of a methodology for scoring in the practical activities of banks will allow to
obtain objective characteristics of the security of credit operations, identify weaknesses, strengthen security measures, improve the bank’s
credit policy to prevent the effects of possible threats.
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1. Introduction

The analysis of the causes and conditions of the formation of a bad credit debt shows that its significant growth
occurs during periods of economic, political, and social cataclysms and various crises. It is during such periods
that entrepreneurial activity (and not only banking activity) undergoes significant stress, the consequence of
which is the violation of its rhythm, failure of business entities to fulfill obligations and the emergence and
growth of debts. Under such conditions, an important element of entrepreneurial behaviour must be mutual
support and exit out of the situation by joint efforts. Unfortunately, there is no appreciable understanding in the
interrelations of banks with their borrowers, depositors, and creditors, their relationships are subject to acute
conflicts, in which each party aspires to solve problems independently, including at the expense of other parties.
The consequence of this approach is a long-term resolution of problems, the growth of the volume of bad debits,
losses, and even loss of business prospects.
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2. Literature Survey

The organizational block takes an important place in the system implemented, because it should contain the
main organizational principles for the further work of the bank with bad debts (Wang, Y., Hahn, C., & Sutrave,
K. (2016, February); Bondar M., Iershova N. (2015)). Given the diversity of lending relationships between
banks with their borrowers, the different bank facilities for servicing loans, and the heterogeneity of borrow-
ers’ activities in the market, banks themselves shall determine the relevance of loans to troubled ones, while
developing appropriate rules (Wiengarten, F., Fan, D., Lo, C. K., & Pagell, M. (2017), Lindsay, J. D. (2018);
Dalevska, N.; Khobta, V.; Kwilinski, A.; Kravchenko, S. (2019)). Similar situations with borrowers violating
their credit obligations in some banks can cause problems, while others do not, so the work of banks with such
violations will be different (Austin, J.M., M., Demski, R., Callender, T., Lee, K. K., Hoffman, A., Allen, L., ... &
Pronovost, P. J. (2017), Carpinelli, L., Cascarino, G., Giacomelli, S., & Vacca, V. (2017); Dobrovolskiené, N.;
Tvaronaviciené, M.; TamoSitniené, R. (2017)). But under all conditions, banks’ approaches to recognition of
loans as bad ones must clearly be known to their borrowers. In accordance with the methods of recognition of a
loan debt as a bad one, the bank should classify such loans by the methods of dealing with them. As an option,
we can offer the following classification:

loans with a value of the risk index up to 0.2 (up to 30 days of delay in accordance with the procedure defined
by the Provision on the procedure for the formation and use of reserves by banks for reimbursement of possible
losses on active banking operations). The state of service is considered to be high and good. Obviously, the
methods of dealing with such loans should be based on compromises in negotiations with the debtors without
termination of loan and other agreements;

loans with the value of the risk index up to 0.4-0.5 (the term of delay is 30 to 90 days). Methods of dealing
with such loans may be of an economic nature and involve the suspension or termination of loan agreements;
loans with an indicator of risk greater than 0.51 (overdue for more than 90 days). The repayment of loan debts
with such a delay should be considered in court.

3. Methods

The organization of direct work on the repayment of debts shall be carried out based on the selected classifica-
tion. Such an organization may provide for actions relay in on external subjects (courts, law enforcement agen-
cies, collectors and other enterprises) or without such support - at the expense of their own forces. In this case
one cane recommend the bank to act on its own with respect to debts with a risk of no more than 0.5 or when
the size of the bad debt is not more than 10% of the loan portfolio.

There should be developed common approaches to the use of security forces and the application of appropriate
measures to protect the subjects in the process of their credit or other relationships. The common approaches
in the common defence system will be built through the creation of appropriate security levels: informational,
personnel, financial, and regulatory.

4. Results

The information level involves protection of the interests of participants in lending activities through minimi-
zation of information threats and counteracting them. A secure information space for the relationships of these
participants is created in the formation and use of credit resources by the bank. We recommend to create joint
information databases, develop common methods for detection, identification, evaluation, protection and coun-
teraction to disinformation, rumors, discreditation, blackmailing, and informational impact technologies, and
coordinate the activities of participants in the field of their information security in fulfilling their obligations.

The personnel level shall be formed through provision of counteraction to any manifestations of unfair and
criminal behaviour by personnel of participants of loan activity on the basis of development of uniform meth-
ods and criteria of control of behaviour and work of employees involved in the preparation and support of
certain operations.
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The financial security level includes:

formation of joint bodies of coordination and management of operations in the concrete relations of partici-
pants of credit operations;

the creation of joint working groups of representatives of participants of credit operations for carrying out
of corresponding operations; the determination of their functions and the introduction of a single procedure for
reporting on the state of their operations, this can be especially effective for operations that are significant in
volume or are strategic for the participants in credit operations;

introduction of centralized and independent control of the state and dynamics of operations in an automated
mode, with periodic communication of its results to each of the participants in credit operations; formation of
tactics of actions of participants of credit activity in case of violation of technology of operations, unforeseen
relationship of use (provision) of funds or unfair behaviour of participants.

The regulatory level of security shall be created by introduction of appropriate restrictions and prohibitions
both in the technology of operations and in the relations of the participants of credit operations. The regulatory
measures exclude actions of participants, which can negatively affect the results of corporate interest in credit
operations.

The methods of provision of security should be diverse and aimed at crossing all possible types of threats and
areas of their actions: informational, economic, social-personnel, technological, technical, and legal. Moreover,
there should not be any specialization of methods for participants in credit operations. The latter must possess
a complete arsenal of such methods, applying them within the limits of their functions assigned to them in the
relevant relationships (Dang, T. V., Gorton, G., Holmstrém, B., & Ordonez, G. (2017); Faridi, M.F.; Sulphey,
M. M. (2019)). At the same time, the need for application or methodology for the use of security methods must
be coordinated with all stakeholders and be motivated by the danger of threats and be adequate to the situation.

That is, the credit activity security system should be focused on ensuring the development of credit relations
in accordance with the previously agreed and approved scenario and to prevent its violations. To this end, a
significant part of security measures should focus on creation of favorable conditions for the establishment and
development of relationships. An important place in this should be devoted to building a scenario for the de-
velopment of a specific transaction and the relationships of its subjects, identification the most vulnerable their
technologies and stages, and formation of possible options for using the security system capabilities to counter
threats and protection against them. In all circumstances, any changes in the technology of operations and the
relationships of participants in lending activities should be as predictable and controlled as possible.

The function of legal priority ensures that all security measures shall be carried out in accordance with the
standards developed jointly by all participants in credit operations. The basis of such rules should be formed by
appropriate legal framework for the relationship of the named participants, including with regard to the regula-
tion of measures of protection of their interests (Bauer, S., & Bernroider, E. W. (2017); Limba T., Agafonov K.,
Pauksté L., Damkus, M., Pléta T. (2017); Masood, O., Tvaronaviciené, M., Javaria, K. (2019); Chunikhin, S.A.,
Kuzmin, E.A., Pushkareva, L.V. (2019); Ashraf, M., Masood, O., Tvaronavi¢iené, M., Aktan, B., Garskaité-
Milvydiené, K., Lace, N. (2019); Masood, O., Aktan, B,, Gavurova, B., Fakhry, B., Tvaronavi¢iené, M.,
Martinkuté-Kauliené, R. (2017)). That is, ensuring the security of credit operations should be accompanied by
relevant local rules that extend its impact on all its participants in the field of relations caused by the formation
or use of credit resources.

As you can see, an information base that is used when creating a system of security indicators of insurance
activities is formed on the basis of macroeconomic indicators and indicators of credit operations. The indicator
system is composed of indicators that reflect the level of financial and economic stability, adaptation, counter-
ing threats, continuous development and efficiency of use of resources (Mironova, N., Dimitrov, N., Tsenkov,
Y. (2019); Nikolov K., N. Mironova. (2019)).
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At the first stage of the determination of an integrated security assessment of the bank credit operations, the
selection of a set of indicators shall be carried out in order to assess the status of functional components of se-
curity, which ensures the adoption of managerial decisions regarding the analysis, prevention and neutralization
of real and potential threats to the security of credit operations of the banks.

The development of an effective system of indicators of the security of credit operations of banks is a compli-
cated methodological problem, since their quantity and quality should be sufficient in order to timely and ad-
equately signal about the emergence and development of destabilizing trends in the bank, while not burdening
the security system created for error-free and operational responding to possible threats. So, the list of indica-
tors should ensure, on the one hand, the implementation of the most powerful and reliable analysis, and, on the
other hand, the opportunity to quickly obtain information for their calculations. In this case, it is necessary to
exclude those indicators that are not subject to calculation or duplicate each other (Drobyazko, S. (2018a), Dro-
byazko, S. (2018b)). That is why it is expedient to calculate the security indicators of the bank credit operations
based on the data of public accounting statements of banks, which will enable to quickly determine the security
level of credit operations and to conduct its rating in a competitive environment.

The author selected four criteria to help assess the security of credit operations of banks, as shown in Table 1.

Table 1. Criteria and security indicators of bank credit operations

Criteria for the security
of banks’ lending activities
1. Criterion of efficiency of formation | the rate of use of paid resources; the rate of use of aggregate liabilities; the rate of use of
and use of banking resources deposits.

Security indicators of banks’ lending activities

ratio of loans to liabilities; level of credit portfolio problematicity; ratio of capital to

2. Risk Criterion .
loan; ratio of bank reserves for coverage of losses.

3. The criterion of efficiency
of the bank operation
4. The criterion for the norm of instant liquidity; the ratio of received and issued inter-bank loans; multiplier of a
the bank security level capital.

profitability of the attracted resources; profitability of assets; profitability of credit operations

The formation of the credit resources, as well as their use is related to the functions of the credit and, first of all,
with redistribution function. The redistribution process are connected to the accumulation of credit resources,
on the one hand, and placement them in loans - on the other hand. The strengthening of the resources base
promotes the increase in the capabilities of banks to meet the current and investment needs of the economy
subjects and households in additional financial resources. Each operation of banks, which implementation is
related to the change in the volume and composition of its resources, brings profit or expenses. The criterion of
the effectiveness of the formation and use of bank resources allows to performe an adequate analysis of the real
situation in the bank and formulate ways to improve the security of credit operations of banks.

We propose to evaluate the efficiency of the formation and use of bank resources using the rate of utilization
of paid resources, coefficient of use of aggregate liabilities, coefficient of use of deposits and ratio of loans and
liabilities.

The risk criterion is based on the features included in the risk classification of the bank. The value of as-
sessment of the risk criterion is that it is possible to simulate banking activity on its basis and carry out a
comprehensive search of internal reserves in order to increase the effectiveness of the security of the bank
credit operations. The approach proposed by the author is aimed not at the transfer of all types of bank risks,
but the creation of a certain system of bank risk indicators, which allows banks not to omit their individual
varieties in determining the total size of risks in their activities. We propose that such indicators include the
ratio of capital to issued the loans issued, level of bad loans and coefficient of provisions for losses at the
expense of the banks reserves.
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The analysis makes it possible to determine the trends and regularities of the activity, to assess the impact of
external and internal factors on the functioning of the banks; scientifically substantiate the planning of further
work and control over its implementation; determine the development potential and reserves for improvement
of its efficiency. The effectiveness of the bank should be determined through the calculation of profitability of
attracted resources, assets and credit operations.

Under the criterion of the bank security level one should understand the stability of the financial and economic
development of the bank. The ability to quickly settle under current liabilities creates prerequisites for the
stable operation of the bank. The slightest signs of a failure by the banks to fulfill their obligations can cause
panic among the clients, which in turn can lead to bankruptcy of the commercial bank. The level of bad loans
in the loan portfolio is capable of signalling of the decline in financial security at early stages. The level of
aggressiveness of the credit policy of the bank has a direct impact on the level of its protection and financial
security. Recently, the importance of controlling the currency position has increased significantly (Stattev, S. V.,
Boiarchuk, A., Portna, O., Dielini, M., Pylypiak, O. (2019); Koev, S.R, Moroz, 1., Mushynska, N., Kovin’ko,
0., Kovalchuk, S. (2019)).

In addition to the specified indicators, it is mandatory to take into account the external conditions of the credit
activity and their impact on the security of credit relations. In a market economy, the bank is an open system,
the activity of which is the interaction of internal and external environment. These two components are con-
stantly in tight interconnection. Depending on the force of influence of factors of each environment, one of
them is dominant over the other and affects its functioning.

By systematizing and singling out certain factors, one must take into account that the security system of the
credit operations of banks is formed simultaneously under the influence of a whole complex of economic pro-
cesses and phenomena. Factors do not operate in isolation but systemically.

The determination of the main characteristics of the values of indicators used in the analysis of the level of
security shall be performed at the second stage.

For indicators of financial statements of banks, the economically feasible minimum and maximum values of the
indicators or their lower and upper limits shall be determined, macroeconomic indicators shall be investigated
in the dynamics, that is, their change in a certain direction will indicate a decrease or strengthening of the level
of security of the bank credit operations.

Exceptions here are macroeconomic indicators that do not have threshold values, so we will evaluate them in
dynamics, that is, the change in such indicators in a certain direction should be regarded as a positive or nega-
tive feature.

The third stage is an expert assessment, in which the weighting coefficients are assigned to the calculated
indicators. In the conditions of considerable uncertainty of the environment, it is proposed to use one of the
traditional heuristic methods to solve the problem - the method of expert evaluations.

The presented methodology for assessment of the security of credit operations of the bank takes into account
two components:

1) external conditions of bank credit operations, that is, assessment of macroeconomic indicators of security
of the bank credit operation (the maximum sum of scores is 35);

2) the state of security of credit operations of a particular bank, which is evaluated using two components,
namely assessment of the performance of the functions of the security system of credit operations (estimated
condition of the three components) and assessment of security indicators of credit operations of banks (the
maximum sum of scores is 95) (Figure 1).
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A general assessment of the security of bank credit operations
The maximum amount of scores is 130

v

¥ +
External conditions for the bank credit The assessment of the determination of
operations functions of the security system of credit
Assessment of macroeconomic indicators operations. The state of the three
of security of the bank credit operations components is assessed (the maximum
(the maximum sum of scores is 35) sum of scores is 30).

Assessment of indicators of security of the
bank credit operations (the maximum sum
of scores is 65)

Figure 1. An assessment of the security of bank credit operations

The assessment of the banks’ credit operations shall be carried out based on the determined indicators of the
security of credit operations of banks.

1-5 points are assigned to each of indicators: 1 - the minimum value, 5 - the maximum value. If the bank does
not meet the recommended or normative values - 1 point, the average value - 3 points, meets normative or rec-
ommended values - 5 points. The total maximum amount of points the bank receives for this block is 65 points.
The macro indicator of security of the bank credit operations are evaluated in the same way.

The assessment of the security of the bank credit operations shall be carried out using the analysis of the degree
of execution of functions, which should be executed by this system, giving 10 scores for the implementation of
each element of the security system of bank credit operations.

1. The element “Rules of Conduct” assesses the information-analytical and consultative-organizational func-
tion and the function of mutual support and control (the maximum amount of points - 10).

2. The element “Technology of operations (relationships)” evaluates the individual-situational and adaptive
functions, as well as the functions of operational autonomy and management (the maximum amount of points - 10).

3. The element “Means of Protection” evaluates corporate security and integrated approach, legal priority
and planned function (maximum sum of points - 10).

That is, the maximum score of estimation of functions of the security system of credit operations is 30 points.

On the basis of the obtained sum of scores for assessment of the functions of the security system of credit opera-
tions and assessment the security performance of credit operations of banks (internal and external), a conclu-
sion can be made on the level of security of credit operations of the bank (Table 2).

Table 2. An assessment of the security of bank credit operations

The number of points . . . .
received by the bank 20 to 40 points 41 to 60 points 61 to 100 points 101 to 130 points
The level of security of credit .. . .
operations of the Bank of Ukraine critical low medium high

The fourth stage of the assessment is to provide recommendations for changing or maintaining a bank’s credit
policy based on the obtained quantitative assessment.

For a visual assessment of the security performance of credit operations, experts prepare a “Report on the as-
sessment of credit operations of the bank™: the name of the bank, which assesses security; indication of the pe-
riod for which the assessment is made; formation of a system of indicators for analysis; provision of the results
of their calculation and determination of the number of points for each indicator in tabular form; determination
of the level of security assessment; advising on changing the bank’s credit policy.
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The application of the proposed security system of credit operations of the bank enables to generate security
measures, rules of conduct and technology of conduction of operations at any stage of credit operations. Given
the fact that the use of credit resources is performed mainly in the form of credit operations and the fact that the
latters in their development go through three stages (preparation of the transaction, its maintenance (monitor-
ing) and repayment of credit funds), each of them will comply with their security measures, rules of conduct
and the technology of the relationship (Table 3).

Table 3. The security system at each stage of the bank’s credit operations

Stages of a credit operation Contents of the security system of credit operations of the bank

1. Preparation of the operation | formation of safe conditions for conduction of a credit operation

2. Monitoring timely detection of signs that may indicate a violation of the terms of a credit operation

taking measures for the most complete fulfillment of obligations by each participant of a credit

3. Return of funds .
operation.

Considering credit operations as a complex, multi-stage system of its relations with the participants of such opera-
tions and paying considerable attention to each of their stages, one can distinguish one of them, which is the most
complicated, labor-intensive and costly for the bank. It is a question of the bank’s work on repayment of credit
debt, which due for one reason or another was not returned by borrowers in accordance with their contractual ob-
ligations. Unfortunately, today such work is a constant attribute of credit operations of domestic banks.

The mechanism for managing the process of returning bad loans is ensured through the creation of a cor-
responding coordination group in the bank consisting of representatives of the bank, debtor and the entities
involved in the recovery of debts.

The main instrument of influence on the debt situation will be negotiations and agreements, information meas-
ures of support of the process of repayment of debts, and legal measures.

An important place in the proposed system is given to the structural unit, through which forces and means the
direct work on the return of debts is carried out. At present, a significant part of banks have subdivisions in
their structure that are dealing with bad debts. Without going into a detailed analysis of their work, taking into
account only significant amounts of bad debts that did not change significantly, and sometimes even grow, one
can make a conclusion on expediency of their existence. In addition, these units perform work that could be
successfully performed by other units involved in lending, such as: credit, security, legal, and risk units. In ad-
dition, the existence of units dealing with bad debts, as a rule, does not depend on the results of their work, and
their methods, as a rule, are patterned.

5. Discussion

In addition, banks bear additional costs for the maintenance of such units. Taking into account that modern
business activity (including banking) is accompanied by large volumes of bad debts, the services on their return
are began to be offered more and more often in the market. The emergence of such proposals has led to the
formation of a new type of activities - work on the repayment of debts. Specific conditions of the present tiem,
in which banks were, makes such activity quite relevant. Proceeding from this and in order to make bank deal
with bad credit debts more professionally, banks are proposed to create their own collection companies. The
establishment of such enterprises could involve not only one but a few banks. When dealing with the debts of
banks, such enterprises could simultaneously provide services to other entities, thereby enhancing their profes-
sional skills and minimizing their maintenance costs.

The urgency of the bad loan debt securitization is caused by the large capacity of the market of such debts and
significant valid credit transactions that enables to form an additional segment of the stock market and positive
prospects of its development (Provan, D. J., Dekker, S. W., & Rae, A. J. (2017), Sexton, J. B. & amp; Klinect,
J. R. (2017)). The main advantages of securitization of bad loan debts are: the possibility of redistribution of
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the risk of a large concentration of bad loans in banks, providing banks with additional sources of financial re-
sources, release bank balances from negative assets, improvement of their credit rating, improvement of banks’
liquidity, creation of a secondary market for such assets, which are the loans.

An important point in this approach is that the securitization of bad credit debts does not seriously impair the
interests of credit relations subjects, enabling them to resolve all issues without conflict.

Conclusions

The security system proposed forms the relevant functions in each of its components that are implemented in
various areas of relations: economic, informational, legal, and organizational ones, supporting them at a given
level and avoiding contradictions or conflicts. The security system capabilities are formed from the capabilities
of each of the participants in credit operations, to whom mutually agreed powers on protection of the security
object are delegated.

As a result of the use of the methodology for assessment of the security of credit operations of banks, one can
determine whether there are internal forces and resources in the bank to implement the available capabilities,
to which extent the bank is prepared to withstand the negative impact of the external environment, and, impor-
tantly, this analysis will help to identify internal deficiencies that need to be addressed and will provide a high
level of security of the bank credit operations.

The use of the considered indicators in assessment of the level of security of lending activities of the bank al-
lows it to correctly form its investment and credit policy and make sound management decisions for determina-
tion of the optimal structure of capital.

The introduction of the developed algorithm for security analysis of credit operations of the bank on the basis
of calculation of the level of functional components of the security of credit operations of the bank will signifi-
cantly increase the efficiency of the entire bank management system, since it will enable continuous monitoring
and evaluation of the state of the security, timely detection of threats and risks, and make effective decisions to
minimize them.

The complex nature of the proposals aimed at protection of the interests of credit institutions in the procedure for
the recovery of bad debts will not allow to break the relationship between the bank and their clients and will provide
better repayment of debts through the application of various methods of working with loan debts. The accent is
transferred from the debtor to the debt, and the result is achieved through the joint work of the debtor and the bank.

Typically, the task of managing risks in industrial organizations is assigned to special structural units. In the
event that the infrastructure of the industrial organization not provides such a unit, the management may decide
to engage regular risk management specialists or external consultants. However, as experience shows, quite
often the risk management functions are imposed on other structural units. Typically, these tasks can be per-
formed by the internal audit department, controlling service, and forecasting analytical unit. In this situation,
threats are diagnosed in a timely manner, and their consequences are eliminated promptly, which protects the
commodity producer from the probable significant losses.

It was substantiated that risk situations are accompanied by an urgent need to choose between different variants,
a polar understanding of a certain magnitude of risk by theoreticians and practitioners as a result of differences
between psychological and ethical and value systems and principles. This determines the subjectivity of the vi-
sion of this category. At the same time, the risk is an objective factor, due to the fact that it is inherent in most of
the existing production and economic operations, and functions not being based on the will or consciousness of
the individual, and neglect or recognition of its existence by an individual. So, one can agree that the risk itself
has both a subjective and objective nature.
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In the course of the study, it was substantiated that socio-economic, organizational and legal factors influence
the formation of economic security of an economic entity. Any industrial organization is characterized by cer-
tain features in the area of legal relations and the establishment of its own business security system. In view of
the imperfection of the current legislation, as well as the level of scientific and practical experience in substan-
tiation and creation of an effective system of economic protection of the manufacturer, it is advisable to draw
attention to the achievements of the international community in this area.

Taking into account world experience it can be stated that in developed countries, as a rule, there is a coexistence of two
basic systems of formation of economic protection of manufacturers: the systems of protection at the state level, which
are responsible for national security, with the spread of their influence on state and private business entities in the plane
of the current normative field; private entities that form their own economic security services or use detective-security
agencies develop their own systems of necessary mode of confidentiality and security. Only the combination of the
capabilities of both systems can guarantee the economic security of business interests, in particular, and in general the
interests of the state, by ensuring business stability, preventing the likelihood of bankruptcy, compensating for losses
caused by natural disasters or unfair competition, industrial espionage or other illegal actions.
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