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Abstract. The behavior of agents to ensure financial security on the basis of game theory was analyzed, the winning strategy taking
into account risk and uncertainty was determined. Using Data Mining the useful functions of this technology were identified to ensure
financial security: suspicious transactions determination, credit risks analysis, client account reliability analysis, financial indicators
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nature of financial transactions and decision-making procedures in the financial security system. It was proved that the development of
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on financial security at all levels of the economy: micro and macro was analyzed.
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1. Introduction

Economic security belongs to the fundamental conditions of existence of a country that cares about ensuring
the normal life of its people in the environment of international and internal conflicts. Now traditional war has
been replaced by various forms of hidden, outwardly civilized, but, in fact, very cynical confrontation, among
which the use of an arsenal of financial instruments plays a leading role. And conflicts that have an economic
background can develop into specific armed confrontations, called irregular or hybrid wars.

At the same time, we can not effectively analyze and predict the processes of formation of public debt,
exchange rate, the financial crisis, and the like with the help of well-known theories. Therefore, in the context
of the globalization of the economy and increasing its vulnerability to crisis phenomena, the formation and
implementation of the concept of financial security of a country are of paramount importance.
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2. Literature Survey

Correct identification of topical security issues is possible only with an adequate assessment of the real and
potential threats to human well-being. It is important both to be in a state of readiness to respond to existing
threats and not to create systems to respond to non-existent threats (Tvaronavi¢iené, M. (2018); Mikhaylov,
A. S.; Mikhaylova, A. A.; Savchina, O. V. (2018); Mamedov, O.; Tumanyan, Y.; Ishchenko-Padukova, O. &
Movchan, 1. (2018)) .A significant part of the threats is caused by the conflict of interests of various members
of society (Chen, K. C., Cheng, Q., Lin, Y. C., Lin, Y. C., & Xiao, X. (2016)).

The management of economic systems in conflict-free situations and in situations of acute conflicts should be
significantly different. The theory of financial management in conflict-free situations is currently quite well
developed, although it has some debatable moments. We are talking about such areas of financial science as
financial management, budget management, tax management, etc. (Sun, W., & Xu, Y. (2016); Osipov, G. V.;
Glotov, V. I. & Karepova, S. G. (2018); Vandina, O.; Mkrtychan, Z.; Denisov, 1.; Vechkinzova, Y. (2018)).

Managers, armed only with knowledge, which have a positive effect in conflict-free, non-crisis conditions, tend
to act in critical situations, proceeding from the patterns known to them. Such a course of conduct naturally
leads to financial losses or even to the liquidation of a business unit through bankruptcy (Chemla, Y., & Richard,
C. (2017)). It is important to realize that the overall objectives of a business unit remain the same, both in
conflict-free and conflict situations.

However, the main factors of achievement and obstacles to the realization of goals, depending on the situation,
may differ significantly. Problems of financial security outside the sphere of relations between different people
simply do not exist (Lyons, A. C., Grable, J. E., & Joo, S. H. (2018)). However, subjectively determined threats
have two main forms of manifestation: violence (physical impact) and deception (information impact). Financial
threats often manifest themselves as attempts by some people to appropriate or destroy the resources of others
through actions that are provided in a kind of legal and (or) economically sound financial transaction. The
financial danger is characterized by the fact that the conflict is disguised as cooperation, while the exploitation
is presented as a fair distribution of resources (Singh, S., & Singh, N. (2016, December). Therefore, financial
security is the result of a proper response to those threats to financial sustainability, primarily related to deception
and disinformation.

According to the game theory, if players can evaluate the possibility of betrayal by others, experience influences
their behavior. According to statistics, inexperienced players are usually too peaceful or aggressive (Scharpf,
F. W. (2018)). If they act like this forever, they will lose because of unnecessary aggressiveness or altruism.
Getting more experience, they realistically estimate the likelihood of betrayal and achieve the best results
(Tetiana, H., Karpenko, L., Fedoruk, O., Shevchenko, 1., & Drobyazko, S. (2018)). Early frauds have a greater
effect on inexperienced players than later ones on experienced ones. This explains the significant role of early
experience for young people and their particular vulnerability to unmotivated aggression, after which they
sometimes become too aggressive themselves. Collaboration in early games, strengthening confidence, reduces
the likelihood of betrayal in the group. Self-sacrifice may in some situations strengthen the morale of the group.
If the group is small, positive behavior is more likely to reciprocate, which encourages participants to further
cooperation. At the same time, a good attitude without a cause is an indulgence that can impair moral qualities.
These processes contribute to the study of mutual altruism, group and family selection and ethics.

3. Methods

Among the many regularities identified by mathematical modeling of economic situations, from the standpoint
of financial security, there are three the most interesting (Aumann, R. J. (2017)). Firstly, with a long-term
confrontation (multiple interaction) of more than two participants, a compromise turns out to be a profitable
strategy. The participant of the game, who received benefits due to the deception of opponents in a single
interaction, loses in further interactions, at least, loses what he received at the beginning of the game. Secondly,
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even if the parties do not enter into communication (non-cooperative game), their behavior is mutually agreed,
that is, even opponents uneven in resources depend on each other to a greater extent, the more their expenses for
managing conflict actions. Thirdly, in case of conflict interaction, the largest share of resources produced by two
parties is received by the one that produces less and spends more on conflict redistribution. But, having won,
it gets less than it could get from cooperation, since the cost of managing the conflict reduces the productivity
and competitiveness of all parties and the total amount of available goods.

The need for a hierarchical construction of a system for studying financial security problems is due to the
complexity of processing and using large amounts of information with limited time resources. It is necessary to
determine the priority objects or subjects of the financial security formation, approaches to its study, research
methods, public regulatory institutions and indicators of the level of financial security. Taking into account the
existing theoretical developments and actual problems of practice, we offer a scheme for choosing the priorities
of the relevant study (Tetiana, H., Chorna M., Karpenko L., Milyavskiy M. & Drobyazko S. (2018)).

4. Results

Turning to the theory of games, it is worth noting that the optimal decision of the player depends on his opinion
on the possible actions of others. Therefore, to develop concepts, the result must be studied how individual
players make decisions, not knowing what other players do. A repeated game is defined as a game in which
a group of participants expects to interact with each other many times under similar circumstances. Such a
situation is modeled with the help of the mathematical apparatus of the “prisoners’ dilemma”, which can be
limitedly or unlimitedly repeated. A limited number of repetitions would make cooperation impossible, because
players are not sure about the payouts or possible actions of others. As for the prisoners’ repeated dilemma, the
Tit-for-Tat (TFT) policy - to be “good” at the initial interaction with an unknown person with whom you expect
to have regular future relationships, and then simply repeat the steps of other players - in many cases it may be
the best long-term strategy. This showed that mutual altruism, from which others gain an advantage, provided
that the operation continues for an indefinite or unknown period of time and that the rate in the game is rather
low, is a stable solution to the prisoner’s dilemma. The TFT strategy will be profitable if individuals hope to
often cooperate in the future.

The Matrix (Table 1) illustrates a one-time game in the prisoner’s dilemma.

Table 1. Payout matrix for prisoner’s dilemma

C D
C (1, 1) (b, a)
D (a,b) 0,0)

Players 1 and 2 can choose between cooperation (C) or deception (D). If both choose to cheat, the win will be 0
for each. If they decide to cooperate, the gain will be 1 for each. It is also possible that one of the players chooses
cooperation, while the other - deception. In such a situation, the player who cheats takes a better position than
the player who cooperates. Namely: a> 1, b <0, provided that a + b <2. In this one-time prisoner problem, there
is only one equilibrium point, which is achieved when both players cheat. This is the most stable strategy, since
none of the players wants to experience a complete collapse from the fact that his/her actions can be foreseen.

The rational actor R is the player who chooses the best possible strategy to response, while the mechanical
TFT actor is the player who uses a certain strategy that is not necessarily the best. The fact that the player’s
R opponent is a TFT player creates strong incentives for player R to cooperate, since consistent cooperation
on the part of R results in a gain of 1 per round for each player. In addition, it is not rational for player R to
cheat in round t, and then cooperate in round t + 1, since this gives him/her a gain of a + b (assuming that TFT
cooperated in round t). Cooperation will be rational for R if he/she is convinced that he/she plays with TFT.
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For a player who is deemed to be a TFT, it’s better to confirm these expectations. The TFT player chooses
cooperation from the start, and then repeats the opponent’s actions of the previous round. This is done in order
to persuade the opponent to cooperate. The TFT player, by cooperating, has the opportunity to gain a reputation.
By this he/she encourages other players to cooperate. In other words, in order to play this game well, you need
not to defeat your opponent, but to persuade him/her to cooperate, of course, provided that the players really
want the game to end with mutual cooperation. Cooperation can be facilitated in different ways. One of them is
punishment for the player if he/she does not cooperate (Nakashydze, L., & Gil’orme, T. (2015)).

First, let’s consider the situation where only one side is uncertain. Two players (hawala agent and customer)
play in a repeated prisoner’s dilemma. Player 1 (hawala agent) is rational (R) and this is common practice.
Player 2 (customer) is also rational, but this is not a common practice, therefore player 2 will be called MR
(maybe rational). R determines the probability (p) that player 2 is rational and the probability (p-1) that player
2 is a mechanical TFT player.

As shown above, both players can cooperate (C) or deceive (D). This is their initial possible actions (Hilorme, T.,
Nazarenko Inna, Okulicz-Kozaryn, W., Getman, O. & Drobyazko, S. (2018)). When players decide to play, they
will not have complete information, because, due to the rationality possibility of player 2, there is uncertainty
about the gain. Considering the results and advantages of this game, we can conclude that a> 1> 0> b, but if
both players prefer a, it will be difficult to ensure cooperation. Here it seems possible to assume that, apparently,
religion or similar cultural characteristics force the players to respect a certain result of the game - 1 for each,
when both choose cooperation. The use of the mathematical apparatus shows that if there are optimization costs,
TFT types will survive in competition with rational actors, provided that the number of rounds in the prisoner’s
problem will be large enough. This result is based on the assumption that being rational is expensive, while
being TFT does not incur significant expenses. An explanation using a prisoner’s dilemma may help to explain
why value transfer systems originate from developing countries. With the development and complexity of the
economy, the motivation for using hawala-like systems may decrease. However, this is only one side of the
theory. Some informal cost transferring systems have proven to work despite economic development. Another
IVTS feature is their high ability to adapt to changes, such as economic crises, unrest and war.

Despite its informal nature, the hawala system has direct and indirect consequences in the macroeconomic
sphere due to financial and tax factors. One such consequence is the potential impact of hawala on the monetary
accounts of the countries of both parties to the transaction. Since these transactions are not reflected in official
statistics, the transfer of funds from one country to another is not counted as an increase in the foreign assets of
the recipient country or as an increase in the obligations of the sending country. As a result, money changes the
owner, and the official indicator of the money supply remains unchanged. However, transactions within hawala
may affect the composition of the money supply in the recipient country. In the field of money transfers, such
transactions are usually carried out with cash, although hawaladars can also use the banking system. Persons
from developing countries that transfer money abroad through the hawala system for investment or other
purposes usually belong to wealthy groups. They provide local hawaladars with cash by withdrawing money
from their bank account. As a result, transactions in the hawala system, as a rule, increase the amount of cash
in circulation. In addition, the system of illegal transfers causes fiscal implications, because the transactions
through hawala is not taxed. Negative impact on budget revenues has both illegal and legitimate activities,
if this activity involves the participation of the hawala system. There are estimates that around 5,000 hawala
brokerage points are operating in the world (Sherraden, M. S., & Ansong, D. (2016)).

Since we live in the era of information, it is difficult to overestimate the importance of data that is regularly
collected in the management of production, in banking, in solving scientific tasks. Powerful computer systems
that manage huge databases have become an essential attribute of life for large corporations and even small
companies. However, the availability of data alone is still insufficient to improve performance. You need to be
able to transform “raw data” into useful information for making important decisions. This is the main purpose
of data mining technology - electronic data intelligence.
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Data mining is a modern concept for analyzing data that may at first be inaccurate, heterogeneous, contain gaps,
and also have huge volumes. The need for regular analysis of such data has arisen as a result of the spread of
information technologies that allow for a detailed logging of the processes of production, trade and finance
(Sriramoju, S. B. (2017)). Literally, data mining translates as mining or digging data. An alternative term, quite
common, is data intelligence.

In fact, in terms of the composition of the tasks, data mining practically does not differ from the standard set of
tools that have been used for more than half a century in the field of statistical data analysis, the search for patterns
and training based on precedents. The main difference lies in the efficiency of the algorithms and the technological
effectiveness of their use. The overwhelming majority of classical procedures have a quadratic or even cubic,
depending on the number of objects, execution time. When the number of objects that exceeds several tens of
thousands, they work unacceptably long even on the most modern computers. Specialized data mining algorithms
are capable of performing the same tasks in linear or even logarithmic time without significant loss of accuracy.
Finding hidden patterns in the data, relationships between different variables, modeling and studying complex
systems based on the history of their behavior - these are the subject and tasks of data mining. Data mining results
- empirical models, classification rules, clusters discovered, etc. (Ristoski, P., & Paulheim, H. (2016)).

They can then be integrated into existing decision support systems and used to predict future situations.

From the point of view of financial security, such data mining functions are useful: suspicious transactions
determination, credit risks analysis, client account reliability analysis, financial indicators predicting and risks
control. Currently, most of the world’s leading software manufacturers offer their products and solutions in the
field of data mining. As a rule, these are systems in which various mathematical algorithms for data analysis
were implemented. They have an advanced graphical interface, rich visualization and manipulation of data,
provide access to various data sources, and the like. The following groups of data mining systems can be
distinguished. The need for automated data mining has become particularly apparent through vast arrays of
historical and new information.

It is difficult to even approximately estimate the amount of daily data accumulated by various companies,
government and scientific organizations. Another reason for the growing popularity of data mining is the
objectivity of the results obtained. A person-analyst, in contrast to the machine, possess always an inherent
subjectivism. A person, to one degree or another, is a hostage of ideas that have already taken shape. Sometimes
it is useful, but often causes great harm. And finally, data mining is cheaper. It turns out that it is more profitable
to invest money in a data mining solution than to constantly retain a significant staff of highly qualified and
expensive professional statisticians. Data mining does not completely exclude the role of man, but considerably
simplifies the process of finding knowledge, making it accessible to a wide range of analysts who are not
experts in statistics, mathematics, or programming (Apps, E., & Ono, K. (2017)).

Subject-oriented analytical systems. These systems solve a narrow class of specialized tasks.

Statistical packages. These are powerful mathematical systems designed for the statistical processing of data of
any nature. They include numerous statistical analysis tools and have developed graphic tools.

Neural network packets. This is a wide class of various systems that are hierarchical network structures, at the
nodes of which there are so-called neurons. Networks are trained by examples and, in many cases, give good
prediction results. The main disadvantage of neural networks is the difficulty of interpreting the results. A
trained neural network is a black box which work is impossible to understand and control.

Packages that implement the decision tree algorithms. This method is used only for solving classification
problems. This is its serious limitation. The result of the method is a hierarchical tree structure of classification
rules of the type “If ... Then ...”. The advantage of the method is the ability to separate data into a large number
of classes.
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Evolutionary programming. This is an approach in which several genetic lines of programs are formed in the
system that compete with each other in the accuracy of expression of the dependence studied. Rating systems
based on similar cases. These systems find among the past situations close analogues of the current one and
choose the course of action that was right for them.

Limited search. These algorithms compute the frequency of combinations of simple logical events in data
classes.

Currently, there are conflicting estimates of the effectiveness of various data mining algorithms. In general,
it can be argued that the success of various studies and the quality of the decisions made will depend on the
correctness of combining the functions of a computer and a person. An expert armed with the means of fast
processing of information will ultimately get better results than a specialist relies only on his own intelligence.

5. Discussion

Not only computer technology changes modern information and analytical processes in the field of economics and
finance. For example, American economists have developed a criterion for estimating from space the economic
growth of countries in the absence or incompleteness of official statistics (Buczak, A. L., & Guven, E. (2016)).
Researchers chose the intensity of the night illumination of cities as the measure of progress or regression of
the country. According to the authors of this method, it is the evening consumption of goods and services that
requires artificial lighting. And the more goods and services available to citizens are, the greater is its GDP.

For example, using the prisoner’s dilemma, which is repetitive, we can model pricing policies in oligopolistic
markets. Usually, oligopolists cooperate with each other to avoid losses from the “price war”.

A similar dilemma situation occurs when two competing organizations decide on advertising costs. The
effectiveness of the advertising campaign of each organization decreases with increasing advertising costs from
a competitor. If both organizations decide at the same time to increase advertising costs, their market shares
and, possibly, revenues remain unchanged, while profits decline. From rational positions, the limit of the size
of advertising budgets is the amount of profit, determined without taking into account advertising expenses.
However, organizations may work at a loss for some time in order to weaken a competitor. They can also make
an agreement to reduce advertising costs. But the incentive to break it always exists.

At the same time, information technologies can change not only the nature of financial transactions and decision-
making procedures. A number of technologies have significantly transformed the form of money in modern
conditions. For most of history, mankind has used monetary systems based on commodity money. Paper money
appeared about 1000 years ago and dominates today. Cryptocurrency is a new, experimental type of money that
operates in a distributed and decentralized system of secure exchange and transfer of digital banknotes based on
cryptography (Li, X., & Wang, C. A. (2017)). Banknotes of such a system can be exchanged for paper money
at the market rate. The first cryptocurrency was Bitcoin, the operation of which began in January 2009. Later,
with the use of Bitcoin innovations was created a number of other cryptocurrency. However, some specific
parameters of the algorithms laid in their work differed from Bitcoin.

In the first Bitcoin reports, considerable attention was paid to the active use of this system by the online black
market site, the Silk Road website. In such a way the erroneous assumption about the anonymity of transactions
in the Bitcoin system was spread. In the system there is a public register of all transactions carried out in its
history. Although the real names of participants are not included in transactions in the blockchain, Bitcoin
addresses are user aliases.

If a bitcoin address is identified in a certain way with a specific individual, then all transactions in the block
chain using this address can be easily linked with this individual. Although the transactions in Bitcoin are
not completely anonymous, the very presence of a cryptocurrency significantly changes the nature of law
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enforcement to restrict illegal transactions. In the course of operations with traditional money, electronic
payments are made through financial intermediaries; therefore, the country, by regulating their work, can limit
certain operations. In the Bitcoin system, penalties for illegal transactions may take place later, but they cannot
be limited in advance by adjusting the actions of the intermediary. This can seriously affect lawmaking and law
enforcement in the area of financial regulation.

In addition, the emergence of a cryptocurrency provides a new meaning to the problem of exchange rate
uncertainty. Since Bitcoin is not secured by any assets, the value of this currency depends solely on its usefulness
as a means of exchange (Delmolino, K., Arnett, M., Kosba, A., Miller, A., & Shi, E. (2016, February)). Most
likely, bitcoins will always be inherent in the volatility of the course more than paper money, because there is no
central bank in their system of operation, and the bitcoin money supply does not respond to changes in demand.
According to the “businessviews.com.ua” site, bitcoins are the limited currency for their emission, and the
maximum possible amount of emitted bitcoins is 21,000,000. As of May 30, 2017, it issued about 76% of
amount (https://coinmarketcap.com.). When the total currency base of the system reaches 21,000,000, then any
type of emission will be completely stopped (to avoid inflation), after which the system will enter the third final
phase - stabilization.

The formation of a cryptocurrency rate depends on demand, so the cost of Bitcoin is not stable (Figure 1).
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Figure 1. Dynamics of the dollar rate to bitcoin 2012-2018

Source: developed by the author according to the source https://coinmarketcap.com

Analyzing this diagram, we can say that in recent years, the rate fluctuations occur very sharply. Compared to
2012, the bitcoin course increased from USD 5.2 in 2018 to USD 6881.85 per bitcoin. As a result, the cost of
the cryptocurrency exceeded the cost of an ounce of gold (1339.3 USD as of 02.2018). The main reason for
this was the growth of speculative interest in this digital currency. It should be noted one feature that has been
observed in recent years. After an unplanned drop in quotations, there is another jump in the Bitcoin rate and it
not only reaches the point from which the next recession began, but improves the former indicator of the value
of the cryptocurrency and it beats its own new record. Therefore, those who were able to buy on time and sell
this cryptocurrency on time could make a lot of money from small amounts.

On January 16, 2018 the cryptocurrency market (including Bitcoin by 30%) collapsed. The price of Bitcoin
fell to 10 thousand dollars (and on December 17, 2017 it reached about 20 thousand dollars). Of the top 100
currencies, 99 fell by an average of 20% (Hayes, A. S. (2017)). Such a sharp fluctuation of the rate is associated
either with a ban on cryptocurrency exchanges or with a future ban on withdrawal of cryptocurrency into
ordinary money. However, cryptocurrency is not limited to one Bitcoin, which is the most popular in the world,
and offers the most developed network infrastructure (Table 2).
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Table 2. Capitalization and the rate of the top 10 cryptocurrencies on September 20, 2018

Ite(r)n Cryptocurrency name Price, USD Price, BTC Market capitalization, USD
1 Bitcoin,BTC 8496.19 1 143,844,203,115
2 Ethereum, ETH 584.2 0.069 57,851,642,770
3 Ripple, XRP 0.858 0.0001 33,601,434,036
4 Bitcoin Cash, BCH 1058.17 0.125 18,077,855,642
5 Litecoin, LTC 149.55 0.0177 8,400,042,028
6 EOS, EOS 9.85 0.0012 7,925,277,827
7 Cardano, ADA 0.285 0.00003 7,406,456,605
8 Stellar, XLM 0.369 0.00004 6,869,296,477
9 I0TA, MIOTA 1.93 0.00022 5,353,069,576
10 NEO, NEO 75.10 0.0088 4,881,721,000

Source: developed by the author according to the source https://coinmarketcap.com

The market capitalization of Bitcoin as of September 20, 2018 is 38.56% of the total market capitalization, the
second in terms of capitalization is the cryptocurrency Ethereum - 15.53%, and the third is Ripple, which is
9.10%. The total market capitalization is USD 373,008,072,802. (https://coinmarketcap.com).

Statistics have shown that investors, technophiles and gamers have the biggest interest in Bitcoin, and travelers
have the least interest (Fry, J., & Cheah, E. T. (2016)).

Conclusions

The global transition to the information age has changed the era of industrialism, which is ambiguous in its
consequences and contains a pronounced crisis component. Therefore, it cannot be viewed unambiguously
as a transition to a more prosperous state of society. Modern society has no other set of possible ways of
its development, except for those that are caused by the rapid and irreversible development of the newest
information technologies with the corresponding transformation of the main areas of human activity, such as
economics, politics and culture. The global and informational nature of changes is manifested in the creation of
a unified communicative space. In the socio-economic sphere, it is expressed in the construction of a network
or information society.

In the context of globalization, the mutual influence of traditional societies with their archaic mechanisms of
socio-economic relations and societies that have switched to the post-industrial stage of development occurs.
An example of the penetration of archaic financial and credit mechanisms of the era of the emergence of world
trade into the modern economic system is the international system of illegal money transfers called hawala.

In the international arena, the cryptocurrency has supporters and those who are neutral towards it. Some
consider it a development of the technological process and the “currency of the future”, others react negatively
to such innovations. Given the endurance of the digital currency and the steady growth in popularity in the
global financial arena, some countries are considering the issue of its control and regulation, while others do
not recognize the legal status of a cryptocurrency.

Characterized by a high level of complexity, modern information technologies impose extremely high demands
on the quality of the corresponding developments. However, in practice, even in developed countries, they do
not always achieve an adequate level of quality in this area. And the results of mistakes can be expressed in
very significant amounts of money. Given this, the development of information technology has created a whole
range of financial system vulnerabilities.
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