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Abstract. With the changing global security situation, increase in external threats or emergence of new ones (cyberattacks, on-
conventional warfare models, etc.), countries must feel concern regarding consolidation of their security (e.g. Novikovas et al. 2017;
Sisulak 2017). The fight against terrorism and the mitigation of climate change are key challenges facing global social changing. The
issue of climate change is in synergy with the concepts of ecological, economic and energy security. Global development increasing
demand of energy, triggered by increasing population and respective increase of economic activities, and consequent environmental
degradation (Tvaronaviciené, 2016). Climate change and increasing human activities posing a serious threat to the ecological security in
different fields (Li et al. 2017). Terrorist attacks in the USA, floods in 2002, shaped new attention EU Institution to Critical Infrastructure
(CI) concept, as an element of security. Critical infrastructure, as a phenomenon (for example energy), has become an argument in
making political decisions (Tvaronavic¢iené, 2012). One of the ecological security elements is municipal waste management, which,
as a business sector, is characterized as a complex phenomenon, which includes: infrastructure-engineering, administrative-functional,
political and technological aspects. The aim of the topic is to analyze the municipal waste management sector as a phenomenon of
national security. The topic reveals theoretical insights of the municipal waste management sector, identified it as a critical infrastructure
object, in the context of Lithuanian national security. The object - peculiarities of legal regulation of critical infrastructure in EU and
Lithuanian legal acts. The authors applied scientific methods such as document analysis, teleological, critical-analysis, comparative and
generalization.
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1. Introduction

The issue of climate change is closely related with issues of ecological, economic and energy security. Those
are key elements, influencing sustainable development and security widely discussed in scientific literature
(e.g. Lankauskiené, Tvaronavicien¢, 2012; Tumalavicius, 2016; Tvaronaviciené, 2016) and law regulation.
According to Communication from the Commission Europe 2020, ,,Climate and resource challenges require
drastic action. Strong dependence on fossil fuels such as oil and inefficient use of raw materials expose our
consumers and businesses to harmful and costly price shocks, threatening our economic security and contributing
to climate change”, COM (2010) 2020. According to The Treaty on the functioning of the European Union:
,~Environmental protection requirements must be integrated into the definition and implementation of the
Union’s policies and activities, in particular with a view to promoting sustainable development “ (2012/C
326/01). The Constitution of the Republic of Lithuania rules: ,,The State shall take care of the protection of the
natural environment, wildlife and plants, individual objects of nature, and areas of particular value, and shall
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supervise the sustainable use of natural resources, as well as their restoration and increase. The destruction
of land and subsurface, the pollution of water and air, radioactive impact on the environment, as well as the
depletion of wildlife and plants, shall be prohibited by law “ (Official gazette. No. 33-1014, 1992).

The municipal waste management sector is one of the constituent elements in the environmental protection
system. It is a public service, that involves the collection, transport, use, disposal, the organization of these
activities, monitoring, and subsequent disposal of municipal waste (Republic of Lithuania Law on Waste
Management). This sector is characterized by the specifics of legal regulation, institutional framework,
competitiveness and technological development. The abundance of legal disputes and conflicts, the diversity
of cases, the opinion of the Anticorruption Commission of the Seimas, that the Ministry of the Environment
does not ensure control of the waste management sector, presuppose discussion to analyze interaction between
municipal waste management sector and critical infrastructure in the context of the national security.

Authors discussed, that the critical infrastructure system has a dynamic, evolutionary character in the context of
social change, which implies the need for continuous debate on identifying the economy, administration sector
or service systems as part of the critical infrastructure system. As an example, we can propose US initiatives to
identify the national electoral system as a critical part of the infrastructure: Department of Homeland Security
has designated elections systems as part of our nation’s critical infrastructure.

2. The concept of critical infrastructure and its meaning in the EU and Lithuania law regulation.

Infrastructure means the basic systems and services, such as transport and power supplies, that a country
or organization uses in order to work effectively (Dictionary. Cambridge). In modern society, infrastructure
system and its components do not exist in isolation and the functional or physical relationships between them
are dynamic and complex. Due to interdependences inside the infrastructure or among infrastructures, the
failure in any part of system will affect other parts or even spread and cause disturbances to other infrastructures
through functional or physical connectivity (Coroiu, 2015). According to mentioned, the concept of critical
infrastructure revealed through systematic, holistic analyze, providing a classification of these phenomenon.
Main question, which must be answered - what makes infrastructure critical or what are the main criteria,
conditions of this phenomenon? Authors would like to mention for comparative analysis the definition of CI
according to legal regulation of USA, because this country dedicates a lot of attention to the analysis of this
phenomenon, especially after the terrorist attacks in New York. Critical infrastructure- systems and assets,
whether physical or virtual, so vital to the United States that the incapacity or destruction of such systems and
assets would have a debilitating impact on security, national economic security, national public health or safety,
or any combination of those matters (§1016(e) of the USA Patriot Act of 2001 (42 U.S.C. §5195c(e))

Legal regulation of EU first time uses term CI in 2004. According to Communication from the Commission to
the Council and the European Parliament (COM (2004) 702): critical infrastructures consist of those physical
and information technology facilities, networks, services and assets which, if disrupted or destroyed, would have
a serious impact on the health, safety, security or economic well-being of citizens or the effective functioning
of governments in the Member States. First mentioned definition are more explicit, highlighting ,,systems and
assets “, and its more adaptable for social changing and the dynamic nature of hazards.

Council Directive 2008/114/EC reveal definition of critical infrastructure more precise and explicitly.
According to this document, it’s possible to identify first classification of CI phenomena. The definition of
critical infrastructure is distinguished in two sectors:

(a) Critical infrastructure’ means an asset, system or part thereof located in Member States which is essential
for the maintenance of vital societal functions, health, safety, security, economic or social well-being of people,
and the disruption or destruction of which would have;

(b) ‘European critical infrastructure’ or ‘ECI’ means critical infrastructure located in Member States
the disruption or destruction of which would have a significant impact on at least two Member States. The
significance of the impact shall be assessed in terms of cross-cutting criteria. This includes effects resulting
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from cross-sector dependencies on other types of infrastructure;

Those definitions disclosure geographical (territorial) and sectorial interdependencies of the CI (for example
pipelines stretch across continents, electric power, information network systems). Such geographic dislocation
is determined by technological, functional, historical features. Especially are mentioned post- Soviet countries,
whose economic development was based on the planned economy and the defense strategy of the USSR.

European Programme for Critical Infrastructure Protection develop these classification establishing ,,external
dimension®. This provision primarily focusses on the EU’s neighbors. The interconnected and interdependent
nature of today’s economy and society means that even a disruption outside of the EU’s borders may have a
serious impact on the Community and its Member States. Disruption or destruction of a critical infrastructure
within the EU may have a detrimental effect on the EU’s partners and its Member States (COM(2006) 786).
Dimensions:

1. External

2. Internal

2.1. Members state

2.2.EU

The same classification of CI is provided by Lithuanian legal acts. According to Republic of Lithuania civil
security law (Official Gazette, No. 159-7207,2009), object of national significance- state institution, enterprise,
economy, energy, transport, telecommunications or other infrastructure, irrespective of its form of ownership,
the control or functioning of which would disturb or threaten to cause significant damage to national security,
would disturb state administration, economic systems, state-owned enterprises the functioning of the branch
or infrastructure, or which may be selected as a target in the event of war, attacks or acts of terrorism and, as a
result, become the focus of an emergency. The Resolution of the Government of the Republic of Lithuania No
943 rules: European Critical Infrastructure is an object of national significance in the Member States of the
European Union the destruction or disruption of which would have a significant impact on at least two Member
States (Official gazette. No. 105-4950, 2011).

To be mentioned, Lithuania does not establish a unified national strategy, which explicitly reveal the CI
conception: state - institutional tasks and objectives, political-strategic approach. Many European countries
already have quite advanced initiatives and real measures in this area. For example, The National Strategy for
Critical Infrastructure Protection of Germany is the starting point for consolidating the achieved results so far
and for further developing them in the face of new challenges.

1t is noteworthy, Lithuanian law regulation reveals the definition of CI in different hierarchy of law acts. It can
be formulated as a systemic weakness of the law.

Second classification of CI phenomena is based on type of security:

1) Economic security; 2) cyber security; 3) public security; 4) energy security; 5) ecological security; 6) health
security 7) cultural- moral security.

Law on the Basics of National Security (Official Gazette, No. 2-16, 1997) mentioned, that Lithuanian national
security policy shall consist of the provisions of the state foreign, defense, economic, public security, social,
culture, health, environmental, educational and scientific as well as other state policy provisions aimed at
ensuring national security. The first priorities of national security, which ensure the sustainability of state
development, are economic, energy, environmental, information, cybernetics, and social security.

The third classification can be grouped according to the functional sector:

e Energy installations and networks (e.g. electrical power, oil and gas production, storage facilities and
refineries, transmission and distribution system).

e Communications and Information Technology (e.g. telecommunications, broadcasting systems, software,
hardware and networks including the Internet)

e Finance (e.g. banking, securities and investment)

e Health Care (e.g. hospitals, health care and blood supply facilities, laboratories and pharmaceuticals, search
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and rescue, emergency services)

Food (e.g. safety, production means, wholesale distribution and food industry)

Water (e.g. dams, storage, treatment and networks)

Transport (e.g. airports, ports, intermodal facilities, railway and mass transit networks, traffic control systems)

Production, storage and transport of dangerous goods (e.g. chemical, biological, radiological and nuclear

materials)

e Government (e.g. critical services, facilities, information networks, assets and key national sites and
monuments) (According to COM (2004) 702).

Law on the Protecting Important Objects for National Security (Official gazette, No. IX-1132, 2002)
reveals strategically important economic sectors for ensuring national security: 1) energy; 2) transportation;
3) information technology and telecommunications, other high-tech; 4) finance and credit; 5) military equipment.
The fourth classification is based on analyzing criteria, which determining the factors, that make infrastructure
as critical.

According to Directive 2008/114/EC and Communication from the Commission (COM (2006) 786), established
provisions:

casualties criterion (assessed in terms of the potential number of fatalities or injuries);

(b) economic effects criterion (assessed in terms of the significance of economic loss and/or degradation of
products or services; including potential environmental effects);

(c) public effects criterion (assessed in terms of the impact on public confidence, physical suffering and
disruption of daily life; including the loss of essential services).

The disruption or destruction of a particular critical infrastructure will be rated by the extent of the geographic
area which could be affected by its loss or unavailability (scope). Evaluating severity, the consequences of the
disruption or destruction of a particular infrastructure will be assessed on the basis of:

— Public effect (number of population affected);

— Economic effect (significance of economic loss and/or degradation of products or services);

— Environmental effect;

— Political effects;

— Psychological effects;

— Public health consequences.

Additionally, one more criterion is to be mentioned is effects of time. This criterion ascertains at what point the
loss of an element could have a serious impact (i.e. immediate, 24-48 hours, one week, other). (COM (2004)
702).

Another type (the fifth) of classification is possible by type of capital, which take part in business activity:
a) private/public b) internal/external ¢) mixed.

3. Municipal waste management and critical infrastructure

The municipal waste management system is not directly identified as critical infrastructure in the EU legal
framework.

Resolution No. 113 of the Republic of Lithuania Government “Procedures of establishment and recognition
of the state importance objects of waste management” (Official gazette, No. 12-302, 2000), disclosure criteria,
according to which state importance objects of waste manage sector are identified. Based on these criteria, two
groups of state-owned waste management areas can be identified:

1) State importance objects of waste management sector. These are objects: manages more than one municipals
waste management area; implementing waste reduction tasks in landfills (based on the State Waste Management
Plan); ensures the uninterrupted handling of these waste streams. (For example UAB ,,Fortum Klaipéda“)
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2) Waste management objects, which use for energy production (cogeneration) after sorting municipal waste,
with energy value. These are objects: manages more than one municipals waste management area; and 51
percent or more of the shares and the voting rights attached to such shares are owned by the State of Lithuania
or the state-owned company; and after sorting remaining and unsuitable for recycling municipal waste with
energy value is used for cogeneration; and implements the National Energy Independence Strategy approved
by the Seimas of the Republic of Lithuania (Official gazette, No. XI-2133, 2012).

3) Attention is, however, to be focused on the fact, that according to new amendment of law on the Protecting
Important Objects for National Security (Official gazette, No. IX-1132, new amendment from 01/03/2018),
waste manage sector are not identified as critical infrastructure object. This document not completely
emphasize ecological security concept, because not establish waste manage sector as strategically important
sector of the economy. It determines legal uncertainty. The purpose of this document is to ensure that the assets
and territory located in the protection zones of enterprises, installations and property important for ensuring
national security (objects, assets and economic sectors), which are important for the security of the state, are
protected from all risks which may pose a threat to national security interests factors and to eliminate the causes
and conditions of the occurrence of such factors. On the one hand, municipal waste sector is defined as critical
infrastructure, on the other, according to higher power act- not. It presupposes a discussion about the disposal
of these objects (systems), the status of investors and other issues, affecting the public interest. Accentuate, law
regulation of Lithuania obligated to establish provisions of National Progress Program 2014-2020: “In order to
ensure the quality of utilities, it is necessary to reconcile the interests of the environment, economic and social
development. These factors contribute to improving the quality of life and business competitiveness.” (Official
gazette, No. 144-7430, 2012).

Detecting the interaction between the waste management system and the critical infrastructure phenomenon,
authors reveal the potential relation between these phenomena and identify possible systemic aspects. For
example, the quality of the environment and economic development are the main blocks of sustainable
development, the protection of which is of primary interest to the national security of the Republic of Lithuania.
Also mentioned, that municipal waste sector has dual nature: in one hand is part of ecological security; and
other - part of business. The aforementioned provisions presuppose the direction of research through the
dimensions of ecological and economic security.

4. Ecological security

Ecosystem services have become one of the core elements of ecosystem management and evaluation. As
a key area of ecosystem services and for maintaining national ecological security, ecosystem changes and
implementation effect evaluation are important in national key ecological function zones, for promoting the
main function zone strategy and for improving the construction of an ecological civilization (Zhai et al., 2018).
As already mentioned, environmental protection is one of the main tasks enshrined in both EU and Lithuanian
legislation. Directive 2004/35/CE of the European Parliament and of the Council on environmental liability
with regard to the prevention and remedying of environmental damage, established: ‘environmental damage’
means: damage to protected species and natural habitats, which is any damage that has significant adverse
effects on reaching or maintaining the favorable conservation status of such habitats or species. One of the
activities is waste management: waste management operations, including the collection, transport, recovery
and disposal of waste and hazardous waste, including the supervision of such operations and after-care of
disposal sites, subject to permit or registration. Also mentioned, that waste management sector, as business
sector includes transboundary shipment of waste within, into or out of the European Union, requiring an
authorization or prohibited. The regional waste management system in Lithuania operates on the basis of the
merger and cooperation of the counties (local municipalities). The purpose of this cooperation is to manage
waste together and to avoid the negative impact of waste on public health and the environment. Mentioned,
that municipal waste manage system consist of various elements of business activity such collection, transport,
use, disposal, the organization of these activities, monitoring, and subsequent disposal of municipal waste.
Mentioned each parts of the system must ensure prevention of the ecological event.
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On this basis, exist implementation of the waste management engineering system. Its disclosure inter-
dependences of waste manage system: internal and external nature. Internal means, that all types of waste
that are involved in waste management have a systemic nature. For example, hazardous or medical waste can
penetrate into the flow of municipal waste, or definition what is municipal waste is actual object of discussion
among lawyers and politicians. For example, wide or narrow definition of municipal waste content, affects the
lifetime of objects (goods), the presence them in civil circulation and obliges authorities to ensure technological
and engineering challenges in implementing the functioning of the waste management system. External nature
reveals a holistic approach to systemic links between functional sectors. Disruption or destruction in waste
manage system can determinate negative aspects in other sectors: water, health, government. Mentioned,
waste management sector interacting with energy security: municipal waste is used for generating heat and
electric power. Cybersecurity or electricity sectors influents waste management. Waste management sector
must ensure adequate prevention of possible risks of internal or external factors, mentioned above, in the
context of ecological safety. Its notable, that according to resolution No. 742 of the Republic of Lithuania
Government (Register, No. 20862, 2016) “On the approval of the critical information infrastructure
identification methodology”, the significance of infrastructure object is assessed on the basis of these criteria
for potential damage caused by destruction, damage to the infrastructure or malfunctioning of its infrastructure.
One of these criteria- environmental damage. Determining interdependencies and cascading failure modes
in critical infrastructures is a complex problem that is exacerbated further by the diverging characteristics of
the interconnected infrastructure types (Svendsen et al., 2007). Inter-dependence is a major challenge for risk
management in critical infrastructure. This is because economies and societies rely on interdependent and inter-
connected infrastructure systems. This gives rise inter alia to a phenomenon known as “cascading events” — that
is, once one disruption occurs, others are likely to follow within systems and processes that are connected to the
infrastructure affected by the initial disruption (OECD 2008).

5. Economic security

Rapid economic development has led to increasing threats to the environmental security and regional sustainable
development (Wang Delu 2017). Economies of countries are not homogeneous, they are characterized by
different economic structures and different their transformation patterns (TvaronaviCiené, 2014). Effective
functioning of social economy affects the provision of economic security (Menshikov et al., 2017). Economic
security could be considered as a preparation state of the economy for ensuring decent conditions for living
and developing the personality, the social-economic stability and the political military capability of the society
and the country in order to eliminate internal and external threats (Huber et al., 2010, Filipishyna et al., 2018;
Mishenin et al, 2018; Volchik et al., 2018). It is a systematic phenomenon that is influenced by many factors.
Firstly, bureaucracy, overregulation, non-transparent, non-integrity lobbying activity presupposes monopoly
and unfair competitive threats (Stankevicius, LukSaite, 2016; Finogentova et al., 2018). Secondly, competitive
activity can result threats to economic security, which is an important component of the country’s security
(Stankevicius et al. 2015; Kuril, 2018). Thirdly, the shadow economy has an impact on all economic phenomena
and processes of the society: formation and distribution of income, and, of course, economic growth and
sustainable development in general (Tvaronaviciené, 2014; Caurkubule, Rubanovskis, 2014; Luzgina, 2017).
The Constitutional Court of the Republic of Lithuania, analyzing competition law regulation issues in the
sphere of waste management services, ruled: under the Constitution, municipalities, while acting freely and
independently within their competence defined by the laws regulating economic activity (inter alia, waste
management), are bound by the principles forming the constitutional basis of the economy of this country, as
well as by other constitutional imperatives. This means that, in the area of waste management, municipalities
must pay heed to the requirement, as implied by the constitutional imperative of fair competition, that waste
managers must be selected by means of a tender according to their capability to provide uninterrupted, good
quality, and accessible services (Case No. 44/2011). Competition Council of the Republic of Lithuania
declared the violations of competitiveness in the field of municipal waste management in many Lithuanian
municipalities, some of them, for example, Kaunas municipality, do not ensure the implementation of the
principle of competitiveness from 2002 to the present (Resolution No. 25-27). Competitiveness phenomena are
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interacting with another’s negative elements, like shadow economy, corruption. Attention is, however, to be
focused on the fact, that these elements are objects of another type of security- public security. Public security
is part of national security that includes the protection of the legitimate interests of the human being, the society
and the state from criminal acts and other violations of law, natural or man-made disasters (Public Security
Program 2015-2025, 2015).

In the context of globalization, the identification of critical infrastructure objects requires the use of an integrated
(holistic) approach that includes geographic, systemic economic, ecological, energy, cybernetic aspects. These
must ensure protection, safety and security of critical infrastructures.

6. Conclusions

Visualization of classification makes it possible to identify objects, systems as critical infrastructure. Based
on this classification, the municipal waste sector is identified as a critical infrastructure, especially in area of
ecological security, public and economic security. Ecological and economic security are basic elements, which
reveals objects as a critical infrastructure, highlighting their dynamic nature in the context of globalization.

It is also to be mentioned, that the interaction between ecological and economic security is the key blocks
of sustainable development, which form the provisions of the Lithuanian strategic programs (For example,
National Progress Program of Lithuania (Resolution No. 1482 of the Republic of Lithuania Government “On
the approval of the national progres program for the 2014-2020°). Mentioned, that municipal waste managing
sector may have interdependencies manifestations with another kind of critical infrastructure objects and others
sectors: cyber security, energy security; water, health, government.

The municipal waste management sector as a critical infrastructure element in the legal regulation of the
Republic of Lithuania is ambiguous. The authors identify the contradictions of the systemic nature of legal acts,
the inaccuracies of definitions and the demand to embed national strategy for critical infrastructure protection.
Authors argue, that the subject of these areas should be analyzed in further triangular investigations.
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