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Abstract. For the last two decades, lone wolf terrorists in Western countries have been significantly changing their modus operandi. Part
of these changes and possibly even one of their causes is the increasing use of the internet by lone wolves. This article reviews the role
of the internet in the preparation of a terrorist attack as well as during the process of radicalisation of lone wolves. The possibilities and
methodical flaws of lone wolf identification on the internet are also discussed. Based on current knowledge, it can be said that the Internet
still has a limited role for lone wolves during the preparation of their terrorist attacks. However, it has been demonstrated, that as an
efficient communication tool, the internet is of considerable importance in the process of lone wolf radicalisation. The internet is also a
place where lone wolves may leak indications of their future actions. These leakages may be utilised for the identification of future lone
wolf terrorists on discussion forums or radical websites using semi-automatic methods. However, the biggest drawbacks of these methods
is their inability to distinguish between future lone wolf terrorists and common radical authors with no real intention on committing any
terrorist act.
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1. Introduction

Although, lone wolf terrorism is not a new phenomenon, recent statistics show a significant increase in the
number of terrorist attacks committed by lone wolves, as well as gradual changes in the technique of terrorist
attacks during last two decades (Ellis et al., 2016; Hamm and Spaaij, 2015). Fig. 1 shows the annual statistics
of terrorist attacks committed by lone wolves, resp. cases of lone wolf terrorists, based on published data for the
European Union (EU) and United States (USA). In both regions, there is an obvious growing trend. In the USA,
this trend reached its peak in 2010. In the EU, the highest amount of lone wolf terrorist attacks was reported in
2013. Although there is a slight decrease in 2014, it cannot be assessed if the growing trend actually stopped, or
is only a random deviation, because newer data are not available. Ellis et al. (2016) pointed out that the grow-
ing trend may be partially caused by the expansion of digital archives, which significantly increase the media
impact of newer terrorist attacks and improve their traceability. However, we assume that this may explain only
a minor part of the observed increase in the numbers of terrorist acts committed by lone wolves in the EU, resp.
lone wolf terrorists in the USA.
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Figure 1. The number of terrorist attacks committed by lone wolves per year in Europe (EU, Norway and Switzerland)
and the number of lone wolf terrorist in the USA from 2000 to 2014 (source of data: Ellis et al., 2016; Hamm and Spaaij, 2015)

Hamm and Spaaij (2015) pointed out the changes in modus operandi of lone wolves in the USA. They evi-
denced a significant increase of lone wolf terrorist attacks against uniformed police and military personnel
since September 11, 2001. Since 2001, terrorist attacks by lone wolves against military bases and military
facilities have emerged in the USA. Hamm and Spaaij (2015) reported important changes as well in the mecha-
nism of lone wolf radicalisation in the USA. Whereas prior to September 11, 2001 the radicalization was most
frequently connected with previous membership in an extremist group, since then this source of radicalisation
has been gradually replaced by the internet. Ellis et al. (2016) noticed the fact that lone wolves are not necessar-
ily so socially isolated as it has been sometimes assumed. Only 28% of lone wolves recorded in the Countering
Lone Actor Terrorism (CLAT) database were socially isolated, while 46% of lone wolves somehow signalized
their intentions or extremist attitudes to others before they actually committed a terrorist act. Previously, they
expressed their opinions usually to their friends or family members; recently, the use of the internet as a tool for
expressing views has been growing quickly.

2. The internet as an instrument used by lone wolves

The internet is often considered an effective communication tool for terrorist and terrorist groups giving them
relative anonymity, a huge amount of information and very cheap connection compared to other communica-
tion tools (Benson, 2014; Bowman-Grieve, 2013; Holt et al., 2015; Ogun, 2012; Rudner, 2017; Torok, 2013;
Tsfati and Weimann, 2002; Weimann, 2011; Tvaronavi¢iené, Cernevi¢iaté, 2015; Hilkevics, Hilkevics, 2017;
Stitilis et al., 2016; Limba et al., 2017).

With regards to the lone wolves, the potential benefit for them is the availability of vital information on the
internet such as instructions for bomb making, instructions for gaining weapons of mass destruction, or terror-
ist tactic guidelines. Benson (2014) even suggested that this information might actually enable lone wolves to
prepare terrorist attacks and act truly independently.

On the other hand, whatever information a terrorist may obtain on the internet, internet communication seems
to play only a marginal role during the actual preparation of terrorist attacks. Mueller and Stewart (2015) ana-
lysed 61 cases of Islamic terrorism in the USA from September 11, 2001 to 2015 and found out that truly im-
portant information was usually communicated face-to-face and not by using the internet. Benson (2014) argue
that anonymity on the internet is only relative and user identity may often be tracked. Based on their results,
Mueller and Stewart (2015) even question the significance of information gained on the internet. They highlight
the fact that internet manuals are of poor quality and contain inaccuracies or even ‘utter nonsense’, for detailed
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analysis see Stenersen (2008). In addition, Benson (2014) suggested that information on websites might be of
limited use, even when they are correct, because learning of some skill requires practical experience that cannot
be gained in this manner.

One source of information for lone wolves could be the websites of operating terrorist organisations. However,
it seems that terrorist organisations focus their efforts on websites primarily for self-propagation, not for the
transmission of practical knowledge, e.g. bomb construction instructions, to third parties (Brandon, 2008).
Tsfati and Weimann (2002) analysed the contents of dozens of websites of different terrorist organisations.
They reported that most of them avoid presenting their violent activities on their websites. Instead, they usually
emphasise themes such as freedom of expression or political prisoners. Significant efforts are in most cases de-
voted to vindicating the use of violence. Tsfati and Weimann (2002) recognised four rhetorical structures used
on terrorist organization websites that justify the use of violence:

(1) The claim that there was ‘no choice” other than the use of force.

(2) Demonize the enemy, e.g. posting a video of children killed by US air raids.

(3) Emphasize that terror is the weapon of the weak.

(4) Made statements about how terrorist organizations are trying to reach a non-violent solution.

However, this rhetoric style may be an effective tool for the radicalization of website visitors, in fact, a more
effective way than direct calls for terrorist attacks. Another important finding by Tsfati and Weimann (2002) is
that terrorist organisations usually do not seek to mobilize visitors of websites directly into violent action. If
they seek support on a website, it usually takes the form of economic support. Nevertheless, a website visitor
may be indirectly encouraged towards violence, e.g. call for a Jihad.

As described above, the significance of the internet as a communication tool in the transfer of practical informa-
tion or in the planning of a terrorist attack seems to be at least marginal. However, it is argued that the internet
has a crucial role in transferring or changing theoretical information, e.g. ideology, opinions etc. Regarding the
lone wolves, it is argued that information spreading throughout the internet may significantly contribute to their
radicalization, however, if it is not its very source. A good example of this mechanism is Al-Qaeda’s ‘electronic
jihad’. The goal of the ‘electronic jihad’ is to spread the idea of jihad among Muslim communities around the
world, especially in the Western countries (Rudner, 2017). An ‘electronic jihad’ focuses specifically on turning
moderate individuals into Islamic militants in Western countries. In this way, an ‘electronic jihad’ may influ-
ence the radicalization of lone wolves. Based on the analysis of an online discussion on the password-protected
forum of the islambase.co.uk, the most significant websites for Islamic extremist in the UK, Brandon (2008)
delimited three main functions of Islamic extremist websites:

(1) They work as online libraries of theoretical text, which includes violent interpretations of Islam.

(2) They act as a venue for preachers. On jihadi websites, radical preachers can communicate with their lis-
teners unhindered.

(3) They act as a forum for radical Islamists where they can exchange their opinions, discuss their activities etc.

Part of the ‘electronic jihad’ Al-Qaeda strategy is also the publication of instruction manuals, e.g. for home-
made bomb preparation, use of automatic rifles etc., intended especially for individually operated followers,
which gives them inspiration and direction to engage, as suggested by Rudner (2017).

There are many different opinions on the involvement of internet in the radicalisation of lone wolves. Some
authors, e.g. Benson (2014) or Mueller and Stewart (2015), attach only limited significance to the internet and
agree on the fact that the internet in its current form provides more advantages to counter terrorists than to ter-
rorists alone. Although Mueller and Stewart (2015) admit that the internet may have facilitated the function in
the mechanism of terrorist radicalisation, they do not recognise it as unreplaceable tolls.

In contrast, Sageman (2008) sees the role of the internet as crucial in the development of a ‘leaderless jihad’.
Sageman suggested that the internet is transforming people’s relationships and creating a new social structure.
On the other hand, he denies that propaganda spread by extremist websites could create a new terrorist. They
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may reinforce previously made-up minds and give them some inspiration at most. He emphasized the signifi-
cance of web forums and chat rooms as a tool for an individual’s radicalisation. Later, Tucker (2010) criticized
many of the hypotheses formulated by Sageman (2008), especially the hypothesis about the influence of the
internet on the transformation of the social relationship between people. Tucker (2010) considers this hypoth-
esis baseless, arguing that even in the age of internet, people still prefer a face-to-face social life, which also
applies to potential terrorists:

‘Internet images sometimes appear to assist if not initiate the movement to extremism. Chat rooms play a role
but rarely are the place terrorists first meet; face-to-face contact predominates. Mosques and other physical
gathering places figure more prominently than the internet (Tucker, 2010, p. 5).’

In contrast, e.g. a report Roots of violent radicalisation: Nineteenth Report of Session 2010—-12 by the UK
House of Commons Home Affairs Commitee (2012) ascribes that the internet plays a large role in the process
of radicalization, actually larger than religious institutions do. Similarly, Holt et al. (2015) emphasized the sig-
nificance of the internet in the mechanism of terrorist radicalization.

As mentioned above, there are many published case studies of the internet’s influence on terrorist radicalisa-
tion. However, there is almost a complete lack of quantitative studies on this subject. One exception is the
statistical analysis of a sample of 223 lone wolf terrorists in the UK from 1990 to 2014, performed by Gill et
al. (2017). They found out that in 61 % of them, there was evidence of online activity related to either their
radicalization or attack planning:

(1) 32 % used the internet for preparation of the attack

(2) 29 % communicated with other radicals on the internet

(3) 15 % via e-mail

(4) 9 % via online chat rooms

(5) 8 % via online discussion forum

(6) 15 % spread propaganda online

(7) 9 % tried to recruit others online

(8) 6 % provided material support to others online

(9) 5 % sought legitimization for their future action online

(10) 5 % signalized their plans online

3. Searching for lone wolves on the internet

Although, there is still discussion about the extent and practical significance of internet use by lone wolves, the
fact that lone wolves commonly use the internet is a matter of which there is little doubt. Even when they are
not searching for terrorist tactic guidelines or not preparing a terrorist act, they may be expressing their opin-
ions on the internet or leading discussions with other persons who have adopted a similar ideology. All these
actions may be potentially utilized to identify future lone wolf terrorists before committing a terrorist attack.
Unfortunately, some lone wolves are well aware of this risk, e.g. arguably one of the most successful lone wolf,
Anders Breivik, wrote in his manifest (Berwick, 2011, p. 853).

“You will increase your chance of being apprehended by 100% for every person you involve. Don’t trust any-
one unless you absolutely need to (which should never be the case). Do absolutely everything yourself.’

Even if a lone wolf terrorist is able to remain anonymous and makes no leakages during his preparation of a
terrorist attack, there is still the question of whether he could remain anonymous during the whole course of
his radicalization. It is very probable that most lone wolves tend to express their attitudes sometimes during
the phase of their radicalization. If the leakage took the place on the internet, it may be captured, possibly even
before the radicalized person has become a lone wolf terrorist.

The overwhelming extent of the internet network makes it practically impossible to search manually for po-
tential terrorist. In this situation, the use of automatic or semi-automatic computer search tools seems to be
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the only option. Cohen et al. (2014) suggested that fully automatic search tools are not likely to be sufficiently
effective due to the fact, that deep knowledge of the context and large personal experience is often needed to
detect a potential lone wolf terrorist. Moreover, the information may be expressed not only by words but also
by other ways, e.g. by images. For these reasons, Cohen et al. (2014) view semi-automatic search engines as
the most valuable tools for lone wolf identification.

Cohen et al. (2014) suggested that out of the eight warning behaviours formulated by Meloy et al. (2012), leak-
age, fixation and identification are the most likely to be found on the internet. Meloy and O’Toole (2011) define
leakage as ‘the communication to a third party of an intent to do harm to a target’. Based on the analysis of
previously published case studies, Meloy and O’Toole (2011) noticed that some kind of leakage is especially
common for adolescent mass murderers, e.g. spree shooters. In this group, the leakage is often accompanied
by direct threats. These findings may also apply to adolescent lone wolves. Fixation is defined by Mullen et
al. (2009, p. 34) as ‘an intense preoccupation with an individual, activity, or idea’. As noticed by Cohen et al.
(2014), the fixation compels the subject to gather extensive amounts of information about the target of attack.
According to Cohen et al. (2014), the third of the most important warning behaviours is identification. Meloy
and O’Toole (2011) define it as a behaviour that indicates the urge of the subject to project himself in the role of
‘pseudo-commando’. It may take the shape of worshiping previous attackers or even identification with them,
as well as strong personal interest in weapons or another military utility. Cohen et al. (2014) suggested that
lone wolves tend to exhibit videos and pictures of themselves with weapons or in some kind of military context
on the internet. As an example, they mentioned the case of Anders Behring Breivik, who showed himself in a
picture with an automatic weapon.

Cohen et al. (2014) identified four main problems of searching for lone wolves on the internet: 1) Translation
Services; 2) Sentiment Analysis; 3) Mapping Websites; 4) Author Recognition. The first step for a text not
written in English is text translation. In principle, there are two basic approaches to translation. One option is
manual translation by a human expert; the second is the use of an automatic translator, which leads to a lower
quality translation but a very high translation speed compared to the first case. Sentiment analysis and mapping
websites include text analysis whose main goal is to determine the ‘problematic’ users or websites. The last step
is the identification of users, which is no less problematic. One way to identify the author of a ‘problematic’
post is to get into his registration details or locate his IP address. However, there are techniques allowing the
concealment of these data, so the user may be very hard to detect when using these kind of methods. The other
way to gain the identity of the user is by using text analysis. The basic idea behind this method is that the writ-
ing style of each individual is so unique, it is actually comparable to human fingerprints. At present, research
is leading up to the development of algorithms that will be able to distinguish people based on the structure
of their language. However, existing algorithms are not yet sufficiently effective for the task of large-scale
language-based identification of persons on the internet.

Nevertheless, Cohen’s et al. (2014) study was only theoretical, giving no practical guide for distinguishing
lone wolves. Recently, Scrivens et al. (2018) analysed over 1 million posts on four online Islamic discussion
forums. Based on performed sentiment analysis, they created a ‘radical score’, which rates each author accord-
ing to his online activity. A ‘radical score” is the sum of the following components: 1) Average sentiment score
percentile; 2) Volume of negative posts; 3) Severity of negative posts; 4) Duration of negative posts. By using
the ‘radical score’, Scrivens et al. (2018) were able to identify the most radical users on the analysed discussion
forums. However, the authors themselves highlight the fact that the verbal radicalism of user does not imply
that this user is preparing a terrorist act.

Many authors including Holt et al. (2015), Khalil (2014) or Schuurman & Eijkman (2015) consider this the
most serious drawback of lone wolf identification based on their behaviour. They point out on the fact that a
radical attitude and extreme action are not the same. There are many individuals with extreme opinions, how-
ever, only a slight fraction of them ever take the step to perform a terrorist attack. On the other hand, there are
many terrorists who do not share their extreme opinions. Khalil (2014) argues that, whereas supportive attitudes
for political violence are driven mainly by collective causes including repression, socioeconomic inequality
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etc., contribution to political violence is often caused by individual-level motives such as material gains, fear,
craving for adventure or vengeance. If this would be true, what impact does the radicalization of an individual
via the internet actually have on the probability of him performing some kind of terrorist act? Radicalisation
may be only a necessary condition, not a direct cause of performing a terrorist act. However, as demonstrated
by Gill et al. (2017), even the intention to perform a terrorist act might be gained on the internet. In their sample
of 223 lone wolf terrorist in the UK from 1990 to 2014, they found that 14 % of them chose to use violence
after witnessing something online.

Conclusions

In review, it was pointed out that lone wolves are not necessarily so socially excluded as was sometimes sus-
pected. Moreover, social isolation in real life does not exclude the possibility of social interaction with other
people via the internet. Actually, these new online social structures mediated by the internet may be relatively
common for lone wolves. Based on current knowledge, it can be said that the internet still plays a limited role
for lone wolves during the preparation of their terrorist attacks. However, it is of considerable importance as an
efficient communication tool. It is highly probable that the internet communication of lone wolves significantly
participates in the process of their radicalisation. For example, the internet may serve as an environment, which
allows future lone wolves to get acquainted with extremist opinions, search for ideological texts or easily es-
tablish contact with other radicals or preachers of an extreme ideology.

The internet is also a place where lone wolves may leak some indications of their future actions. These leakages
may be utilised in the identification of future terrorists before carrying out his attack. Semi-automatic methods
have recently begun to develop for the identification of radical websites and radical users on web discussion
forums. These methods are still at the beginning of development, but they could be very effective in the future
and should be further elaborated. Their biggest drawback, which is more serious than technical issues, is the
fact that radicalism does not necessarily imply the implementation of terrorist attacks. Conversely, there have
been many terrorist acts which were performed by actors who previously did not express any radical views.
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