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Abstract. In the last few decades, the understanding of security has been changing. New areas emerged which may influence security
facets, which were not urgent earlier. Now those facets can endanger individual persons or even states. Breaches of cyber security, sepa-
rate attacks or intense cyber wars are becoming more usual than conventional wars in the physical space; violations of cyber security
may cause great damage, ruin businesses or even temporarily paralyze full-fledged functioning of individual states or regions. Many
countries of the world, realizing that such a threat is real, adopted Cyber Security Strategies; for some countries, this is not the first
version of such a strategy. This article examines the place of Cyber Security Strategies in the system of state documents, the nature and
importance of such strategies as well as whether they are binding on individuals and institutions. The article explores in more detail the
principles of ensuring cyber security provided for in such strategies, i.e. the principles identified by the states, as important for ensuring
cyber security. It is discussed why these principles are so different in the strategies of individual states.
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1. Introduction

Increasing possibilities of hardware and software, growing Internet speed and importance of wired and wireless
data transfer, the emergence of big data and cloud computing services, take-over by smart phones of increas-
ingly more human communication functions, and emerging of other functions important to people means that
information technologies play an increasingly more important role in our lives (Fuschi, Tvaronavicien¢ 2014;
Lauzikas et al. 2015; Ignatavicius et al. 2015; Grubicka, Matuska 2015; Rezk et al. 2015; Tvaronaviciené et al.
2016; Allabouche et al. 2016; Pauceanu 2016; Rezk et al. 2016; Samasonok et al. 2016; Prause 2016; Koraus
et al. 2016). Information technologies are common not only in personal relationships, business, but also in
state governance, military systems (which, historically, had a strong impact on the development of this area),
science, etc. There are few areas where information technologies do not have an important or decisive impact.
Such penetration of information technologies influences many areas of life, and this influence is so major that
disturbances to information systems may paralyze one or another function of the state. For this reason, pos-
sible occupation or disturbance of information systems, or another impact thereon, are of interest not only to
individual offenders or organized mafia groups, but also to official states and their governments, however,
often they do not make such activities public or even deny and hide them. Dependence of human activities on
information technologies will only increase in the future. Technological achievements are developing in a very
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dynamic manner, this also influences possibilities to have an adverse impact, using such technologies, on many
areas of human activities, both those mentioned above and those not mentioned, therefore, the issues related
to cyber security become increasingly more important. It is easiest for the states to fight adverse phenomena
on their territories and jurisdictions, while cyberspace virtually defies state borders, therefore, development of
cyber security on an inter-regional and international level becomes an important factor. This study will examine
why the present strategies are still so different and whether a possibility exists to single out common principles
so that all states find it easier to seek cyber security objectives.

In order to assess the formal preparedness of states to address cyber security questions, it is necessary to
analyze regulatory acts and other documents issued by them. In many states, an important constituent part of
documents is Cyber Security Strategies. To be able to evaluate the place of these documents in the system of
documents of states as well as the importance thereof, it is necessary to answer several particularly important
questions, which will be analyzed in this article. It is also crucial asses the means, used for regulation of social
relations in the area of cyber security and the typical principles (of a certain field of social sciences) which are
used or new principles, which are created exclusively for addressing cyber security issues.

Novelty and originality. In the drawing-up of cyber security strategies and other regulatory acts, it is vital to
elaborate on the principles for the creation and development of a cyber security strategy as well as the devel-
opment and further implementation (application) of legal norms. So far, a more thorough piece of research of
cyber strategies has not yet conducted. It is reflected by practice, because the majority of strategies identify
different principles and a different content thereof.

A practical and scientific significance. Having identified the place of a strategy - as a document, in the system
of documents, as well as the purpose thereof and having systematized and elaborated on the principles of cyber
security strategies, it will be easier to develop and improve cyber security strategies and other regulatory acts.

The purpose. To single out and systematize the principles of cyber security strategies.

Methods: Analysis of cyber security strategies and other regulatory acts as well as of scientific literature, com-
parative analysis, the systematic method.

2. Emergence of Cyber Security Strategies

The first cyber security strategies started to emerge as from the year 2000, however, only 2011 saw a real boom
of Cyber Security Strategies and the majority of member states of the European Union and part of the states of
the world approved their strategies'. That was a period of a break-through when states not only started to con-
sider cyber security issues, but also finally identified them in documents as one of the most important security
threats of one’s country. Alas, it has to be noted that in democratic states, at least a few years of democratic
discussions and coordination of the document elapse, until the approval of a specific document (in this case, a
Cyber Security Strategy), i.e. at least one to two years pass as from the realization of cyber security threats, as
a fundamental security threat, until the approval of the strategy. During this period, many areas of state activity
became dependent on computers, the Internet and other elements of the electronic space. These data is reflected
in various types of statistics, for instance, on e-government prevalence, e-banking development, etc. One of
the simple and illustrative pieces of data illustrating the turning-point in the importance of cyber security is the
number of households with Internet access and the number of individuals using the Internet. We can compare
the correlation between the dates of emergence of the strategies and the prevalence of the Internet, which is
presented in the charts provided below (Fig. 1, Fig. 2).

' More information is available at: https://www.enisa.curopa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-nc-

sss/national-cyber-security-strategies-in-the-world
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Fig.1. Internet access at home
Source: ITU World Telecommunication/ICT Indicators database.
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Fig.2. Internet users

Source: ITU World Telecommunication/ICT Indicators database.

It is noteworthy that since the time when, in the leading markets (Europe and America), about 40 per cent and
more of users and households started using the Internet, the issue of cyber security has become critical.

It is also important to take into account the prevalence of breaches of cyber security. Every year, target groups
and organizations of cyber attacks are different, however, the presented charts show what a wide circle of in-
terests is violated by cyber attacks. It should be noted that the interests of a state are violated not only by those
attacks which are aimed directly at the government, but also by the ones which are also able to have an adverse
effect on other critical infrastructures and organizations or otherwise disturb the activities of a state or members
of society (Fig. 3).
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Fig.3. Targets, Organizations and attack statistic

Source: http://www.hackmageddon.com/2016/01/11/2015-cyber-attacks-statistics/
3. Why are Strategies Important?

Once we have identified that cyberspace is, or rather violations of relations created in this space are, a security
threat, we face questions, which has to be addressed, and these questions differ from the questions and solu-
tions thereto known to us historically. We will not find cyber security answers either in classical management,
or in the military science or law, even though such problems as security, wars, crimes or legal regulation are
not new and have a long history. What, then, makes this entire question so specific? Convergence of all these
questions, following a change in technological possibilities, makes cyberspace and threats arising therefrom a
qualitatively new question requiring a new approach and solutions.

The compilation of all questions, mentioned above in this chapter, and the knowledge possessed into one place
does not give a uniform result; it is also confirmed by the variety of effective strategies, even though there are
initiatives to make them more uniform (e.g. the EU’s and other initiatives), however, so far even cyber security
strategies of neighbouring countries or countries with a similar pattern of development have been particularly
different. Overall, the objective of all cyber security strategies is similar, because of the intention to fight inse-
curity challenges in cyberspace and regulate them, however, the description of achieving these objectives and
the realization thereof as well as the very strategy documents are very different.

4. Security, Definitions and Changes in the Understanding of the Problem

When talking about cyber security we are addressing fundamental security questions, which were understood
in a completely different manner at the beginning and in the middle of the previous century. Especially after
the Second World War, security has found major attention in the fields of International Relations and its sub-
discipline, security studies. Security studies evolved during the nuclear age and were originally foremost about
the study of the threat, use and control of military force, as one proponent of security studies, Stephen Walt,
stated. They were mainly concerned with the military strategy and giving policy advice to the military?®. Since
the cold war, the study of security has come a long way. Most importantly, as Emma Rothschild has reminded
us, during the past two decades or so, the concept was first extended downwards from states to individuals,
upwards from the nation to the biosphere and horizontally from the military to the economic, social, political

2 BARBARA LUTHI (2011). Perspectives on Security in Twentieth-Century Europe and the World. Contemporary European History,

20, pp. 207-214. doi:10.1017/S0960777311000063.
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and environmental®. While examining cyber security questions, we face a lack of definitions or non-uniform
interpretation thereof, which could also be noticed at the level of presentation and disclosure of principles. It
is crucial that even a threat is defined differently, therefore, different means for the reduction of the threat are
employed.

5. Nature of a Strategy Document

While exploring the origin of the word “strategy”, one may notice a close link thereof with the military sci-
ence. Encyclopaedias indicate the origin of this concept and the connections thereof with appropriate areas of
activity. The word “strategy”, derived from Greek, originally meant the “art of the general”, or “generalship”.
It has long since been broadened to include also the art of the admiral and of the air commander. So dynamic
and pregnant a word is bound to be applied also to numerous other kinds of competitive situations, includ-
ing commerce and games, and today one speaks of testing various “strategies of play” over a broad range of
game situations®. A strategy: To ancient Greeks, strategos, from which we derive “strategy”, meant simply the
general’s art; a modern definition, however, would generalize the meaning to a reasoned relationship among
military means and the ways they might be used to reach the ends of national policy’. Both definitions, which
have been provided, specify the military origin of the word but note that this word is also applied in many other
areas of activity. There also exist very simple definitions of a “strategy”, for instance, (i) a planned series of
actions for achieving something; (ii) skilful planning in general®. The word “strategy” is very closely linked
with another word originating from the military science, “tactics”. “Tactics” are a means by which a strategy
is carried out’. This means that a strategy should be achieved using “tactics”; in the case in question, separate
actions and maybe even laws could be called tactical means.

According to their territorial nature, strategies may be:
National,

Regional,

International and

Global.

Currently, dominating cyber security strategies are national; the majority of the states examined have their own
strategies, and for some countries, their strategy is not the first one, however, there are several regional strate-
gies (for example, European Union) or strategies based on a certain affiliation to concrete organizations (for
instance, NATO). At this point in time, there are no international or global strategies, but there exist significant
initiatives, for example, The ITU National Cybersecurity Strategy Guide. If a uniform global cyber security
strategy were adopted and then accepted by the majority of countries of the world, this would enable the uni-
fication of national strategies. That would be a particularly important factor influencing the solution of cyber
security questions, however, there is no doubt that it will be hard to achieve that because some states arrange
cyber attacks themselves for various purposes and uniform agreement will be difficult.

In order to examine the principles, it is necessary to assess which branch of social sciences these principles will
belong to and what is the meaning thereof. It is important to answer the question as to what strategies are and
what the purpose thereof is. This question has been analyzed quite little in the theory of social sciences. If we
assessed that as “legal strategy”, this concept has other meanings which are applied in choosing legal actions in
order to achieve appropriate legal objectives (for instance, to win a case); in the case in question, this concept
and interpretations are completely inappropriate.

3 Rothschild, Emma. What is Security? Daedalus 124, 3 (1995), 53-98.

4 “Strategy.” International Encyclopaedia of the Social Sciences. 1968. Encyclopedia.com. 17 Jan. 2016. Available on the Internet:

<http://www.encyclopedia.com>.

5 John Whiteclay Chambers II. “Strategy.” The Oxford Companion to American Military History. 2000. Encyclopedia.com. 17 Jan.

2016. Available on the Internet: <http://www.encyclopedia.com>.

¢ Longman Dictionary of Contemporary English. Available on the Internet: <http://www.ldoceonline.com/dictionary/strategy>

7 Read more at: http://www.businessdictionary.com/definition/tactics.html#ixzz3xV8d6m3C
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It is vital to answer the question as to what kind of act a strategy is. Unfortunately, there are no unambiguous
answers to this question, and probably there cannot be just one answer, because different states have their own
specific features, i.e., for example, acts called strategies are passed departing from the means of legislating typi-
cal of legal norms or, conversely, they are passed in accordance with the procedure typical of adoption of legal
acts by appropriate authorized institutions and comply with the majority of requirements for legal acts and legal
norms, i.e. the formal definition and systematic character.

As mentioned above, it is important to assess what a strategy is in such a case. There is more than one defini-
tion, however, one of the short and simple definitions is the following: “A strategy is a plan for action intended
to accomplish some goal®. This definition m be applied in individual situations and in order to achieve more
abstract objectives, therefore, the meaning of a legal strategy mentioned above may be the selection of concrete
legal means in order to achieve an objective. From the systematic point of view, Cyber Security Strategies may
be regarded as an action plan to achieve certain cyber security objectives; therefore, such strategies should fo-
cus on appropriate formulation of objectives and determination of how these objectives are to be achieved. In
the definition of objectives and means to achieve them it is also important to formulate appropriately principles,
which shoul be observed in order to achieve the objectives.

Contemporary process of legislation and democracy enables a fragmented adoption of legal norms by amend-
ing separate legal norms or parts thereof as well as adaptation of the norms to the changing social relations tak-
ing into account only separate incidents and in a very short-term perspective. Such process of legislation does
not comply with the fundamental principles, i.e. predictability of law, legitimate expectations, stability of the
state, etc. In order to avoid such bad practice of legislation, appropriate methodologies and means are necessary
in order to improve the legislative process. How and where should the conceptual objectives and principles of
the legislative process be provided?

The concept of a strategy, which originated from the military science, has been widely used in business, how-
ever, a strategy is also necessary while planning the adoption of legal norms and the activities of a state in one
or another area.

Problems arise not only during the stage of development and realization of legal regulatory acts, but also during
the earlier stages, i.e. while determining objectives and principles of regulatory acts to be adopted as well as
the timeframe for coming into effect thereof, the funding of legal means established by legal norms, etc. The
norms will be efficient only if they are in conformity with the social situation, clear objectives of legal norms
are identified and there is a plan as to how the objectives will be achieved. The establishment of objectives
and principles for adjustment of social relations makes it possible to forecast possible changes in norms more
clearly and at the same time avoid very frequent and erroneous changes in them.

This early stage, when objectives as well as means and measures to achieve the objectives are determined, is
called a strategy.

A legal strategy includes prospective planning and forecasting as well as a conceptual and long-term foresight
of problems in the development of law-making.

Some strategies comply with the majority of requirements for legal norms and may be considered as legal
norms with organizational elements though; however, strategies of some states may not be regarded as legal
norms because they are not in conformity with all the formal attributes of a legal norm. These attributes are the
following: normative nature, formal definition, universal mandatory character, guarantees of universal man-
datory character (mutual benefit and a state’s coercion) and systematic character. Separate strategies have a
declarative, organizational nature, i.e. they do not prescribe a rule for concrete behaviour, are not universally
mandatory, etc.

8 Martha C. Nussbaum, Flawed Foundations: The Philosophical Critique of (a Particular Type of) Economics, 64 U. CHI. L. REV.
1197, 1199 (1997). 7 (defining “strategy”).
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Considering the circumstances mentioned above, it is possible to maintain that a strategy is an organizational
document which provides for measures and means to be chosen in order to achieve the objectives established
in the strategy.

Taking into consideration that strategy is a high-level document it is important to find what level issues need to
be developed in this document. The variety of issues discussed in existing national cybersecurity strategies are
quitting big, including depth how these issues are discussed. The problem is to see all the system of state docu-
ments, therefore it is good to fix just very high level issues (like vision, goals, principles, etc.) in the strategy
and to do not go more in details. Why it is important? We can divide strategies into short, medium and long-
term strategies. It could be good and important discussion what particular time periods are short, medium and
long for strategies in cyber security (so rapidly changing field of activities), but we need to have understanding
of all of these three periods to do not lose concentration into main aims, but to stay flexible enough at the same
time. Therefore, it is very important not to go into details in strategy, and to divide clearly what we can solve in
the strategy, and what - in the laws.

6. Singling out Principles in Separate Strategies

The word “principle” derives from the Latin word principium. This word also has a number of meanings: (1) a
fundamental truth or proposition that serves as the foundation for a system of belief or behaviour or for a chain
of reasoning; (2) a fundamental source or basis of something’, etc.

According to dictionaries of international words, “principle” may be described as “a conviction determining
the norms of a human being’s relations with the reality as well as his/her behaviour and activity”. Based on the
provided description, “principle” is understood in the most general sense, as a steering source substantiating the
content, concrete manifestations or individual elements of a certain phenomenon. Such is, probably universally
recognized, the meaning of this concept!’.

The cyber security problem encompasses many areas of human activity, and originates from a technological
change, i.e. technologies enabled the emergence of the security problems under discussion. However, that is
not technologies that cause problems, but people using technological possibilities, and adapting them for their
purposes, i.e. the majority of problems is not of technological nature but has to do with the relation of a human
being with technologies and relations of people with other people (for instance, systems are disturbed, in a tar-
geted manner, not by technologies themselves (accidental disturbances, though, also happen due to imperfect
technologies), but by people seeking selfish purposes (money, power, influence, etc.), i.e. many questions are
social and they are examined by social sciences, therefore, to resolve them, the principles of social sciences are
to be applied, such as the principles of law, management, economics and others.

In the examination of the principles of strategies, the main source is the texts of these strategies. Some strat-
egies do not single out clear principles or indirectly mention isolated principles (strategies of Albania, the
Netherlands, Luxembourg, Lithuania, Italy, Hungary and France), other countries single out only several clear
principles in their strategies (United Kingdom (three), United States of America (three), Latvia (four), Ireland
(three) and Czech Republic (three)). Some countries single out very many principles (Germany (seven), Fin-
land (eight), Romania (eight), Estonia (eight) and Turkey (as many as thirteen)).

Some strategies clearly single out concrete principles and classify them (The strategy of Austria: “Principles
related to the very strategy: comprehensiveness, integrity, proactivity and solidarity. II. Universal ICT security

®  <“principle.” The Oxford Pocket Dictionary of Current English. 2009. Encyclopedia.com. 17 Jan. 2016. Available on the Internet:

<http://www.encyclopedia.com>.

10" «principle.” The Oxford Pocket Dictionary of Current English. 2009. Encyclopedia.com. 17 Jan. 2016. Available on the Internet:

<http://www.encyclopedia.com>.
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principles: confidentiality, integrity, mandatory application, authenticity, accessibility and protection of person-
al data. I1I. Fundamental principles: rule of law, subsidiarity, self-regulation and proportionality.”), in the strate-
gies of other countries, chaos is felt and one can discuss whether what is called principles indeed are principles.

The Cyber Security Strategy of the European Union singles out five principles:
1) What applies in the physical space, also applies in the electronic space;

2) Protection of fundamental rights;

3) Access for all;

4) Management of various players;

5) Common responsibility.

When discussing these principles, it is vital to single out the most specific and important principles as well as
doubtful principles. Starting with the doubtful principles, one should single out universally effective princi-
ples of general nature and principles provided for in other important documents, for example, “Protection of
fundamental rights”. Does singling out of this principle, as a specific or general cyber security principle, bring
something new? Would, in the absence of the Cyber Security Strategy of the European Union, this principle
be ineffective or effective to a smaller extent? The content of this principle is clear enough, well-detailed in
appropriate international regulatory acts and checked over and over again by authoritative international courts;
and the presentation thereof in this strategy is not necessary, even though possible by showing that this is a
guideline which is very important when addressing violations of this type of security, i.e. that fundamental
human rights may not be sacrificed because of security solutions. Another doubtful cyber security principle is
“Access for all”. This principle hardly increases security, rather reduces it, however, this principle is important
from another point of view, i.e. in order to create a free and democratic community of virtual space but quite
often this is what determines the vulnerability of such virtual space.

There is no doubt that the principle “What applies in the physical space, also applies in the electronic space”
is a specific principle. This principle or principles very close to it are also indicated, in one way or another, in
other regulatory acts regulating electronic space, for instance, the principle of non-discrimination of electronic
form, etc. Another principle, which is specific indeed, as to how cyber security may be achieved is the principle
of “Management of various players”, because cyber security may also be achieved using other principles, for
example, the principles of centralization of appropriate resources, control or restriction, however, the concrete
strategy says that cyber threats may be managed through various players.

As already mentioned, some principles could be left unmentioned, however, the presentation of all important
principles in one place is valuable at least because all principles are to be applied only as part of a system, and
singling out of the principles and including them into one document enable a more clear assessment of the
entirety and system of principles.

NATO singles out three principles:
(1) Prevention;

(2) Resilience;

(3) Non-duplication.

This list of principles is much shorter than the lists of principles of various countries, however, these principles
may be singled out as specific cyber security principles.

For a deeper analysis, a comparison may be made between the principles used by several different states.

In the 2014 strategy of Estonia, eight principles of ensuring cyber security are provided for:

1. Cyber security is an integral part of national security; it supports the functioning of the state and society, the
competitiveness of the economy and innovation.

2. Cyber security is guaranteed by respecting fundamental rights and freedoms as well as by protecting indi-
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vidual liberties, personal information and identity.

3. Cyber security is ensured on the basis of the principle of proportionality while taking into account existing
and potential risks and resources.

4. Cyber security is ensured in a coordinated manner through cooperation between the public-, private- and
third sectors, taking into account the interconnectedness and interdependence of the existing infrastructure and
services in cyberspace.

5. Cyber security starts with individual responsibility for safe use of ICT tools.

6. A top priority in ensuring cyber security is anticipating as well as preventing potential threats and responding
effectively to threats that materialize.

7. Cyber security is supported by intensive and internationally competitive research and development.

8. Cyber security is ensured via international cooperation with allies and partners. Through cooperation, Esto-
nia promotes global cyber security and enhances its own competence.

In this strategy, in addition to more general principles, which are frequent, there are also principles which are
indeed interesting and important in the fight against cyber violations, for instance, how to use intensive and
internationally competitive research and development for a new and rapidly-changing medium. This is a very
important principle of ensuring cyber security, which is undoubtedly specific.

Some principles are also found in other strategies, for example, the principles of respect for fundamental rights,
proportionality, cooperation of public and private sectors, personal responsibility and international cooperation.

In the 2014 strategy of another Baltic State, Latvia, the state principles have been formulated in a brief manner
but clearly disclosed and linked to the objective: “The aim of the cyber security policy is a secure and reliable
cyberspace, which ensures a safe, reliable and continuous supply of services essential for the state and society.
In implementing the cyber security policy, the following principles are being used — development, cooperation,
responsibility and openness.” These four principles have been disclosed very thoroughly:

Development — it is possible to protect against rapidly growing threats in cyberspace only by constantly and
systematically developing and improving skills in the ICT sector and its security specialisation.

Cooperation — the effective protection against threats in cyberspace unrestricted by geographical boundaries of
countries or administrative boundaries of institutions is only possible through cooperation at both the national
and international level.

Responsibility — it is possible to effectively reduce risks in cyberspace only if all parties involved in cyberspace,
including individuals, state institutions and private businesses, are informed about and aware of the effects of
their activity or inactivity on their own security and the security of others.

Openness — the cyber security policy is to be implemented by facilitating the accessibility of information and
communication technology while respecting the rights and fundamental freedoms of an individual, searching
for a balance between freedom, privacy and security as well as promoting good practices, ethics and standards
in cyberspace.

Austria (in its 2013 strategy) singles out two important groups of principles:
“The universal Principles of ICT Security for a Digital Austria are fully applicable to cyber security: confiden-
tiality, integrity, mandatory application, authenticity, availability as well as privacy and data protection.”

The more important principles are singled out separately in the Austrian strategy and their content is explained:
“The following fundamental principles are in any case applicable to the area of cyber security:

The rule of law: Governance in the area of cyber security has to meet the high standards of the rule of law of the
Austrian administration and guarantee compliance with human rights, in particular privacy and data protection,
as well as the freedom of expression and the right to information.

205



JOURNAL OF SECURITY AND SUSTAINABILITY ISSUES
ISSN 2029-7017 print/ISSN 2029-7025 online

Subsidiarity: Cyber security is a legal asset. Therefore, the state pledges its strong commitment to the protec-
tion of this legal asset. However, it cannot and should not assume sole responsibility for protecting cyberspace.
The owners and operators of information and communication technology (ICT) are primarily responsible for
protecting their systems. The following principle shall apply: “Self-commitment if possible, regulation if nec-
essary”.

Self-regulation: Efforts should in general be made to increase the level of protection through the actors’ own
initiatives on the basis of code of conducts, standardisation and certification.

However, it remains the task of the state to create the regulatory framework for protecting the ICT of enterprises
and private persons and to support self-regulation in the private sphere.

Proportionality: Measures to increase the level of protection and the respective costs have to be proportionate
to the respective risk and to the possibilities of limiting these threats.”

While analyzing the principles singled out in other strategies, one may notice that these principles are par-
ticularly different, however, the strategies mention the general principles of law and the special cyber security
principles (both legal principles and other principles of social regulation). It is crucial to notice that the general
principles of law are included incoherently, by singling out some of them, but not mentioning others; due to
this, there remains no systematic understanding of the general principles of law, which is a faulty practice. To
sum up, the enumeration of the general principles of law is possible and important, but they should be disclosed
in a systematic and consistent manner; if that is not done, the enumeration thereof is not necessary and is not
recommendable. It makes no sense to repeat, in the strategies, the general principles of law which are provided
in Article 38 (1) (c) of the Statute of the International Court of Justice as “general principles of law recognized
by civilized nations”, because these principles must be effective in civilized countries as it is, therefore, it is
advisable to focus on the specific principles which are characteristic only of strategies or are used in order to
ensure cyber security.

The situation is completely different when it comes to the special principles. If we maintain that a strategy is a
consistent universal act establishing a cyber security regulation strategy, then the identification of the special
principles, and maybe even the disclosure of the content thereof, is vital. Applying the principles provided for
in the strategies, it is possible to develop legal regulation more consistently as well as develop other social
relations.

7. Conclusions

The principles of a democratic society make it possible to create regulation in a fragmented manner accord-
ing to separate initiatives raised lawfully by interest groups, however, for the entire regulation process to be
consistent, planning and the establishment of guidelines in regulation are necessary; the process of planning
and forecasting is established by a strategy. A strategy may be a regulatory act possessing all the attributes of a
regulatory act, however, even if a strategy does not possess certain attributes of a regulatory act, it most often is
an organizational document which describes and identifies a problem to be solved as well as establishes objec-
tives and measures and means to achieve the objectives provided for in the strategy. Such a document enables
consistent planning, anticipating and forecasting of long-term trends of the development of an appropriate
question, which makes it possible to provide for, in a consistent and timely manner, correctional measures of a
social relation, including mandatory rules establishing legal norms, which establish and correct society’s social
behaviour. Strategies have an even greater meaning and value when relatively new phenomena are regulated
and when there are no well-established global standards as to how emerging problems should be addressed; this
makes it possible not only to appropriately regulate the relations, but also save resources. Forecasting of social
relations enables the reduction in the adoption of unnecessary and untimely legal norms, which do not meet the
needs, or the establishment of another regulation as well as provides the guidelines as to when it is necessary to
adopt appropriate legal norms and different regulation so that one is not late with appropriate regulation of the
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relations; this ensures more efficient development of comprehensive regulation.

Cyber security strategies of different states have similar structural elements of a document, for instance, objec-
tives to be achieved which are established, principles, etc. However, the disclosure and description of these
elements are quite different. The article has focused on the principles of implementation of cyber security
strategies. Strategies identify different principles of social sciences (management, law, politics, economics,
military science, etc.). The principles singled out in some strategies raise doubts as to whether they are indeed
principles, or maybe they are only means or methods to achieve an objective. Not all strategies identify con-
crete principles, however, certain strategies single out even more than ten principles. This demonstrates not
only the variety of different means to achieve cyber security, but also a different understanding of states as to
what should be reflected in the strategies and how. It should be noted that even the EU directives promoting
unification do not provide for a need to establish the Principles of Ensuring Cyber Security in national cyber
security strategies. While establishing the principles in strategies, it is not necessary to repeat universally ac-
ceptable principles of separate areas, for example, law (the supremacy of human rights, etc.), because a strat-
egy may not and does not have a purpose to abolish or amend them; they are effective under other national or
international regulatory acts. It is advisable to establish only special principles of cyber security strategies or
principles which acquire more importance in the cyber security context than in other areas of human activity.
However, it is crucial that the general or special principles included into a strategy would indeed be key for the
achievement of cyber security; then, following the identification of such principles in one document, we have
a consistent system of principles because principles are applied correctly only in a uniform system, while mak-
ing one or another principle absolute or attaching too much significance to it may cause damage to the entire
system and distort it.
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