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Abstract. Lately a lot of attention has been given to legal regulation of cybersecurity. This article will review legal regulation of
cybersecurity in Lithuania. Historical retrospective of legal regulation of cybersecurity in Lithuania will be discussed, strategic Lithuanian
cybersecurity documents will be analysed, and the Law on Cybersecurity of the Republic of Lithuania will be analysed and evaluated.
After a comparative analysis of cybersecurity strategies and laws and a review of legal regulation of cybersecurity in Lithuania, gaps
of law-making and of other measures were distinguished, and corresponding conclusions were made. The adoption of the new Law
on Cybersecurity, which regulates many important institutes, is evaluated positively. But with regard to the current legal regulation on
cybersecurity in Lithuania additional measures are necessary (functions of institutions that formulate cybersecurity policy and perform
control functions have not been detailed and distinguished, also functions of the Lithuanian national Computer Emergency Response
Team (CERT) are not foreseen in the Law on Cybersecurity, etc.).
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1. Introduction

Factors that determine a country’s security and their relation with sustainable development processes are wide-
ly analysed in contemporary scientific literature (e.g. Stanczyk 2011; Lankauskiené, Tvaronaviciené 2012;
Wahl, M.; Prause, 2013; Vosylius et al. 2013; Wahl 2014; Grubicka, Matuska 2015). Cybersecurity is one of
the components of a country‘s security.

Development of information technologies and transfer of information into cyberspace increases the quality
of information processes and activities as well as ensures better competitiveness and efficiency. But this also
leads to negative consequences, such as loss of important electronic information or even cybercrime. As the
number of cyber incidents increases (Cyberattacks on the Rise as Confidence Sinks, Finds ‘2015 Cyberthreat
Defense Report’ 2015), a threat arises not only to separate subjects but also to the country itself. Cyber at-
tacks can be used as a means of political and economic pressure; in a serious crisis pressure can be exerted as
an instrument of influence alongside traditional means of military force (Finlands's Cyber Security Strategy
2013). Assurance of cybersecurity is a very important and specific type of activity that requires consistent
and detailed legal regulation. Schjolberg and Ghernaouti-Hele consider cybersecurity to be a cornerstone of
information society.



JOURNAL OF SECURITY AND SUSTAINABILITY ISSUES
ISSN 2029-7017 print/ISSN 2029-7025 online

Lately increasingly more attention is given to cybersecurity on the regional level as well as in separate coun-
tries, including corresponding legal regulation, and the Republic of Lithuania is not an exception. Some of the
main documents in this area are strategic documents, cybersecurity strategies (Mitrakas A. 2006). A national
cyber security strategy is a tool to improve the security and resilience of national infrastructures and services
(National Cyber Security Strategies 2012).

On 7 February 2013 the European Commission and the High Representative of the Union for Foreign Affairs
and Security Policy published a cybersecurity strategy (hereinafter — the Cybersecurity Strategy) together with
a Commission proposed directive on network and information security. Article 5 of the Commission proposed
directive on network and information security advocates for a national cybersecurity strategy in every country
(Proposal for a Directive of European parliament and the Council concerning measures to ensure a high com-
mon level of network and information security across the Union 2013). In recent years strategic documents in
the area of cybersecurity have been or are being adopted in some countries (Stitilis 2013).

Also legal regulation of cybersecurity is very important on the level of legal framework / laws. The impor-
tance of a law as such is unquestionable because it sets primary general rules that hold a specific legal power
(Ragauskas 2005). The existence of rules of such nature is very important in a country, and their influence is
very big. For example, the Federal Information Security Management Act of the USA recognizes the impor-
tance of information security to the economics and national security. In this context as new (cyber) threats
arise and grow laws that regulate cybersecurity are passed in some countries, although this process is only
starting.

Lithuania has also passed several strategic legal acts for cybersecurity assurance (Resolutions of the Govern-
ment: on the approval of the programme for the development of electronic information security (cybersecurity)
for 2011-2019 (“Regarding Approval of Electronic Information Security (Cyber Security) Development Pro-
gramme for 2011-2019” 2011) (hereinafter — the Lithuanian Strategy), on the approval of the conception of the
law on electronic communication networks and information security of the Republic of Lithuania (Regarding
Approval of Conception of the Law on Electronic Communications Networks and Information Security 2006),
and others). And in December of 2014 the Law on Cybersecurity of the Republic of Lithuania for regulating
corresponding relations on the level of legal framework was passed.

As we can see a lot of attention is given to legal regulation of cybersecurity in Lithuania. But these are only
the first steps in regulating this important area in Lithuania. Nevertheless, it is important to assess legal norms
that have been approved up till now. Therefore the aim of this article is to analyse and assess legal regulation
of cybersecurity of the Republic of Lithuania by strategic acts and regulation on the level of laws in Lithuania.
First of all, the task raised is to reveal the historical retrospective of regulation of cybersecurity in the Republic
of Lithuania. The next task is related to the analysis of Lithuanian strategic legal acts in the area of cybersecu-
rity (including also a comparative analysis with EU strategic cybersecurity documents), and the third task is to
analyse and assess the Law on Cybersecurity of the Republic of Lithuania. When analysing and assessing legal
regulation the main attention will be given to the cybersecurity model, the institutional system, and the area of
application as well as to the implementation of strategic aims and tasks.

Several different methods were used for the research: the method of empirical analysis of legal documents was
used for identifying the legal regulation of cybersecurity in force in Lithuania. Strategic legal acts and laws of
the Republic of Lithuania were analysed. This method allows, after performing analysis of official documents,
to accurately identify and describe the relevant relationship among the existing legal regulation. When analys-
ing strategic legal acts on cybersecurity assurance of Lithuania and the EU, the authors used the method of
comparison. When using references to academic literature, the authors used the method of deduction, allowing
to draw sufficiently reliable conclusions.

46



JOURNAL OF SECURITY AND SUSTAINABILITY ISSUES
ISSN 2029-7017 print/ISSN 2029-7025 online

2. Historical retrospective of legal regulation of cybersecurity in Lithuania

Each state may have number of laws and regulations that effect the use of computer technology (Whitman, et al.
2014). In this part of the article we will review the strategic legal acts of the Republic of Lithuania in the area
of cybersecurity, and how the corresponding legal regulation changed in Lithuania with passing years.

The need for strategic legal regulation of cybersecurity in Lithuania appeared in 2001 when, on 22 December
2001, the Government of the Republic of Lithuania passed the Resolution No. 1625 “On the Approval of State
Strategy for Information Technology Security and Its Implementation Plan” (“Regarding Approval of State
Strategy for Information Technology Security and Its Implementation Plan“2001) (hereinafter — the 2001 Strat-
egy). This resolution established the first national strategy of security of information technologies, but the term
cybersecurity was still not used at that time. But the main aim of this Strategy was to regulate security only in
public institutions, and security of information technologies in the private sector was not regulated. Having in
mind that most often 85-90% of the cyber infrastructure is managed by the private sector (Rosenzweig 2013),
also from the point of view of current legal regulation, it is possible to state that at that moment an essential
mistake was made by not seeking to regulate IT security in the private sector. This gap of legal regulation in
Lithuania was corrected only much later.

When analysing advanced aims of the 2001 Strategy it may be seen that one of the main aims was the devel-
opment of legal regulation of information technology security. Points 1.1.—1.8. define areas of information
technology security that should be regulated; point 1.8. foresees the introduction of a post of a data security
representative. So there was already a need of function distribution at that time. Also attention should be given
to the fact that not a lot of attention was given in the 2001 Strategy to the institutional regulation model because
three institutions were mentioned in the 2001 Strategy as being responsible for information technology security
or its implementation but only in the public sector. This may be explained by the fact that the view at the time
on cyber threats was inadequate. These drawbacks were corrected a lot later when the attitude towards cyber
threats changed.

On 19 June 2006 the Government of the Republic of Lithuania adopted the Resolution No. 601 “Electronic
Information Security Strategy in State Information Systems till 2008 (hereinafter — the 2006 Strategy) (“Re-
garding Approval of Electronic Information Security Strategy in State Information Systems till 2008 20006).
Again it can be clearly seen that this 2006 Strategy was also meant only for regulation of electronic informa-
tion security' in the public sector. Here, like in the 2001 Strategy, institutions responsible for implementing the
strategy were appointed. When comparing with the previous strategy the institutional model is applied a lot
more widely, 7 institutions responsible for the implementation of the measures foreseen in the 2006 Strategy
are appointed, but again only in the public sector. Besides, functions of the institutions were not clearly distin-
guished, especially in the context of policy formation and implementation — the responsible institutions were
indicated only as responsible performers of the plan of measures. The main institution in Lithuania in the area
of electronic information security was also not named.

When analysing the aims of the 2006 Strategy it can be seen that one of the main extended tasks is to adopt legal
acts that would regulate electronic information security — but again only in the public sector. So it is possible to
state that the development of the regulation of electronic information security was foreseen in all programmes,
because, with the development of information technologies, legal regulation and its improvement were neces-
sary. But improvement of legal regulation was related only to the public sector. Also one of the extended tasks
was to ensure the coordination of electronic information security.

Attention should be given to the fact that the 2006 Strategy performed an analysis of law-making implementing
the State Strategy for Information Technology Security, adopted by Resolution No. 1625 of the Government
of the Republic of Lithuania of 22 December 2001. During the period of 2002-2004, implementing the State
Strategy for Information Technology Security, legal acts for regulation of information technology security were

1 Aswe see, another term is used in the strategic document — not ,,information technology safety®, but ,,electronic information safety*.

47



JOURNAL OF SECURITY AND SUSTAINABILITY ISSUES
ISSN 2029-7017 print/ISSN 2029-7025 online

passed, security of information systems was evaluated, more than 30 provisions on information systems’ data
security were coordinated with the Ministry of the Interior and approved, the organisation of training of security
representatives was started, a department to coordinate information technology security in public institutions
was established at the Ministry of the Interior (“Regarding Approval of Electronic Information Security Strat-
egy in State Information Systems till 2008 2006), but it may be seen that the tasks set by the 2001 Strategy on
legal regulation were implemented only partially, identification of security requirements of electronic signature
for personal identification and identification of responsibility according to the nature of violations were not
regulated.

Apart from the 2006 Strategy another very important legal act was passed in 2006. On 6 December 2006 with
the Resolution No. 1211 the Government of the Republic of Lithuania approved the concept of the law on elec-
tronic communication networks and information security of the Republic of Lithuania (hereinafter — the con-
cept). This concept had to be the basis for the new law in the area of electronic communication networks and
information security in Lithuania?. The concept provided that the law on electronic communication networks
and information security of the Republic of Lithuania would regulate relations with electronic communication
networks and information security (hereinafter — network and information security), would create conditions
for the development of a secure information society, would increase the trust of consumers in information
society (,,Regarding Approval of Conception of the Law on Electronic Communications Networks and Infor-
mation Security* 2006). The main aim of the law according to the concept was supposed to be such: to define
and embed the basis for legal regulation of public relations related to network and information security. The
law was also supposed to fill the legal regulation gaps related to the provision of electronic communication
services, as much as it is related to network and information security when providing electronic communica-
tion services.

After the approval of this concept a draft of the law on electronic communication networks and information
security of the Republic of Lithuania was started to be prepared. A work group to prepare this draft law was
created. The work group prepared a draft of the law but the law was never passed. According to the draft the law
had to regulate public relations connected with electronic communication networks and information security,
determining the general requirements for ensuring security of electronic communication networks and informa-
tion as well as public relations connected with assessment of audit and technical and software security of elec-
tronic communication networks and information security of state and local governance institutions. This draft
law already foresaw an institutional structure responsible for security of electronic communication networks
and information in Lithuania. But the mentioned draft did not emphasize security of electronic communication
networks and information of critical information infrastructures (Stitilis 2013), and it did not foresee a main
institution responsible for the corresponding area in Lithuania®.

So the first law for systematic regulation of cybersecurity in Lithuania could have been passed already in
2006-2007 but it wasn’t. The Law on Cybersecurity was passed only in 2014. Although from 2006-2007 till
2014 there were no cyber incidents that would have had a significant impact on critical information structures*
in Lithuania, nevertheless certain cyber incidents were recorded. One of the biggest attacks in Lithuania was
the attack against the news portal Delfi in May of 2013, when the number of queries in several minutes reached
50 million, data stream was 6 gigabits per second. The equipment was working under critical limits, and cus-
tomer service was upset (“Lithuania - cyber war in the trenches” 2014). Also on 27 January 2012 there was a
cyberattack of the DDoS type (Distributed denial-of-service) at the Lithuanian Bank. These attacks demon-
strated how important it was to identify critical information infrastructure in a country in order to protect it
appropriately.

Also it should be mentioned that without a basic cybersecurity legal regulation the cybersecurity culture in

2 As we see, additional term is used — ,.electronic communication networks and information security®. This term is in its essence perhaps most associated
with the term ,,Cybersecurity*.

3 As indicated in the Law on Cyber Security of the Republic of Lithuania from January 1, 2015 (National Cybersecurity Centre).

4 However, there is no such infrastructure identified in Lithunia yet.
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Lithuania was forming very weakly. That means that at the moment after the passing of the Law on Cybersecu-
rity this area is only in the initial development stage.

Apart from the adopted legal acts the year 2006 was also important because, as part of the implementation of
the Resolution No. 315 of the Government of the Republic of Lithuania of 24 March 2005 “On Approval of
Lithuanian Government Programme Implementation Measures for 2004-2008” (,,Regarding Approval of Lith-
uanian Government Programme Implementation Measures for 2004-2008* 2005), the Computer Emergency
Response Team (hereinafter — CERT) was established at the Communications Regulatory Authority of the
Republic of Lithuania on 2 October 2006. But this CERT department works only with incidents in electronic
communication networks, in other words, it receives information about incidents only from Internet service
providers. There are doubts if such activity of CERT is of real value. According to the authors, establishment
of a national CERT would help to more effectively ensure cybersecurity not only in the area of electronic com-
munications but also in other related areas of cybersecurity including critical information infrastructures of
corresponding sectors. According to the authors, in order to efficiently ensure cybersecurity in Lithuania it is
necessary to clearly distribute, purify, and centralise the functions of CERT.

Summarizing this part several main problems encountered when seeking to regulate cybersecurity may be
distinguished:

- Legal regulation of cybersecurity in Lithuania was initiated and performed quite passively although it was
foreseen as one of the priorities in the 2001 and 2006 Strategies.

- These programmes talked about legal regulation of cybersecurity only for state institutions, and the private
sector was completely forgotten.

- The 2001 and 2006 Strategies aimed to create cybersecurity coordination, to appoint institutions responsible
for cybersecurity, and to separate functions of the mentioned institutions, but in fact it all went on until 2014
when the Law on Cybersecurity was passed, and until then legal regulation was intermittent and not thorough.

Currently according to the legal acts in force the division of CERT in Lithuania exists as a component of the
Communications Regulatory Authority of the Republic of Lithuania and works only with incidents in electronic
communication networks. Doubts arise if such activities of CERT are of real value. Establishment of a national
CERT would help to more effectively ensure cybersecurity not only in the area of electronic communications.
Seeking to ensure cybersecurity effectively it is necessary to clearly distribute, purify, and centralize the func-
tions of CERT.

- In the 2001 Strategy not a lot of attention was given to the institutional regulation model because only three
institutions were mentioned as responsible for cybersecurity or its implementation in this Strategy; 7 institu-
tions were mentioned as responsible for implementation of the planned measures in the 2006 Strategy, but one
main institutions was not named in the 2006 Strategy. So when comparing with the previous strategy it may
be seen that the institutional model is applied much more widely, but functions of certain institutions are not
detailed especially from the aspect of policy formation and implementation.

3. Strategic legal regulation: strategies of Lithuania and the European Union

This part will analyse the Lithuanian Strategy and will compare it with the cybersecurity strategy of the Europe-
an Union (hereinafter — the EU Strategy). The Lithuanian Strategy currently in force was approved on 29 June
2011. This Lithuanian Strategy names the main problems of electronic information security (cybersecurity) and
set the aims and tasks of development of electronic information security (cybersecurity) (“Regarding Approval
of Electronic Information Security (Cyber Security) Development Programme for 2011-2019 2011). It is nec-
essary to add that the Lithuanian Strategy is the first cybersecurity strategy that foresees not only regulation of
the sector of cybersecurity of state institutions but also regulation of the private and personal sector.

First of all, attention should be given to the fact that the Lithuanian Strategy uses two concepts that are treated
as synonyms although essentially they are different:
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- Electronic information security is ensuring confidentiality, integrity, and accessibility of electronic in-
formation (Ministry of the Interior, Electronic Information security, 2015).

- Cybersecurity is a totality of legal, information dissemination, organisational and technical means meant to
avoid, find, analyse, and react to cyber incidents, also for restoring the usual activities of management systems
of electronic communication networks, information systems or industrial processes after such incidents (Law
on Cyber Security of the Republic of Lithuania 2015).

According to the definitions of the concepts it may be seen that electronic information security is a narrower
concept encompassing the general features of security but that does not distinguish the measures, incident
management, etc. According to the definitions of the concepts it is possible to state that electronic information
security is a component of cybersecurity therefore a uniform and wider concept should be used in legal acts that
corresponds to the current complex assurance of infrastructure security.

Point 2 of the Lithuanian Strategy identifies a quite specific and ambitious strategic aim that should be reached
in 2019: to develop electronic information security in Lithuania, to ensure cybersecurity and to reach that in
2019 the part of state information resources that corresponds to electronic information security (cybersecurity)
requirements determined by legal acts would reach 98% of all state information resources, that the average time
for liquidating critical information infrastructure incidents would decrease to 0.5 hour, and that the percentage
of Lithuanian inhabitants, who feel safe in cyberspace, would reach 60%.

The EU Strategy starts with the following concept “An Open, Safe and Secure Cyberspace” — that is a thorough
EU vision how to best prevent disruption of cyber activities and attacks and what responsive measures should
be taken. It seeks to promote European values of freedom and democracy and to ensure secure development
of digital economy. Specific actions are meant for increasing resistance of information systems to cybercrimes
and for strengthening EU international cybersecurity policy and cyber defence (Stitilis D. 2013). Similarly as
in the Lithuanian Strategy the main aim of the Strategy is foreseen — which is the assurance of the security of
an open and reliable cyberspace, but implementation of the aims of the EU Strategy is not related to percentage
numbers of people, who feel safe in cyberspace, which remind of high-sounding slogans because up till now no
such research has been performed and the starting point to measure the increasing or decreasing security of the
society in cyberspace is not known.

When assessing the provisions stated in points 6-10 of the Lithuanian Strategy it is possible to state that the
following main aims and tasks to be reached are determined there:

- To reach that the security of state information resources is ensured. The following tasks are foreseen to reach
this aim: to improve coordination and maintenance of electronic information security (cybersecurity); to im-
prove legal regulation of electronic information security (cybersecurity); to widen and develop safe state infor-
mation infrastructure; to promote implementation of projects of electronic information security (cybersecurity);
to develop international cooperation in the area of electronic information security (cybersecurity).

- To ensure efficient functioning of critical information infrastructure. The following task is foreseen to reach
this aim: to ensure security of critical information infrastructure.

- To seek to ensure security of Lithuanian inhabitants and people present in Lithuania in cyberspace. The fol-
lowing tasks are foreseen to reach this aim: to raise the culture of electronic information security (cybersecu-
rity); to strengthen the security of the Lithuanian cyberspace; to ensure the protection of the virtual perimeter
of the Lithuanian cyberspace from external cyberattacks; to strengthen the security of services provided in
cyberspace.

Five strategic priorities are emphasized in the EU Strategy (,,Cybersecurity strategy of the European Union: An
Open, Safe and Secure Cyberspace” 2013):

1. Achieving cyber resilience;

2. Drastically reducing cybercrime;

3. Developing cyberdefence policy and capabilities related to the Common Security and Defence Policy;

4. Develop the industrial and technological resources for cybersecurity;
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5. Establish a coherent international cyberspace policy for the European Union and promote core EU values.

When comparing the main priorities of the EU Strategy with the Lithuanian Strategy many similar and prior-
ity measures may be seen, although the Lithuanian Strategy was adopted almost 2 years earlier, but attention
should be given to the fact that the measures defined in the Lithuanian Strategy are difficult to implement or
immeasurable. For example, the annex of the Lithuanian Strategy, next to the sought aims and tasks, identifies
the assessment criteria for strategy implementation, their sought values for 2011, 2015 and 2019, and institu-
tions responsible for implementation of these criteria. Specific and ambitious values of assessment criteria are
identified, but it is not clear if they can be really implemented because many indicators were never assessed
before the adoption of the Lithuanian Strategy: e.g., it is foreseen that the part of information resources that
uses secure state infrastructure will reach 70% by 2015 and 100% by 2019, although it is not known what
the value of this index was in 2011. According to the authors, with regard to the fact that values of many as-
sessment criteria are unknown, the Lithuanian Strategy had to indicate that the first assessment should be
performed a lot earlier than in 2015, seeking to identify the primary values of corresponding indices (i.e.,
to assess the current situation), and afterwards it would be possible to determine the values that need to be
reached in the coming years.

Besides, according to the authors, it might be difficult to precisely assess some indicators, e.g., it is indicated
that the part of Lithuanian inhabitants, who feel safe in cyberspace, should reach 40% in 2015 and 60% in 2019.
The feeling of social security should be assessed by social research but thorough research in Lithuania in this
area has never been performed, except for the research on identity theft (Stitilis ez al. 2011).

Point 1.2 of the Lithuanian Strategy also foresees the task “to improve legal regulation of electronic informa-
tion security (cybersecurity)”, for the implementation of which five criteria are foreseen, according to which it
would be possible to judge successful implementation of the strategy:

- the part of passed or changed legal acts from the legal acts which need to be passed or changed, in percentage;
- special laws, determining essential requirements related to ensuring electronic information security (cyberse-
curity), that regulate specific activity and legal relations (the Law on Electronic Communication Networks and
Information Security of the Republic of Lithuania among them) are passed;

- the part of passed or changed law implementing legal acts from the legal acts which need to be passed or
changed, in percentage;

- requirements for the provisions of services of a secure state data transmission network are approved;

- classification of identification measures (methods) and service reliability (coordinated with that of other
Member States of the European Union), technical and procedural requirements, the order of accreditation and
use are approved.

When analysing these criteria, e.g., 1 and 3, it seems that these criteria can be implemented only formally,
because we did not succeed in finding statistics on the need of legal acts that need to be changed related to
cybersecurity in the public space, therefore a conclusion may be made that institutions responsible for the
changing of such legal acts can implement these task formally only because that after the passing of the Law on
Cybersecurity a natural legal need to change legal acts related to cybersecurity appeared with the appearance
of additional legal regulation.

The EU Strategy clearly foresees institutions responsible for cybersecurity on the national as well as EU level.
It is shown in Fig 1.
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Fig 1. Institutions responsible for cybersecurity.

Source: Joint Communication to the European Parliament, the Council, the European Economic and Social Committee
and the Committee of Regions “Cybersecurity strategy of the European Union:
An Open, Safe and Secure Cyberspace”, JOIN/2013/1 final. Brussels, 2013.

There was a lack of such clear distribution of responsibility and functions in the Lithuanian Strategy because
institutions responsible for implementation of certain measures for reaching certain aims were foreseen in it,
but specific functions were not defined. When comparing the provisions of the EU and the Lithuanian Strate-
gies it may be seen that the aims are common, they do not distort or contradict the principles of cybersecurity
regulation of EU and Lithuanian law.

It is necessary to mention that in the context of the EU and Lithuanian Strategies it is possible to see three main
aims:

- protection of information society;

- ensuring cybersecurity in the public and private sectors;

- fight with criminal offences in cyberspace.

So it is possible to state that priorities of the strategies are uniform, and the objective is common, but the im-
plementing means of the Lithuanian Strategy to reach these aims are not always real or sometimes only formal,
differently from the EU Strategy.

Summarizing this part it is possible to state that the main priority purposes and the common objective of the
Lithuanian and the EU Strategies are the same, but there is no clear distribution of functions for responsible
institutions in the Lithuanian Strategy, some tasks cannot be implemented or can be implemented only formally.
The chosen criteria are not clear because there are no specifically identified research-based starting points that
could be used to assess timely and efficient implementation of the Lithuanian Strategy. When analysing the
measures foreseen in the EU Strategy it is possible to state that the legal regulation of the Republic of Lithuania
corresponds to that of the EU because it implements the measures foreseen in the EU Strategy. Priorities of the
EU and the Lithuanian Strategies are uniform but the implementation measures of the Lithuanian Strategy are
not always real or only formal.

4. Analysis of the Law on Cybersecurity of the Republic of Lithuania
This part of the article will analyse the provisions of the Law on Cybersecurity and will try to assess if the Law
on Cybersecurity will help to implement the aims and tasks foreseen in the Lithuanian Strategy, if the legal

regulation gaps were filled after the passing of this Law. Also the Law on Cybersecurity will be assessed in the
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context of EU strategic legal regulation.

As mentioned above, on 11 December 2014 the Seimas of the Republic of Lithuania adopted the Law on Cy-
bersecurity of the Republic of Lithuania (Law on Cyber Security of the Republic of Lithuania 2015). It was an
especially important event for Lithuania although the concept was approved on 6 December 2006 by the Reso-
lution No. 1211 of the Government of the Republic of Lithuania. It is necessary to draw attention that the Law
on Cybersecurity was passed practically without a relevant concept because the concept of 2006 was morally
obsolete during the discussion of the Law on Cybersecurity. The concept adopted 9 years ago did not reflect
the current situation of cybersecurity as information and communication technologies were quickly marching
ahead, the National Cybersecurity Centre, established almost without any basis, was not foreseen in it. The
adoption of the Law on Cybersecurity without a basis that corresponds to realities of the present is not a good
initiative being the reason why gaps in the law may become apparent in the future that may have a negative
impact on cybersecurity in Lithuania.

The Law on Cybersecurity that is currently in force consists of 5 chapters: general provisions, institutions,
responsible for policy formation in the area of cybersecurity, responsibilities of participants of cybersecurity,
basis for inter-institutional cooperation, exchanging of information and responsibility, and final provisions.

Part 1 of Article 1 of the Law on Cybersecurity determines institutions that form and implement cybersecurity
policy, their competencies, functions, rights and obligations, obligations and responsibility of managers and
(or) processors of state information resources, managers of critical information infrastructure, public communi-
cation networks and (or) public electronic communication service providers and electronic information hosting
service providers and measures of ensuring cybersecurity (Law on Cyber Security of the Republic of Lithuania
2015). The Law distributes the limits of responsibilities of the public sector institutions for cybersecurity quite
consistently and clearly. Also it is important that the Law on Cybersecurity is applied not only to the public
but also to the private sector, obligations are foreseen separately not only for electronic communication service
providers but also for hosting service providers, and, most importantly, the Law foresees critical information
infrastructure, a big part of which is managed by the private sector.’

According to the authors, critical information infrastructure protection is especially important seeking to avoid
consequences destabilizing infrastructures after cyberattacks or incidents of other nature. A more detailed regu-
lation of critical information infrastructure will be consolidated in accompanying legislation.

Part 1 of Article 4 of the Law on Cybersecurity foresees that strategic aims of cybersecurity policy and meas-
ures necessary to reach them are set by the Government of the Republic of Lithuania. So it is possible to state
that the Government is the main institution that formulates strategic policy in the area of cybersecurity.

Part 2 of Article 4 of the Law on Cybersecurity foresees institutions responsible for cybersecurity, shown in Fig
2.

5 According to article 2 part 2 of the Law, Critical information infrastructure shall mean an electronic communications network or a part of such a
network, an information system or a part of such a system, a group of information systems or an industrial process control system or a part of such a system,
regardless of whether it is managed by a private or public administration entity, where an incident occurring in any of the above may cause serious damage
to the national security, the country’s economy, national and public interests.
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Fig 2. State institutions responsible for cybersecurity

Compiled by the authors.

As we can see according to the presented diagram this part of the law clearly distinguishes public institutions
responsible for cybersecurity in Lithuania and the implementation of the provisions of the Law. The presented
diagram shows the role of responsible institutions in the area of cybersecurity, but there are quite many respon-
sible institutions, and functions of the institutions that form cybersecurity policy and perform control functions
have not been detailed and specified. Also the national Computer Emergency Response Team CERT is not fore-
seen in the Law on Cybersecurity because, as mentioned, at the moment CERT is under the Communications
Regulatory Authority. It is not clear if such department and its subordination should remain in the future or if
the CERT, which is a part of the Communications Regulatory Authority, should be joined to the National CERT
Department when such is established in the future.

Although the EU Strategy mentions aspects of cyber defence and resistance, cyber defence and its basics are
not regulated in the Law on Cybersecurity of the Republic of Lithuania. Elements of cyber defence in Lithu-
ania will most certainly be determined in the accompanying legislation; nevertheless, the basics of this defence
should be consolidated on the level of a law.

More detailed legal regulation of certain narrow areas is also missing, e.g., point 3.1. of the Lithuanian Strategy
foresees the task to “raise the culture of electronic information security (cybersecurity)”, which can be reached,
in our opinion, by educating the information society, raising consumer culture, etc., but this is mentioned in
the Law on Cybersecurity only in point 9 of Part 2 of Article 10, in the functions of the National Cybersecu-
rity Centre: “performs dissemination of information related to cybersecurity” (Law on Cyber Security of the
Republic of Lithuania 2015). Several institutions were responsible for implementation of this task in the Lithu-
anian Strategy: the Ministry of the Interior, the Communications Regulatory Authority, the Ministry of Educa-
tion and Science, the State Data Protection Inspectorate, but the Ministry of Education and Science is not even
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mentioned in the Law on Cybersecurity. It is clear that when seeking to educate the society on the questions of
cybersecurity it is necessary to create continuous publicity programmes so that the society would be constantly
informed on the subject of cybersecurity. Education should be a continuous process as well as the development
of the legal basis for cybersecurity; therefore more detailed regulation of this area is called for. The law should
establish the main legal norms on public education in the area of cybersecurity.

Implementing the provisions of the Law on Cybersecurity, the National Cybersecurity Centre at the Ministry
of National Defence was established on 1 January 2015 (hereinafter — the Centre) with the aim to analyse the
national cybersecurity situation, to prepare reports on the condition of cybersecurity, to provide consultations
and recommendations on cybersecurity and to ensure cybersecurity of state information resources during cyber
incidents (National Cyber Security Center, 2015). Such centre was not mentioned neither in the Lithuanian
Strategy nor in the Concept but its necessity for the assurance of Lithuanian cybersecurity is unquestionable.

Summarizing it is possible to state that the Law on Cybersecurity formally filled some gaps of the Lithuanian
national legal regulation in the area of cybersecurity, but more detailed regulation of certain narrow areas is
missing. The provisions of the Law regulate the functions of the Government and state institutions responsible
for cybersecurity, but the institutional structure of the law is not perfect, there are quite many responsible in-
stitutions, and functions of the institutions that form cybersecurity policy and perform control functions have
not been described in detail. Also the national Computer Emergency Response Team CERT is not foreseen in
the Law on Cybersecurity because currently a functioning CERT is a part of the Communications Regulatory
Authority. Also attention should be given to the fact that the Law on Cybersecurity does not talk about public
education, which is very important seeking for cybersecurity. It is necessary to mention additionally that the
Law on Cybersecurity does not foresee any basics for cyber defence; it does not mention any requirements
for equipment manufacturers, which are very important. Also a lot of attention is given in the Law to critical
information infrastructure protection, which is very important seeking to avoid outcomes destabilizing infra-
structures after cyberattacks or incidents of another nature.

5. Conclusions:

When analysing legal regulation of cybersecurity it is possible to point out several main problems encountered
when seeking to regulate cybersecurity:

Legal regulation of cybersecurity in Lithuania was initiated and performed quite passively although it was
foreseen as one of the priorities in the 2001 and 2006 Strategies.

These programmes sought to establish legal regulation of cybersecurity only for public institutions, and the
private or personal sector was completely forgotten.

The 2001 and 2006 Strategies sought to create coordination of cybersecurity, to appoint institutions responsible
for cybersecurity, and to distinguish functions of the mentioned institutions, but in reality it took until 2014
when the Law on Cybersecurity was passed — before that legal regulation was intermittent and incomplete.

CERT works with incidents in electronic communication networks. Doubts arise if such activities of CERT are
of full value? In our opinion the establishment of a national CERT would help to ensure cybersecurity more
efficiently not only in the area of electronic communications. When seeking to effectively ensure cybersecurity
it is necessary to clearly distribute, purify, and centralise functions, giving the technical functions of ensuring
cybersecurity to the national CERT.

The 2001 Strategy did not give much attention to the institutional regulation model because only three insti-
tutions were mentioned in the 2001 Strategy as responsible for cybersecurity and its implementation. There
were 7 institutions responsible for the implementation of the foreseen measures in the 2006 Strategy, but this
strategy also did not appoint one institution that would be specifically responsible for cybersecurity. So, when
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comparing with the previous Strategy, it may be seen that the institutional model is applied a lot more widely
but functions of specific institutions are not described in detail.

The main priority purposes and the common objective of the Lithuanian Strategy and the EU Strategy are the
same but there is no clear division of functions for responsible institutions in the Lithuanian Strategy, and some
tasks cannot be implemented or can be implemented only formally. The chosen criteria are not clear because
there are no specifically identified research-based starting points that could be used to assess timely and ef-
ficient implementation of the Lithuanian Strategy. When analysing the measures foreseen in the EU Strategy
it is possible to state that legal regulation of the Republic of Lithuania does not formally fall behind the EU
regulation because it implements the measures foreseen in the EU Strategy. Lithuania has an already adopted
Law on Cybersecurity in force since 2015 that distributes functions to the institutions responsible for cyberse-
curity. Priorities of the EU and Lithuanian Strategies are the same, but the implementing measures foreseen in
the Lithuanian Strategy are not always real or only formal.

The Law on Cybersecurity formally filled some gaps of the Lithuanian legal regulation in the area of cyber-
security, but more detailed regulation of certain narrow areas is missing. The provisions of the Law regulate
the functions of the Government and state institutions responsible for cybersecurity, but institutional structure
of the law is not perfect, there are quite many responsible institutions, and functions of the institutions that
form cybersecurity policy and perform control functions have not been described in detail. Also the national
Computer Emergency Response Team CERT is not foreseen in the Law on Cybersecurity because currently a
functioning CERT is a part of the Communications Regulatory Authority.

Also attention should be given to the fact that the Law on Cybersecurity does not talk about public education,
which is very important seeking for cybersecurity. It is necessary to mention additionally that the Law on Cy-
bersecurity does not foresee any basics for cyber defence. A positive feature is that a lot of attention is given
in the Law to critical information infrastructure protection, which is very important seeking to avoid outcomes
destabilizing infrastructures after cyberattacks or incidents of another nature.
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