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Abstract. Cybersecurity is an important issue for individuals, organizations, and governments in Algeria and around the world. Cyber-
attacks can have serious consequences, including financial loss, theft of sensitive information, damage to reputation, and disruption of
essential services. To help protect against these types of threats, it is important for individuals and organizations to take steps to secure
their systems and data. This can include using strong passwords, keeping software and security protocols up to date, and being cautious
when interacting with unfamiliar websites or individuals online. Governments may also have policies and regulations in place to help
protect against cyber threats and to respond to incidents when they do occur. Algeria is currently not among the countries that prioritize
cyber security sufficiently.
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1. Introduction

The People’s Democratic Republic of Algeria, which is bordered by six North African countries, is the second-
largest country in terms of land area in the world and the second-largest on the African continent (Turianski,
2020). Its territory has been plagued by terrorism for ten years, making it difficult for the Algerian government
to strike a balance between combating extremism and growing the country’s economy.

Both the public and private sectors are extremely susceptible to cybercrimes (Kovacs, 2022). Sub-Saharan A fri-
can banks are particularly susceptible to cyberattacks (MacGibbon, 2015), according to Dataprotect, a data secu-
rity firm with headquarters in Morocco. This is mostly because of a shortage of experienced experts and a lack
of investment in cybersecurity. This is clearly demonstrated by the fact that several countries on the African
continent have experienced successful hacker attacks targeting against critical infrastructures including health-
care institutions and systems (Besenyd, Marton & Shaffer, 2021).

A survey of 21 banks in West and Central Africa conducted in 2020 found that more than 85% had previously
experienced at least one cyber-attack. A third of these attacks used phishing, while over 30% involved bank
card fraud (Mitchell, 2022). On March 11, 2022, the Ministry of Justice’s official Twitter account was hacked,
according to the official Algerian radio. According to official sources Moroccan hackers were responsible for
the posts that had nothing to do with the Algeria’s foreign policy. This proved that there are further conflicts
waging in cyberspace, referred to by some experts as a “shadow war,” in addition to the political difficulties



JOURNAL OF SECURITY AND SUSTAINABILITY ISSUES
ISSN 2029-7017 print/ISSN 2029-7025 online

between Algeria and Morocco.!

Hackers took control of the Ministry of Justice’s official Twitter account and posted a number of messages in
support of Russia’s intervention in Ukraine, accusing Ukrainian President Volodymyr Zelensky of “Naziism
and the slaughter of his compatriots.” On March 12th, the Algerian Judicial

Council opened a judicial investigation in connection with the hacking, promising that “the public will be noti-
fied of the investigations’ findings in a timely way.”

Cyberattacks are not a new phenomenon (Falg & Koval¢ikova, 2022). The General Confederation of Moroccan
Enterprises (CGEM) website was breached in November 2021, and the Algerian Ministry of Finance’s website
was attacked by the Moroccan hacking group called “Morocco Hack Team”. Despite Morocco’s denial of the
Algerian claims, the Moroccan daily Hespress published information on Moroccan hackers’ hacking of dozens
of websites linked to Algerian government sectors on February 16, 2021 (Dessi, 2011).

These conflicts are a result of the long-running disagreement over Moroccan sovereignty over Western Sahara.
Cyberattacks are now a frequent strategy in disputes and conflicts on a worldwide scale. The recent cyberattacks
between Morocco and Algeria could be seen as a new development in an unconventional battle. Enemies have a
greater window of opportunity to attack on hinterland because key infrastructure is susceptible to cyberattacks
potentially crippling and disrupting important military, security, and economic sectors. (Ramluckan & Niekerk,
2020). Given Algeria’s repeated claims that Morocco is using cyberwarfare, several experts argue that the coun-
try’s leadership is pursuing internal political objectives. It attempts to persuade Algerians that their country is at
war with Morocco, a “foreign opponent,” in an effort to quiet calls for widespread protests (Bashir, 2022).

In keeping with the back-and-forth attacks of recent years, an Algerian hacker targeted the official website of the
Moroccan Dhar El Mahraz Science University in Fez in August 2022, while earlier the General Confederation of
Moroccan Enterprises (CGEM) in Morocco was the target of a cyberattack in November 2021. (FSDM). Even
while the cyber operations don’t seem to have been carried out solely for political reasons, tensions between the
two nations were high at the time. Algeria chose to sever ties with Morocco in August 2021 after charging Rabat
of compromising national security, particularly online. Morocco refuted the charges (Kasraoiu, 2022).

Despite the fact that the region’s cyber security leaves plenty to be desired (Ndemo, 2021), there are projects of
a certain sort that help to enhance security, such as the following:

e Project CyberSouth, a joint initiative of the EU and the Council of Europe (2017-2020), aims to strengthen
institutional and legislative capacities on cybercrime and electronic evidence in the Southern Neighborhood
region in accordance with requirements for respect for human rights and the rule of law. The project‘s priority
nations are Algeria, Jordan, Lebanon, Morocco, and Tunisia. (Project CyberSouth, 2017),

e Allows parties to develop a single criminal strategy aimed at defending the Arab society against information
technology offenses. Arab Convention on Combating Information Technology Offenses (League of Arab
States General Secretariat, 2012),

e U.S. Algeria aims to modernize its security sector, improve security collaboration and information sharing
with regional and international partners, and reduce dependence on Chinese and Russian equipment and tech-
nology through increased engagement with U.S. counterparts to fight cybercrime, terrorism-financing, and
develop security-related capacity (Integrated Country Strategy, 2022).

Morocco and Algeria have been fighting for the leading role within the Maghreb region for decades. In October 1963, a short border
war broke out between the two countries (Sand War), which ended with a peace treaty in February 1964. The two countries also take
opposite positions regarding the former Spanish colony, Western Sahara. Algeria supports the Sahrawis fighting for independence, and
Morocco is willing to grant only limited autonomy to the occupied territories. In 2021, another armed conflict broke out between the Po-
lisario Front and Morocco, in which Algeria does not take part, but provides shelter to the exiled Sahrawi government. More on this: Janos
Beseny6: Western-Sahara under the Spanish empire, AARMS, Volume 9, Issue 2. 2010, pp. 195-215; Janos Besenyd, Marcell Gyorgy
Pintér: The MINURSO Police Contingent, In: Janos, Beseny6; Joseph, Huddleston; Yahia, H. Zoubir (eds.) Conflict and Peace in Western
Sahara: The Role of the UN’s Peacekeeping Mission (MINURSO), Routledge, CRC Press (2023), 368 p. p 193.
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2. Case study of an Algerian hacker

In spite of the fact that Algeria is not a leader in the field of cyber security, the Trojan horse that was created by
Hamza Bendelladj, who was 27 years old at the time, made quite a stir in the early 2000s.

It is believed that Bendelladj was one of the co-creators of the banking Trojan known as “SpyEye”, which is
believed to have infected around 1.4 million computers in the United States between the years 2009 and 2011.
Users could potentially extort other users by using the software to obtain login information for online bank ac-
counts and then using that information to blackmail other users.

According to the United States Department of Justice, Bendelladj entered a guilty plea, for which he was pun-
ished with a jail sentence of thirty years and an order to pay fourteen million dollars in reparations. Following
a two-year manhunt in Thailand, Bendelladj, also known as the “happy hacker,” was arrested in 2013 and de-
ported to the United States from that country.

The fact that he was photographed smiling during his arrest led to him being given the nickname “happy hacker.”
It is believed that he sold the data stolen by the virus on an underground internet marketplace. Although the court
filings do not clarify what happened to the money, numerous online stories claim that Bendellad;j used it to fund
various Palestinian charities, turning him into a hero in the eyes of many individuals (U.S. Attorney’s Office, 2013).

3. Defence infrastructure and legislative framework

Even though the continent of Africa still faces numerous difficulties, such as poverty and political unrest, its
economy has expanded significantly in the recent years. Many nations have recovered quickly from pandemics
because of rising digital technology usage and consumption at the local level. While these technologies have
accelerated expansion, they have also raised issues with cyber security. African companies are a preferred target
for cyber criminals, according to study (KPMG, 2022).
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Figure 1. The World Bank - Individuals using the Internet (% of population) — Algeria

Source: https://data.worldbank.org/indicator/IT.NET.USER.ZS?locations=DZ
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Figure 1 depicts the use of the internet by individuals between 1990 and 2020. Over the course of 30 years, the
number of users increased by 60%. In a global comparison, Algeria comes in 145th with an average download
speed of 10.91 Mbit/s for fixed-network broadband internet. Only 0.79 Mbit/second was the upload rate, which
was much less (180th place). Algeria ranks 123rd in terms of download speed for mobile internet, which in-
cludes tablets and smartphones, with a rate of 13.71 Mbit/s. The upload speed of around 11 Mbit was sufficient
to rank 63 (WorldData.info).

Algeria ranks lower than average on both the National Cybersecurity Index (93rd) and the Global Cyberse-
curity Index (104th), two reliable indicators of how committed nations are to cybersecurity on a global scale
(NCSI). (See Figure 2)

93. '@ Algeria 33.77
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100th  Networked Readiness Index percaptaly)

Figure 2. NCSI - Algeria

Source: https://ncsi.ega.ee/country/dz/

The increasing risks still overwhelm the nation’s preparation, despite the regulations on cybersecurity focusing
more on the subject. According to data from the National Cybersecurity Index study, the security infrastructure
is most exposed to data breaches from vital services and digital services, and the military’s preparedness to
carry out cyber-related operations is still only moderately high (NCSI).

Algeria has to concentrate on several issues, including the legal and legislative side, the infrastructure and mech-
anisms addressing cybercrimes, and the need for Algerian institutions to implement the standard ISO 27001 (ISO
Standards). The most widely used standard for information security management systems (ISMS) and related
requirements is ISO/IEC 27001. More than a dozen standards in the ISO/IEC 27000 family include further best
practices in data protection and cyber resilience. Together, they make it possible to manage the security of assets
including financial data, intellectual property, employee information, and third-party information.

To prepare a comprehensive strategy in this area and conduct digital investigations in the event of cyberattacks
against national institutions (Asma, 2022), a decree related to the establishment of a national system for infor-
mation systems security was passed in 2020. However, the legislative framework is still out of date, dating back
to 2016 (Loi n°® 16-02 du 14 Ramadan 1437) and 2018 (Law N° 18-07 relative to the Protection of Individuals
in the Process). The conditions of the collection, recording, organization, conservation, adaptation or modifica-
tion, extraction, consultation, use, communication by transmission, dissemination, or any other form of making
available, reconciliation or interconnection, as well as locking, encrypting, erasure, or destruction of any infor-
mation, whatever its source, are outlined in Law Nr. 18-07, dated on June 10, 2018. While being published in
2018, this Law’s implementation is pending the real installation of the authority responsible for the protection
of personal data, which has not yet been done (Hassani, 2022).

There is no particular law related to cybersecurity in Algeria. However, there are general provisions of the regu-
lation in force applicable to different areas, which provide for the concept of the electronic privacy:
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The Criminal Code in its Articles 394bis and following protects the right of protection of the integrity of
automated data processing systems;

The Law n° 09-04 of 5 August 2009 on the specific rules relating to the prevention and the fight against
breaches related to technology and communication (Law 09-04);

The Law No. 18-04 of 10 May 2018 establishing the general rules relating to the post and electronic com-
munications (Law 18-04);

The Decrees related to licenses to operate public telecommunication networks;

Decision N° 48/SP/PC/ARPT/17 dated 29 November 2017 approving the specifications defining the con-

ditions and modalities for the establishment and operation of hosting and storage services for computerized
content for user benefit in the context of cloud computing services (Decision N° 48/SP/PC/ARPT/17);

The Decree n° 02-156 of 9 May 2002 setting the conditions for interconnection of networks and telecom-
munications services (Decree 02-156) (CMS, 2021).
See Figure 3 and 4 below, which show governing bodies.
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® Information Systems Security Agency

National Information Systems Security Council

Figure 3. The national governmental infrastructure for cybersecurity

Source: https://cms.law/en/int/expert-guides/cms-expert-guide-to-data-protection-and-cyber-security-laws/algeria
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Figure 4. Dedicated Agencies and Departments

Source: https://cms.law/en/int/expert-guides/cms-expert-guide-to-data-protection-and-cyber-security-laws/algeria

69



JOURNAL OF SECURITY AND SUSTAINABILITY ISSUES
ISSN 2029-7017 print/ISSN 2029-7025 online

4. Errors, threats and attacks

The top threats according to INTERPOL’s assessment are:

e Internet scams: People are duped into disclosing personal or financial information by using phony emails or
text messages that appear to be from a reliable source;

e Digital extortion, in which victims are duped into releasing pornographically explicit photos that are then
used as leverage;

e Business email compromise, ransomware, and botnets are examples of cyberattacks that involve hacking into
email systems to obtain information about corporate payment systems and tricking employees into transfer-
ring funds into their bank accounts.

e Ransomware locks down computer systems at hospitals and other public institutions and then demands pay-
ment to unlock the systems. (INTERPOL, 2021).

Although most criminals lack technological expertise, certain gangs are utilizing increasingly sophisticated
tools to attack individuals online. During the year 2020, the Kaspersky Company has been highly effective in
preventing 95,000 cyber-attacks against Algeria. This makes Algeria one of the nations most susceptible to
cyber-attacks, but the corporation is making every effort to thwart them.

The nation was ranked as the least secure in the world by Kaspersky Lab in 2019, and it was still ranked fifth in
2021 (Kaspersky Security Bulletin, 2021).

Africa overall threat detection
Overall detection of cyber threats (file, email, URL), 2020-Feb 2021
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Figure 5. Interpol African Cyberthreat Assessment Report

Source: Interpol African Cyberthreat Assessment Report (pdf)
Data from the Kaspersky lab indicates that in Algeria, malware will have affected around 58.83% of ICS sys-
tems in 2022 (Kaspersky ICS CERT, 2023).

Main sources of threats blocked on ICS computers in Algeria in
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Figure 6. Kaspersky ICS CERT — Statistics

Source: https://ics-cert.kaspersky.com/statistics/

In 2020, Algeria had a substantial rise in the number of recorded crimes. Haj Said Arezki, the director of the
judicial police, said that there were 258171 instances of all sorts of crimes reported for the year, including 5163
incidents of cybercrime, up from 4210 cases in 2019. These crimes include information terrorism, fraud, and
damage to persons and information systems (Asma, 2022).

Although there is still a significant gap between the urgent need for an effective cyber security system and the
implemented efforts, the nation is adopting security measures and modernizing its capabilities in a way that it
consistently improves on indexes and positions in global databases. In the E-Government Development Index
for 2018, they were ranked 130th; in 2022, they are ranked 112" (UN E- Government Knowledgebase).

In Algeria, acceptance of information security as a critical element in the development of national institutions is
still conspicuously lacking. Following an investigation of several Algerian organizations involving information
systems by the Algerian Association for the Security of Information Systems (AASSI) in 2015, the following
conclusions were reached:

e 1% of Algerian institutions use ISO 27001 information security standard;
e 7.5 % do not have IT compliance procedures;

e 1/10 do not have activity resume plan;

e 1% have a bridge gaps management policy.

5. Conclusion

Today, Algeria is facing many challenges. The domestic political events of the recent past, as well as the contin-
uous threat from Al Qaeda In Maghreb (AQIM) and the Islamic State (IS), as well as the long- standing foreign
policy tensions, pose serious challenges to the country’s leadership. In the midst of such difficulties, the question
of cyber security may seem negligible at first glance, however, the wide spread of Internet technologies and the
associated security risks inevitably require the introduction of international information security standards and
the creation of the necessary legal background.

Equally important is the training of the appropriate professionals, the creation of organizational frameworks,
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and no less important is the digital hygiene education of users. These conditions are essential if the country
wants to increase its internal and external security and economic competitiveness.
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