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Abstract. The key components in economic security system of the enterprise, which have the greatest influence of factors in external 
and internal environment are defined. The structuring of strategic economic security of an enterprise as an object of management was 
done. The structural model of providing comprehensive strategic economic security was proposed. The introduced structural model 
solves the issue of conceptualization of the economic security architecture and is a unitary system. In providing strategic economic 
safety of the enterprise it is offered to allocate the presence of an object that is at risk, and the presence of factors that have a threatening 
effect on the safety of the object as its constituents.
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1. Introduction 

The modern stage of the economy functioning requires a new approach to enterprise management, and the 
development of such business strategy which would allow the subjects to maintain their competitive advantage 
for a long term. It is important to ensure stable and highly effective functioning of the enterprise in current con-
ditions, together with the formation of a high potential for its development and growth in the future, it must be 
provided with economic security.

In modern conditions of management, ensuring economic security of the enterprise is a priority task for any 
of its organizational and legal forms, the solution of which includes not only the elimination of the threat of 
crisis phenomena emergence, but also supporting stable and highly effective development, and also the forma-
tion of economically safe trajectory of sustainable development. Exactly these states determine the relevance 
of this study.
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2. Literature Survey

The problem of providing and enhancing the economic security of the enterprise is rather widely presented in 
the scientific works of such scientists as Вееr, 1994; Brown, et. al. 2006; D’Agostino, 2008; Dunphy, et. al. 
2003; Graham, &Dodd, 2000; Huber, et. al. 2010; Porter, &Kramer 2006; Tvaronavičienė et al., 2018; Jankelová 
et al., 2018; Cherchyk et al., 2019; Limba et al., 2019). But at the same time, we can state, that modern theory 
and practice of economic security is facing a number of serious problems, related to the lack of essential cer-
tainty in long-term (strategic) economic security, insufficient understanding of its key determinants, in the 
context of which it is necessary to identify the threats in order to eliminate them, which reduces the predict-
ability of the development prospects and the possibility of strategic prediction of the trajectory life cycle of 
the enterprise. Due to this, research is needed in the context of providing a conceptual apparatus for evaluating 
economic security and formulating alternative tools for its provision in a long term perspective (Drobyazko S., 
2018). The purpose of scientific work is to determine the elements of economic security at the enterprise, to 
which destructive factors of its external and internal environment are directed and the development of structural 
model for ensuring the complex strategic economic security.

3. Methods

Economic security of the company is a consequence, the result of well-arranged and well-adjusted business 
processes. Business processes of economic activity are a combination of different types of activities of the en-
terprise, within which at the beginning of the process (“on the input”) used several types of resources, and as a 
result of the process (“at the exit”) a product that represents the value for the consumer is created. According to 
the process approach, economic security permeates all levels of the organizational structure of the enterprise. 
The business processes, existing at the enterprise and its influence on the economic safety of the enterprise are 
studied. Each process on its “exit” is concentrated on achieving the results that ensure the economic security 
of economic activity.

But there shouldn’t be only a process approach to managing economic security, since resources are equally 
important as a necessary condition for the implementation of various processes, persons who carry out work 
between “input” and “output” of the process. Thereby, there are methodological prerequisites for using an in-
novative (cyclical) approach in forming the economic security of an enterprise (Monni et al., 2017).

We can determine the basic principles of the formation of strategic economic security of the enterprise (Arsić, 
Krstić, 2015; Kalyugina, et. al. 2015):
 1. System construction. Management of economic safety of the enterprise should be built as a single inter-
connected set of elements that provides effective development and implementation of managerial decisions. 
The formation of such a system involves a clear identification and interconnection of the goals and objectives 
of management, its objects and subjects, the delineation of levels and functions of management, the choosing 
of effective mechanisms for the implementation of decisions.
 2. Integration with the general enterprise management system. This principle is determined by the fact that 
the management of economic security is carried out directly through the change of business processes in the 
field of financial management of the enterprise. This determines the need for organic integration of the econom-
ic security management of enterprise with other systems of management of  its economic activity and imprints 
on them.
 3. Focusing on the strategic goals of the enterprise development. Whatever the effectiveness of any pro-
ject management decisions in the field of current protection of economic interests from personal threats, 
they should be rejected if they conflict with the strategic goals and directions of economic development, 
undermining the possibility of effective implementation of measures to ensure strategic economic security 
(Karpenko et. al., 2018). Implementation of this principle is also ensured on the basis of the philosophy of 
enterprise development, which defines the most important strategic parameters of economic growth of the 
enterprise and the formation of a system of protection of its priority economic interests in the long-time per-
spective.
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 4. Complex character of the formed administrative decisions. All managerial decisions in the field of pro-
tecting the economic interests of the enterprise from external and internal threats are closely interconnected 
and have a certain effect on the results of its economic activity. In some cases, this action may be controver-
sial. In this regard, the management of economic security should be seen as a comprehensive management 
system that manages and ensures the development of interconnected, balanced and interrelated management 
decisions.
 5. High dynamism of management. It was established that managerial decisions on ensuring economic secu-
rity, developed in previous periods, can often not be used repeatedly in the further stages of economic devel-
opment of the enterprise. This is due to the mobility of the external and internal environment, which forms a 
new system of threats or the extent of their manifestation. In this regard, the management of economic security 
should be characterized by high dynamism of response to the adverse effects of factors of the external and in-
ternal environment (Kirchner, & Sperling, 2018).
 6. Various approaches to the development of individual management decisions. The implementation of this 
principle means that the preparation of each managerial decision in the field of economic security of an enter-
prise should take into account alternative possibilities of action.
 7. Adequacy of responding to individual threats to economic interests. The system of economic mechanisms 
used by the enterprise to neutralize external and internal threats is associated with the cost of financial resourc-
es. At the same time, the level of such costs is directly dependent on the number and scale of the use of such 
mechanisms. Therefore, the inclusion of certain mechanisms for the neutralization of threats to the enterprise’s 
economic security should come from the real level of this threat and be adequate to the costs of its removal 
(Mayer et al., 2015).
 8. Adaptability of the established system of economic security. The enterprise’s economic security system 
must be flexible, adaptable to changing external and internal environments, and the emergence of new interests 
and new types of threats (Best, 2013).
 9. Effectiveness of management decisions that are accepted. Taking into account that it is often difficult to 
express the effect of managing economic security in monetary terms, the assessment of the effectiveness of 
certain measures may be comparative.
 10. Legitimacy of management decisions that are accepted. Using this principle of economic security man-
agement in enterprise implies that the whole system of obtaining the necessary informative data, as well as 
mechanisms for ensuring protection from the threats, should be legitimate, which means that it should be car-
ried out on the basis of the current legislation and shouldn’t contradict the legal acts (Kuril, 2018).

4. Results

We can say that consideration of the strategic economic security of an enterprise as an object of management 
requires the implementation of a certain content-rich decomposition. Levels of decomposition of the economic 
security at the enterprise as an object of management will be presented in Figure 1.

 



30

JOURNAL OF SECURITY AND SUSTAINABILITY ISSUES
ISSN 2029-7017 print/ISSN 2029-7025 online

Fig. 1. Decomposition of the strategic economic security of the enterprise

Source: Mаrtensson, & Westerberg, 2016; McKinsey & Company, 2011

From this analysis it follows that the strategic economic security of an enterprise is such a state of security of 
a functioning enterprise (divisions, economic operations), in which the mechanism of protection against real 
and potential external and internal threats, as a set of interconnected structural elements, ensures its permanent 
sustainable development and success in reaching the goals in the long-term period (Powell, 2017).
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Table 1. Threats of economic security of the enterprise in terms of business processes of its functioning

Business processes  
of the enterprise Threats to economic security

Business processes of improvement and development
Strategic management Incorrect statement of the mission, strategy, purpose of the enterprise, irrational choice of products produced.

Technology 
development

Imperfection of existing production technologies, failures in the selection and implementation of new 
production technologies.

Project management Failure in the selection of projects accepted for implementation at the enterprise.
Quality management Inconsistency of raw materials and products produced with existing quality standards.

Business processes of main activity
Material and technical 

supply and sales
Lack of optimization of volumes and terms of delivery of the order (raw materials and other materials).
Inappropriate pricing policy for the purchase of raw materials, its low quality.

Production processes Crisis of underproduction or overproduction of products.
Moral obsolete production of non-compliance with the terms of production.

Marketing activities  
and sales

Incorrect definition of the marketing strategy of the enterprise and the positioning of the goods on the market.
Irrational pricing policy. Limited marketing.

Service maintenance 
by service staff

Ignoring promotional activity.
Violation of after-sales service rules.

Auxiliary business processes

Enterprise 
infrastructure support

Mistakes in the development of enterprise development plans.
Unreliable accounting and reporting in the company.

Engineering and 
technical support Deviations in the mode of operation of the enterprise due to technical malfunctions, defects of fixed assets

Information support Ensuring the preservation and confidentiality of information

Workflow
Inconsistency in the accounting rules of document circulation.
Inaccurate data displaying.
Violation of terms of delivery of the documents

HR
Organization of the regime of work and recreation of the personnel 
Appointing of the material responsible persons.  
Determining the level of access to work and documents.

Source: Designed by the authors

In order to describe the threats of enterprise economic security in the context of business processes, it is neces-
sary to structure the processes of doing business. One of the most important outcomes of the recent years in the 
area of the strategy use and enterprise level design systems was the allocation of architectural approach. The 
actual standard in enterprise architecture is considered a comprehensive model (Wheelen, & Hunger, 2015), a 
collection of existing tables, and is used to describe complex corporate and production systems of any type. The 
concept of enterprise architecture is a way of unifying and synchronizing the functional and business needs of 
organizations with the capabilities of security systems in the face of their increasing complexity (Drobyazko 
S., 2019). 

The use of an architectural approach is supposed to be applied in business-process management to ensure its 
strategic economic security. Consideration of the architecture of the enterprise in terms of business processes 
and the functional component of threats allow the management of the enterprise (organization) to form an idea 
about the object of security, identify the problem areas most prone to the emergence and effects of the threats,  
determine the subjects whose actions can lead to their realization, focus on risk assessment methods, tell about 
possible response times, but most importantly - develop practical measures to ensure economic security (Ianio-
glo, 2015a).

Business processes of improvement and development, which include: strategic management, technology 
development, project management, quality management. Business processes for the main business include 
logistics and sales, production processes, marketing activities and sales, services (Raczkowski, Schneider, 
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2013). Considering this system of business processes as fully describing the activities of the enterprise, the 
existence of threats to economic security for each separate business operation process should be substanti-
ated (Table 1).

Auxiliary business processes that consist of enterprise infrastructure support, engineering support, information 
provision, document management and human resources management. Separate components of the strategic 
economic security of an enterprise can be described in other languages of modeling, using the concepts intro-
duced into a particular structural model of economic security.

These components include contractors, personnel and finance. To the threats of economic security by counter-
parties is the level of their reliability. The conclusion of various types of transactions, including investment, is 
an integral part of the functioning of any business. But not always they are successful. In order to minimize the 
risks of signing “failed” contracts, it is necessary, first of all, to assess the economic soundness of the counter-
party. One of the main threats to economic security is the loss of enterprise independence from counterparties, 
not only legally, but also taking into account the point of view of “removing real content through the use of 
price mechanisms.” Hence, due to institutional problems associated with the organization of cash flows, the 
redistribution of real capital in favor of counterparties with a more stable and simultaneously more dynamic 
structure of transactions is carried out (Strielkowski et al., 2016).

The most complete set of threats to the enterprise’s economic security by counterparties. We will organize the 
systematization of such threats based on the characteristics of the counteragent, such as: responsibility, truth-
fulness, seriousness of partner intentions; information about credit history; managerial and legal aspects of the 
counterparty’s activities; the quality of the proposed cooperation agreement.

At the same time, we propose that one of the main characteristics will be assessing the change in the financial 
position of the counterparty in the dynamics, which will help to minimize the risk of non-payment, as well as 
potential investment and credit risks. An explanation for this is the inability of the counterparty to pay off its 
current debts in the event of a systemic deterioration of its financial situation. Naturally, the company will not 
be able to pay dividends, which entails the risk of non-receipt of income by the investor. Let us represent this 
provision in Table 2.

Table 2. Threats of economic security of the enterprise by counterparties

Characteristics of 
counterparties Threats to economic security

Responsibility, truthfulness, 
seriousness of partnership 

intentions

The presence of negative information regarding liability, truthfulness, seriousness of the intentions of 
the counterparty.

Credit history information The presence of negative credit history.
Lack of credit history information.

Management and legal aspects 
of counterparty activity

Involvement of the counterparty in litigation.
Lack of positions consistency of the shareholders (owners) of the counterparty on the main issues of 
activity.
Probability of reorganization of counteragents in the near future.
Likelihood of opening in the near future or actual start of bankruptcy proceedings and (or) liquidation 
of the counterparty.
There is an arbitration practice in the counterparty  previous periods.

The quality of the proposed 
cooperation agreement

The poor quality of the cooperation agreement (no essential conditions and guarantees, such as the 
maturity of the debt, penalties for non-compliance with the terms of the contract, etc.).
Lack of cooperation agreement (purchase-sale, performance of works, services rendering, lease, etc.)

Change in the financial 
position of the counterparty’s 

dynamics

The deterioration of the situation, which causes the insolvency of the counterparty.
Investment risks and credit risks.

Source: Designed by the authors
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Among the internal threats to the economic security of enterprises that may come from the staff we allocate the 
following Lasan, 2010):
 - insufficient qualification of the employees;
 - weak organization of the personnel management system;
 - poor organization of the education system;
 - ineffective system of motivation;
 - reduction of the number of innovative proposals and initiatives;
 - the resignation of skilled employees;
 - orientation of employees to solve internal tactical tasks;
 - orientation of employees to preserve the interests of the unit;
 - lack or weakness of corporate policy;
 - low-quality screening of candidates for recruitment.

A significant threat to the financial component of the company’s economic security is the inadequate control 
over the structure of the enterprise’s investments, the ratio of parts of the financial portfolio to the risk and re-
turns of its components, as well as the low level of control over all aspects of its business, which directly affects 
the profitability of the business and its growth (Paseková et al., 2017).

A slightly different classification of threats to the economic security of the company on the part of the finance 
is proposed to be used for the purpose of their full identification in the construction of a company’s security 
system. The classification of the types of threats to the financial component of economic security (Belas et al. 
2017) in the context of the proposed classification features is presented in Table 3.

Table 3. Threats to the economic security of the enterprise on the part of finance

Classification mark Types of threats to the financial component of economic security

Level of financial activity
Threats of financial activity to the enterprise as a whole.
Threats of financial activity of separate structural divisions (centers of responsibility) of the enterprise.
Threats of financial activity on realization of separate economic operations of the enterprise.

Functional type  
of financial activity

Threats that manifest themselves in the sphere of investment activity of the enterprise.
Threats that appear in the area of lending activity of the enterprise.
Threats that are manifested in the field of emission activity.
Threats that are manifested in innovation.
Threats that manifest themselves in the field of other types of financial activity of the enterprise.

Object orientation

Threats to financial operations of the enterprise.
Threats to the assets of the enterprise.
Threats to the company’s financial information.
Threats to financial technologies of the enterprise.
Threats to financial personnel (financial managers) of the enterprise.

The character of 
manifestation

Real Threats.
Potential threats.

Sources of origin External threats.
Internal threats.

Nature of origin Threats generated by the action of objective factors and conditions.
Threats generated by the actions of the entities of the financial relations of the enterprise.

Time period Current threats.
Long-term threats.

Level of probability  
of implementation

Threats with low probability.
Medium probability threats.
Threats with high probability.
Threats that can not be identified.

The size of the possible 
damage

Threats with permissible level of damage.
Threats with critical level of damage.
Threats with catastrophic damage.

Possibility of foreseeability Predictable threats
Unpredictable threats

Source: Designed by the authors
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Hence, among the main threats to the strategic economic security of the enterprise, from a key determinant such 
as finance, it is proposed to allocate (Ianioglo & Polajeva 2017b; Mason et al. 2013):
 - threat of loss of liquidity of the enterprise;
 - threat of loss of financial independence of the enterprise;
 - threat of the reduction of the efficiency of the enterprise, loss of its profitability and the ability to self-pur-
chase and development;
 - threat of aging of fixed assets due to the “transfer” of the depreciation fund;
 - threat of unstable enterprise development;
 - threat of debt build-up as a result of slowing down the collection of receivables;
 - threat of using ineffective credit policy in relation to receivables and payables;
 - threat of insolvency of the enterprise;
 - threat of reduction of profitability and market value of the enterprise;
 - threat of destruction of the value of the enterprise.

As a result of the transformation of threats to the economic security of the enterprise on its components we 
have found that the threats emanating from the staff, the organization of finance and counterparties completely 
duplicate the risks of inefficient organization of business processes of the enterprise.

Having determined the system of threats of strategic economic security of the company and also proposing a 
list of its key determinants on their basis, it seems that the next stage of the research program implementation 
is the development of methods and indicators to assess the threats emanating from the components of strategic 
economic security by reducing the internal and external threats of the economic security of the enterprise to the 
determinants of the micro level (business processes), and the latter, in turn, to resource-determinants of stra-
tegic economic (personnel, finances and contractors), as well as the substantiation of the existence of different 
levels of economic security.

Having substantiated the theoretical basis for the formation of strategic economic security of an enterprise, it 
seems to be possible for us to develop its structural model. Such a model allows the development of “mobile” 
systems that respond to changes in the external and internal environment. It establishes contours of response 
and stable positions. Ontological models solve the problem of conceptualization of the subject areas of the en-
terprise on the upper levels of architecture and the representation of interconnected business models in a single 
system (Choi et al., 2017).

Economic security of an industrial enterprise is a continuous process of provision at an industrial enterprise 
that is in a certain external environment, the stability of its functioning, financial equilibrium and regular 
profit extraction, as well as the ability to accomplish its goals and objectives, its ability to further develop and 
improve at various stages in the life cycle of the enterprise and in the process of changing competitive market 
strategies.

This definition considers economic security as a process that takes into account both the change in the state of 
the enterprise and the impact of its external environment. Figure 1 shows an approach to analyzing the levels 
of external and internal threats affecting the economic security of industrial enterprises.

This analysis shows that enterprises in solving the problem of ensuring economic security are able to manage 
threats to level I, take into account and predict changes in level 1 threats and take actions to reduce the cor-
responding damage. Level 1 threats are the most serious and least predictable for the enterprise (Bhatia, & 
Thakur, 2017). Herewith, security of the same object can be carried out by different entities, each at its own 
level. Having determined in the process of diagnosis by the key indicators of the components the level of eco-
nomic security of the enterprise, it seems necessary to develop entities of the mechanism for the adoption of 
management decisions to ensure a high level of strategic economic security of the enterprise, the result of which 
must be defined strategies for enterprise development (Makedon, et al., 2018).
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Fig. 1. Structural model of economic security of the enterprise

Source: Designed by the authors

5. Discussion

At the same time, the process of diagnostics, detection, recognition of threats to the economic security of the 
enterprise, should be under constant control of process monitoring. The mechanism for making managerial 
decisions to ensure a high level of strategic economic security of an enterprise, as well as developing a strategy 
for enterprise development, taking into account its level of economic security, must be supported by process 
control.

Thus, the company’s economic security should be ensured, first of all, due to the effective internal structure and 
organization of the company’s activities. That means, that along with protective measures implemented by the 
enterprise, it must protect itself on the basis of high productivity.

In determining the level of economic security, it is necessary to introduce the concept of “Threshold value 
of the indicator of the component of economic security”. This is the significance in which the level of 
economic security of an industrial enterprise changes in one of the components of economic security De-
pending on the value of the deviation of the indicator of the component of economic security, according to 
experts from its threshold value, the level of economic security of an industrial enterprise is proposed to be 
characterized as:
a) normal - when the actual values of all the indicators of the components of economic security are between the 
threshold values and values equal to 1;
b) pre-crisis - when the actual values of two or three indicators of the components of economic security become 
less than their threshold values;
c) crisis - when the actual value of the most indicators of the components of economic security becomes less 
than their threshold values;
d) critical - when all (or almost all) actual values of indicators for the components of economic security become 
less than their thresholds (Fjord Trends, 2019).



36

JOURNAL OF SECURITY AND SUSTAINABILITY ISSUES
ISSN 2029-7017 print/ISSN 2029-7025 online

It is important to emphasize that the highest degree of security is achieved thanks to the fact that the whole set 
of indicators is within the limits of their thresholds, and the threshold values of one indicator are achieved not 
to the detriment of others. Therefore, it can be concluded that outside the threshold values, the enterprise loses 
its ability to dynamic self-development, competitiveness and, consequently, is doomed to financial failure and 
bankruptcy.

Continuous reduction of the level of economic security can be carried out systematically, taking into account: 
the maximum permissible level of reduction of economic activity, volume of production, investment and fi-
nancing, as well as increase of efficiency of economic activity and further development on the technical level, 
innovation, investment, personnel and qualification potential.

Conclusions

It was proved that the process approach in its traditional sense is inappropriate for managing strategic economic 
security, since resources are no less important as a necessary condition for the implementation of various pro-
cesses, those who carry out work between the “input” and the “exit” of the process, and also counterparties, 
who can stop the process.

The expediency of synthesis process (impact of business processes existing in the enterprise on the economic 
security of enterprises) and cyclic approach, which allows to identify threats in the context of the determinants 
of enterprise security on the micro level (business processes and resources), were determined.

The structural model for ensuring the strategic economic security of the enterprise was proposed. It discloses 
the content of the process done by the providing subject for the object thanks to the implementation of a set of 
directions and measures formed on the basis of monitoring the threats and assessing the level of security. The 
structural model is applicable on various levels of detailing from the upper level of description of the basic 
categories of economic security management to the level of designing analytical applications, and can describe 
various aspects of strategic security - from the system of strategies and goals to the organizational structure 
and business processes. In the system, as components of strategic economic security at enterprises, there are an 
object that is at risk, factors that threaten the safety of the object, the subject that provides security.
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