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Contemporary Warfare Discourse
in Russia’s Military Thought

This article analyses the Russian concept of contemporary warfare after the 2008 Russia—Georgia war
and the changes that have occurred in the wake of the 2014 military conflict in Eastern Ukraine. This
concept is shaped through a dissection of public texts and speeches by Russian military officers, ex-
perts and analysts. The article attempts to measure the impact of Russia’s military practice in Eastern
Ukraine in its stance on contemporary warfare and see what new types of warfare (terminologically
speaking) are appearing in Russia’s military vocabulary. A vision of the future of types of Russian
war is presented, complete with arguments regarding the most plausible case of future local war with
respect to Russia. The article furthermore provides a detailed analysis of the interpretations of asym-
metrical, network-centric, hybrid warfare, colour revolutions, controlled chaos, and information and
electromagnetic warfare in Russia’s military thought, which is understood as forms of realisation of
contemporary warfare. A quest for the origin of these warfare ideas shows that Russia tends to emu-
late the military experience of western powers, the US in particular, instead of doing the opposite
and acting adaptively and conceptualising its most recent military experience as a vision of modern
warfare.

Introduction

The object of this study is the expression of texts by Russian military
officers and experts as an indication of the concept of contemporary warfa-
re in Russian military thought. The public texts that are analysed within the
framework of this study are split into two groups: (1) the way Russia has un-
derstood and interpreted contemporary warfare since the 2008 Russia—Geor-
gia war; and (2) the way this understanding changed after the outbreak of the
military conflict in Ukraine in 2014.

In 2014, Russia’s blitzed occupation of the Crimea' and the ongoing
covert military support to the separatists involved in the conflict in Eastern
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Ukraine? have proved that even today armed forces can be used against anot-
her state in a surprise and unorthodox way to further the geopolitical goals of
the country. Even though no attempt by Russia to rely on its military power
outside its own national borders goes unnoticed by western warfare and se-
curity experts, this case was unique in a way that Russian armed forces had
demonstrated a highly unusual, efficient and refined form of contemporary
warfare. The innovative format of Russia’s aggression in Ukraine made NATO
rethink the context of the transformed threats and look for answers to ques-
tions regarding to what extent and how Russia thinks about modern war, and
how it prepares to wage it.

These processes highlight the active goals of researchers to reflect the
characteristics of Russia’s aggression in Ukraine and understand modern Rus-
sian military thought and, most importantly, discover the ideological roots
of this type of warfare. There are four groups of warfare experts that can be
identified in this discussion, which first started in February 2014 and is still
ongoing, defined by their choice to analyse the conceptual and physical ele-
ment of Russia’s military power, their inclination to rely on Russian or rather
more western sources, and their decision (not) to apply western conceptual
forms of warfare in theorising about Russia’s military practices in Ukraine. For
the purposes of this study, the most important works are those that attempt
to provide conceptual directions of Russia’s warfare in Ukraine and crystallise
the cornerstone military terms and types of warfare® that Russia uses when it
thinks about the specifics of contemporary military conflict.

The first group of military experts (Keir Giles*, Alexander Golts®, Roger

% Czuperski M., Herbst J., Higgins E., Polyakova A., Wilson D., Hiding in Plain Sight: Putin’s War in
Ukraine, The Atlantic Council of the United States, 2015.

*The warfare type (form) and military conception notions are considered as synonymous in the article. It
describes the methods or scheme of actions used to utilise specific (material and non-material) military
capabilities, is aiming to fulfil an essential mission or to implement specified tasks.

* Giles K., ‘A New Phase in Russian Military Transformation, The Journal of Slavic Military Studies 1 (27),
2014, p. 147-162, http://www.tandfonline.com.ezproxy.lka.lt/doi/full/10.1080/13518046.2014.874850,
11/10/2017.

*Golts A., ‘Reform: The End of the First Phase — Will There Be a Second?; The Journal of Slavic Military
Studies 1 (27), 2014, p. 131-146, http://www.tandfonline.com.ezproxy.lka.lt/doi/full/10.1080/13518046.20
14.874847, 11/10/2017.



N. McDermott®, James A. Marshall’, Daivis Petraitis®, Bettina Renz’) focus on
Russia’s military reform that kicked off after the Russia—Georgia military conf-
lict in 2008; however, the work of these researchers is basically devoid of any
attempts to connect Russia’s military acts in Ukraine to the ongoing military
reform. We can only single out the work by Charles K. Bartles and McDermott,
in which the authors are trying to figure out how the new form of organising
Russia’s armed forces affected the execution of the Crimea operation'’. This
study supports the results of previous studies on Russian military reform and
at the same time contains new insights into the practical aspects of the employ-
ment of Russia’s forces after the reform. It has to be stressed that the works that
fall into this group are void of any attempts to dissect the qualities of military
thought or warfare that would reflect Russia’s conceptual approach towards
forms of contemporary warfare.

The work of the second group of experts (Diego A. R. Palmer"!, Henrik
Praks'?, Andreas Jacobs and Guillaume Lasconjarias'?, Vira Ratsiborynska'?,
Jeffrey Larsen'®, Uwe Hartmann'®, Andrew Radin'’, Max Boot'®, Rod Thorn-

®McDermott N. R., “The Brain of the Russian Army: Futuristic Visions Tethered by the Past, The Journal of
Slavic Military Studies 1 (27), 2014, p. 4-35, http://www.tandfonline.com.ezproxy.lka.lt/doi/full/10.1080/13
518046.2014.874840, 11/10/2017.

7 Marshall J. A., ‘Russia’s Struggle for Military Reform: A Breakdown in Conversion capabilities, The Jour-
nal of Slavic Military Studies 2 (27), 2014, p. 189-209, http://www.tandfonline.com.ezproxy.lka.lt/doi/full/1
0.1080/13518046.2013.844488, 11/10/2017.

8 Petraitis D., Ts Russian Military Back on Its Feet, Journal on Baltic Security 1 (1), 2015, p. 85-95.

° Renz B., ‘Russian Military Capabilities after 20 Years of Reform; Survival 3 (56), 2014, p. 61-84, http://
dx.doi.org/10.1080/00396338.2014.920145, 12/10/2017.

1 Bartles K. C., McDermott N. R., ‘Russia‘s Military Operation in Crimea, Problems of Post-Communism 6
(61), p. 46-63, http://dx.doi.org/10.2753/PPC1075-8216610604.2014.11083050, 11/10/2017.

! Palmer D. A. R., ‘Back to the Future? Russia’s Hybrid Warfare, Revolutions in Military Affairs, and Cold
War Comparisons, NATO Defense College Research paper 120, 2015.

2 Praks H., ‘Hybrid or Not: Deterring and Defeating Russia’s Ways or Warfare in the Baltic States — the
Case of Estonia, NATO Defense College Research paper 124, 2015.

" Jacobs A., Lasconjarias G., ‘NATO’s Hybrid Flanks. Handling Unconventional Warfare in the South and
the East, NATO Defense College Research paper 112, 2015.

' Ratsiborynska V., ‘When Hybrid Warfare Supports Ideology: Russia Today, NATO Defense College
Research paper 133, 2016.

*Larsen J., Lasconjarias G., NATO' Response to Hybrid Threats, Rome: NATO Defense College, 2015,

p. 1-14.

' Hartmann U, “The Evolution of the Hybrid Threat, and Resilience as a Countermeasure, NATO Defense
College Research paper 139, 2017.

7 Radin A., ‘Hybrid Warfare in the Baltics: Threats and Potential Response, RAND Corporation, 2017.

'8 Boot M., ‘Countering Hybrid Warfare, Armed Conflict Survey 1 (1), 2015, p. 11-20, https://doi.org/10.10
80/23740973.2015.1041721, 12/10/2017
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ton'’, Matthew Kroenig®, Olevs Nikers*, Alexander Lanoszka*, Amos C. Fox
and Andrew J. Rossow?) is dominated by the military concept of hybrid war-
fare, which is considered to be most appropriate for the purposes of explaining
Russia’s military actions in Ukraine. Yet these works ground the theoretical
concept of hybrid warfare on western military texts written before 2014 by
the following experts on warfare: William J. Nemeth (2002)*, Frank G. Hof-
fmann (2007)%, John J. McCuen (2008)*, Russell Glenn (2009)¥, Timothy B.
McCulloh and Richard Johnson (2013)*. Notably, this group of researchers
do not analyse Russian sources that back up the suitability of hybrid warfare
for conceptualising Russia’s practical actions but rather accentuate the genesis
of hybrid warfare ideas in the West, ideas that Russia successfully tapped and
brought to life in Ukraine.

The third group includes analysts who try to understand Russia’s warfa-
re in Ukraine by studying western military concepts and looking deeper into
Russia’s military discourse (Russian military-analytical texts, non-analytical
articles, speeches, reports and so on). In this group, we find works by Peter
Mattsson®, Miroslaw Banasik®, Hall Gardner®, Dave Johnson?®?, Jacob W.

' Thornton R., “The Changing Nature of Modern Warfare, The RUSI Journal 4 (160), 2015, p. 40-48, http://
dx.doi.org/10.1080/03071847.2015.1079047, 12/10/2017.

» Kroenig M., ‘Facing Reality: Getting NATO Ready for a New Cold War, Survival 1 (57), 2015, p. 49-70,
http://dx.doi.org/10.1080/00396338.2015.1008295, 12/10/2017.

' Nikers O., ‘Ukraine-Style Hybrid War Unlikely in Latgale, The Jamestown Foundation, 11 March 2016,
https://jamestown.org/program/ukraine-style-hybrid-war-unlikely-in-latgale/, 13/10/2017.

# Lanoszcka A., Russian Hybrid Warfare and Extended Deterrence in Eastern Europe), International Af-
fairs 1(92), p. 175-195.

#Fox A. C., Rossow A. J., ‘Making Sense of Russian Hybrid Warfare: A Brief Assessment of the Russo-
Ukrainian War, The Institute of Land Warfare: The Land Warfare papers 112, 2017.

*Nemeth J. W., ‘Future War and Chechnya: A Case for Hybrid Warfare, Naval Postgraduate School, 2002,
https://calhoun.nps.edu/bitstream/handle/10945/5865/02Jun_Nemeth.pdf?sequence=1, 16/10/2017.

» Hoffmann E G., ‘Conflict in the 21st century: the rise of hybrid wars’, Potomac Institute for Policy Stud-
ies, 2007, http://www.potomacinstitute.org/images/stories/publications/potomac_hybridwar_0108.pdf,
16/10/2017.

*John J. McCuen, ‘Hybrid Wars, Military Review, 2008, p. 107-113, http://www.armyupress.army.mil/
Portals/7/military-review/Archives/English/MilitaryReview_20080430_art017.pdf, 17/10/2017.

¥ Glenn R. W.,, “Thoughts on Hybrid Conflict, Small Wars Journal, 2009, http://smallwarsjournal.com/jrnl/
art/thoughts-on-hybrid-conflict, 17/10/2017.

# Johnson R., McCulloh B. T., Hybrid Warfare, Florida: Joint Special Operations University Report 13-4,
2013.

» Mattsson P., ‘Russian Military Thinking — A New Generation of Warfare, Journal on Baltic Security 1 (1),
2015, p. 61-70.

* Banasik M., Russia‘’s Hybrid War in Theory and Practice, Journal on Baltic Security 1 (2), 2016,

p. 157-182.

' Gardner H., ‘Hybrid Warfare: Iranian and Russian Versions of “Little Green Men” and Contemporary
Conflict, NATO Defense College Research paper 123, 2015.

*2 Johnson D., ‘Russia’s Approach to Conflict — Implications for NATO’s Deterrence and Defence, NATO
Defense College Research paper 111, 2015.
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Kipp®, Thornton*, Ofer Fridman®, Lawrence Freedman®, Can Kasapoglu®,
Andras Racz*®, Bret Perry*, Samuel Charap®, Merle Maigre*!, Oscar Jonsson
and Robert Seely*. These works in their entirety reveal an ambiguous stance
on the form of Russia’s warfare in Ukraine. In order to define Russia’s contem-
porary warfare, the experts use different terms and concepts, the most popular
being hybrid war, new-generation warfare, reflective control, full-spectrum
conflict, non-linear warfare, limited war and asymmetric (unconventional)
warfare. Quite importantly, these researchers try to understand Russian mi-
litary thought by analysing Russian texts in reliance on western conceptual
ideas. Still, these works do not leave the western concept of hybrid warfare on
the sidelines and use it in a bid to conceptualise Russia’s warfare in Ukraine.
Group number four consists of the most active researchers of warfare

# Kipp W. J., “Smart” Defense From New Threats: Future War From a Russian Perspective: Back to the
Future After the War on Terror’, The Journal of Slavic Military Studies 1 (27), 2014, p. 32-64, https://doi.org
/10.1080/13518046.2014.875744, 11/10/2017.

* Thornton R., “The Russian Military’s New “Main Emphasis”, The RUSI Journal 4 (162), 2017, p. 18-28,
http://dx.doi.org/10.1080/03071847.2017.1381401, 12/10/2017.

* Fridman O., ‘Hybrid Warfare or Gibridnaya Voyna, The RUSI Journal 1 (162), 2017, p. 42-49, http://
dx.doi.org/10.1080/03071847.2016.1253370, 12/10/2017.

* Freedman L., ‘Ukraine and the Art of Limited War’, Survival 6 (56), 2014, p. 7-38, http://dx.doi.org/10.10
80/00396338.2014.985432, 12/10/2017.

7 Kasapoglu C., ‘Russia’s Renewed Military Thinking: Non-linear Warfare and Reflective Control, NATO
Defense College Research paper 121, 2015.

3 Rasz A., Russia’s Hybrid War in Ukraine, Helsinki: The Finish Institute of International Affairs,

Report 43, p. 104.

¥ Perry B., ‘Non-Linear Warfare in Ukraine: The Critical Role of Information Operations and Special Op-
erations, Small Wars Journal, 2015, http://smallwarsjournal.com/jrnl/art/non-linear-warfare-in-ukraine-
the-critical-role-of-information-operations-and-special-opera, 17/10/2017.

*Charap S., “The Ghost of Hybrid War’, Survival 6 (57), 2015, p. 51-58, http://dx.doi.org/10.1080/0039633
8.2015.1116147, 12/10/2017.

! Maigre M., ‘Nothing New in Hybrid Warfare: The Estonian Experience and Recommendations for
NATO);, The Germany Marshall Fund of The United States, Foreign Policy Program, Policy Brief Paper,
2015, http://www.gmfus.org/publications/nothing-new-hybrid-warfare-estonian-experience-and-recom-
mendations-nato, 18/10/2017.

2 Jonsson O., Seely R., ‘Russian Full-Spectrum Conflict: An Appraisal after Ukraine, The Journal of Slavic
Military Studies 1 (28), 2015, p. 1-22, http://dx.doi.org/10.1080/13518046.2015.998118, 18/10/2017.
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(McDermott®, Mark Galeotti*, Timothy Thomas®*, Jan Berzin$*), whose ana-
lysis of the Russian military discourse is as focused as it is deep. These warfare
experts concern themselves with the analysis of Russian texts (admittedly in
reliance to the same works by Russia’s warfare experts and military elite first
and foremost*’) and support the position that the term hybrid warfare should
not be used to define Russia’s actions in Ukraine. Still, the experts diverge on
the military concepts that Russia uses to operationalise contemporary warfare.
The authors present a unique understanding of the texts, which brings into
focus the following types of warfare: new-generation warfare, new-type warfa-
re and non-linear warfare.

As an overview of western intellectual efforts to analyse contempora-
ry Russian military thought and its realisation in the Ukrainian conflict, one
could say that the experts identify different key military concepts or types of
warfare that shape Russia’s contemporary understanding of waging war. They
predominantly lean towards putting on western ‘conceptual glasses’ and using
insights by western experts to analyse Russia’s contemporary warfare in Ukrai-
ne. The key drawback of such studies and views is that products of the Russian
thought take a backseat. Nonetheless, one significant moment is the ambition
to understand Russian military thought through the original texts of its offi-
cers and warfare experts, thus trying to find answers to the questions of how

5.

 McDermott R., ‘Does Russias “Hybrid War” Really Exist?, The Jamestown Foundation, 3 June 2015,
https://jamestown.org/program/does-russias-hybrid-war-really-exist/, 18/10/2017; McDermott R., ‘Myth
and Reality — A Net Assessment of Russia’s “Hybrid Warfare” Strategy Since the Start of 2014, The James-
town Foundation, 17 October 2014, https://jamestown.org/program/myth-and-reality-a-net-assessment-
of-russias-hybrid-warfare-strategy-since-the-start-of-2014-part-one/, 18/10/2017.

* Galeotti M., “Hybrid War” and “Little Green Men”: How it Works, and How it Doesn’t, E-International
Relations, 16 April 2015, http://www.e-ir.info/2015/04/16/hybrid-war-and-little-green-men-how-it-works-
and-how-it-doesnt/, 18/10/2017; Galeotti M., ‘The “Gerasimov Doctrine” and Russian Non-Linear War’, 6
July 2014, https://inmoscowsshadow’s.wordpress.com/2014/07/06/the-gerasimov-doctrine-and-russian-
non-linear-war/, 18/10/2017; Galeotti M., ‘Hybrid, Ambiguous, and Non-Linear? How New is Russia’s
“New Way of War”?,, Small Wars & Insurgencies 2 (27), 2016, http://dx.doi.org/10.1080/09592318.2015.112
9170, 18/10/2017.

* Thomas T., Thinking Like a Russian Officer: Basic Factors and Contemporary Thinking on the Nature of
War, Kansas: The Foreign Military Studies office at Fort Leavenworth, p. 40; Thomas T., ‘Russia’s Military
Strategy and Ukraine: Indirect, Asymmetric — and Putin-led, The Journal of Slavic Military Studies 3 (28),
2015, p. 445-461, http://dx.doi.org/10.1080/13518046.2015.1061819, 18/10/2017; Thomas T., “The Evolu-
tion of Russian Military Thought: Integrating Hybrid, New-Generation, and New-Type Thinking), The
Journal of Slavic Military Studies 4 (29), 2016, p. 554-575, http://dx.doi.org/10.1080/13518046.2016.12325
41, 18/10/2017.

¢ Berzins J., ‘Russia’s New Generation Warfare in Ukraine: Implications for Latvian Defense Policy’, Policy
Paper No.2, National Defence Academy of Latvia: Center for Security and Strategic Research, 2014, http://
www.naa.mil.lv/~/media/NAA/AZPC/Publikacijas/PP%2002-2014.ashx, 18/10/2017.

7 Experts mainly are analysing papers and articles written (in the period of 1995-2016) by the following
Russian military elite and war analytics: Sergei Shoigu, Valery Gerasimov, Vladimir Slipchenko, Makhmut
Gareev, Viktor Riabchuk, Vladislav Surkov, Ruslan Pukhov, Sergei Chekinov, and Sergei Bogdanov.



and why new military terminology emerges and which specific types of war-
fare become disseminated in the Russian military vocabulary. This is why the
novelty of this study is grounded on the analysis of exclusively Russian military
sources that will produce a better understanding of Russia’s vision of modern
war and present a structured concept of contemporary warfare in Russian mi-
litary thought. What is more, the study aims to draw an authentic map of the
types of contemporary warfare, one that would reflect the transformation of
ideas in Russian military thought. Equally important it is to find out whether
Russia gives any intellectual reflection to its latest military experiences in order
to refresh its military thought and increase its military power.

These arguments provide grounds to define the purpose of this article
as an objective to understand how Russia’s military practices in Ukraine affect
the understanding of contemporary warfare in Russian military thought. For
the purposes of achieving the objective of the study, the following goals are
formulated:

« Analysing the predominant types of warfare in Russian military thought
after the 2008 war with Georgia;

« Disclosing and analysing the shift in Russian military thought of con-
temporary warfare after the military conflict in Ukraine that broke out
in 2014.

Study Method

For the purposes of this study, military discourses are considered to con-
sist of the whole range of individual Russian texts (analytical articles, military
texts, reference articles, speeches, reports and so on) targeting the understan-
ding of contemporary warfare in the chosen period and space. Notably, herein
lies a particular degree of limitation or inaccuracy for the study, for not all Rus-
sian military texts carrying information valuable for the study were accessible.
The study covers a period between August 2008 and December 2017, however
the Ukrainian conflict that started in February 2014 (as an event relevant to
the military context) allows us to split the Russian military discourse into two
discourses that are narrower in terms of chronology (Fig. 1).
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Space
Russia
August 2008 to February )
. 2014 Discourse A
)
@
o March 2014 to December Discourse B
2017

Figure 1. Military discourses by time and place
(made by the author)

Even though the method of discourse analysis to study the political re-
ality was borrowed from language sciences, it was over a decade ago that this
approach to do research was first recognised as opening new opportunities
for studies in political science. Researchers stress that this method allows for
the analysis of social context and its inherent features that might have possibly
affected the origination of the texts*’. Even though the circumstances surroun-
ding the context are still hard to define, it is important that they be grouped on
the basis of how the author of the text understands the context and its condi-
tions. Thus, the contextual elements of interest to political science, as hints to
understand the context, may be traced back through interpretation of the texts.
The study follows the perspective of social constructivism, where a significant
contextual event (the military conflict in Ukraine) affects a narrower discourse
(the Russian understanding of contemporary warfare), thus contributing to
the production of new meanings in discourse practices (in this case, texts).
In the process of textual interpretation, one can recognise essential linguistic
turns of discourse that reveal the causality of the production, dissemination
and consumption of new types of warfare in the subject texts®.

The study analyses the Russian conception of contemporary warfare not
only to identify its predominant types of warfare, their shift, methods and me-
ans of realisation, but also to trace back the sources of these ideas. The study
is based on the theoretical assumption that a contextually significant military
event may affect the production of new meanings in narrower discourses, with
the authors of the texts reacting to significant contextual events and assigning
specific meanings to the social object through their personal understanding™.
Under this theoretical assumption, as a result of a contextually significant mi-

* Vinogradnaité L., Diskurso analizé kaip politikos tyrimo metodas, Vilnius: Vilniaus universiteto leidykla,
2006, p. 5-6, 13-15.

* Phillips N., Hardy C., Discourse Analysis: Investigating Processes of Social Construction, London: Safe
Publications Ltd., 2002, p. 12-13.

* Vinogradnaité, (supra note 48) p. 31-34, 37-46; Phillips, Hardy, (supra note 49) p. 8.



litary event (the military conflict in Ukraine), the discourse of contemporary
warfare in Russian military thought is divided into two discourses, time-wi-
se. This allows us to evaluate the extent to which the new military practices
in Ukraine contribute to the production and dissemination of new types of
warfare in Russian military thought, which conveys the conceptual element of
military power - the country’s thinking about how it intends to form, prepare
and finally use its armed forces in a future conflict.

The study consists of two parts that address two military discourses ai-
ming to answer the underlying question of the study (Fig. 2). First, the ana-
lysis of Discourse A aims to identify cornerstone forms of warfare that domi-
nated Russias military vocabulary of contemporary and future conflicts after
the 2008 Russia—Georgia military conflict and in doing so to understand the
specifics and characteristics of their realisation and the reasons why they were
produced and disseminated. With Discourse B, the analysis concerns Russian
military thought on modern warfare after the events in Ukraine in order to
disclose the qualitative change (production of new military terms and types of
warfare in Russian military thought) compared to the results of the analysis in
Discourse A. This sequence of the study is posed to allow us to better unders-
tand the ongoing changes in Russian military thought and to reveal whether
Russia tends to lean towards innovative and adaptive behaviour (learning from
its own experiences) or rather a tactic of emulating, absorbing and replicating
military experiences, decisions and visions from other states®. The article clo-
ses with a summary of the study’s results and conclusions.

Discourse A: Discourse B:
Russian modern warfare conception y > Russian modern warfare
(after the war with Georgia) conception

Significant event in the context:
Russian occupation of the Crimea and
the start of the military conflict
in Eastern Ukraine (from 2014)

Figure 2. The logic of the study and correlation between the discourses
(made by the author)

*! Scientists claim that changes in warfare can take place in three ways: (a) by innovation, (b) by adaptation
or (c) by emulation. The first way is biased towards the development of new military technologies and mili-
tary structures, the second way towards a renewal of military strategies, means or fighting methods during
an ongoing war or conflict, and the third way focuses on the takeover processes of other states warfare
forms. In: Slekys D., Mgslaus Vy¢io beieskant: lietuviskos karinés minties raida ir buklé po nepriklausomybés
atkiirimo (1990-2014), Vilnius: Lietuvos karo akademija, 2016, p. 14.
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1. The Russian Concept of Contemporary Warfare
after the Conflict with Georgia

Discourse A involves the analysis of Russian authors’ texts on contempo-
rary and modern warfare that were selected from popular public sources that
are clearly related to the Ministry of Defence of the Russian Federation: the
magazines Boennas Muvicnv, Becmnux, Meafcayﬂapobﬂbte Ipoueccot, Boenro-
Ipomvinennviit Kypvep, Conoam Yoauu and Opuenmup and the Kpacnas
3sesda portal. A total of 64 publications were found, but only 48 texts were
analysed due to limited accessibility.

In the words of the President of the Russian Academy of Military Sci-
ences, Major General Makhmut Gareyev, to identify the types of warfare that
Russia should be able to operate in contemporary or modern war, one should
first of all try to understand what kind of war or a scenario thereof (concep-
tually speaking) is most likely in the case of Russia, for this is the very thing
that should become the indicator of effective decisions on the types of warfa-
re and armed forces development™. This military discourse accentuates three
types of war that are usually used by Russian military analysts in their texts
on future military tendencies: local war (1okanbHas BoitHa), armed conflict
(BoopyxxenHsii koHpnukr) and global war (kpynmHomacmTabHas BoiiHa).
According to the Russians, global war (which is perceived as war between the
superpowers — the US and China as often as not) is the least likely scenario.
When it comes to global war, the most important thing is the mobilisation
response of the state and its determination to use nuclear weapons. It is un-
derstood that large-scale military manoeuvres and altercations are gradually
losing their significance and becoming unwelcome, which makes the prospect
for this type of war rather unlikely or, speaking about continental Europe, even
impossible. Nonetheless, Russia stresses that no one can predict future conflict
and therefore it is unwilling to abandon the global war scenario completely;
quite the opposite - it is trying to be prepared. The emphasis on preparedness

2 In: M. Enuceesa, Ypoku Ha Bce Bpemena 27/10/2017, http://old.redstar.ru/2010/10/27_10/1_06.html,
15/12/2017. The author of the article provides a summary of the Russian Army Major General M. Gareev’s
ideas voiced at the scientific practical conference ‘Russia in Wars of the 19th-20th Century. Lessons
Learned and Conclusions.
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is particularly noticeable in statements from the military elite®.

The concept of a military (armed) conflict in Russia is connected to
possible disturbances within the country, potentially from terrorist attacks.
Doubts regarding the global ‘war on terror’ strategy that the Russians referred
to as a myth, a weapon of western states that enables the West to operate on
the territories of other countries for their own insidious purposes, are particu-
larly pronounced. Notably, an escalation of this type of military conflict in the
country could easily become a civil war aimed at causing instability in Russia.
In this case, the Russians believe this could lead to the advent of a trinity of
terrorism-separatism-illegal military groups, where the line between a milita-
ry conflict and local war is very fragile due to an overarching civil war. It is said
that with an armed conflict the critical thing is to have a well-trained special
force to be able to execute counter-terrorist operations — neutralise guerrillas,
diversions, acts of terror and provocations.

With Discourse A, the main focus lies in the prospect of local war and
the emphasis on preparedness to wage this type of war. It is not just Russia’s
Defence Minister Sergey Shoigu or Major General Garayev, President of the
Russian Academy of Military Sciences, who argue that local wars will be the
predominant type of warfare in the future and that the Russian armed forces
need to be thoroughly prepared to wage this type of war first and foremost; this

3 C. Woiiry, Mot [lonxrvt Boimv Tomosv: Omesemumv Ha J/Tto6vie Botzosvt u Yeposvl, Opuentup 1, 2014, p.
4-7; Boenno-IIpombiunennsiit Kypoep, Iepacumos: Poccutickas Apmus Tomosa k KpynHomacuima6roim
Botinam, 26/01/2013, https://vpk-news.ru/news/14180, 15/12/2017; M. Tapees, Mckyccmeo Peuiumenvroix
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is the opinion of Russian warfare experts as well®. The significance of the do-
minance of local war in Russian military thought is shaped by virtue of several
insights in analysing the general context. First of all, assessment is made of po-
tential real military threats and challenges to Russia in the foreseeable future,
accentuating the existence of hotspots close to Russia’s borders, and therefore
the military should be able to stabilise potential local wars in the post-soviet
space (with Georgia, Ukraine and Armenia identified as bearing the highest
potential to become sources of this type of conflict). Second, reflection is given
to the modern military experiences of the western states of the second half of
the 20™ century and the 21% century, which reflect the entrenchment of the
tradition of local war in contemporary military conflicts. The third perception
of the likelihood of local war is biased towards Russia’s own experiences in the
2008 war with Georgia, thus making inferences and looking for solutions that
would be effective in contemporary local war.

Even though there are prospects for three types of war disseminated in
Russian military discourse since the Georgian war, there is yet another posi-
tion that basically doubts the potential of science to predict the character of
modern warfare and which challenges the objectivity of the classification of
war on the grounds of its inherent complexity and the breadth of the spectrum
of its intrinsic characteristics. In doing so, the focus is placed on the conceptual
element of military power, when intellectual efforts need to be made to iden-
tify the nature and understand the principal characteristics of a war that has
broken out. It is not by accident that such efforts are focused on attempts to
understand the main and predominant types of warfare that can be realised in
a contemporary war, especially considering the effective and appropriate trai-
ning, grouping, provisioning and deployment of the armed forces in military
operations™.
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The military terms that define the Russian perception of contempo-
rary warfare and are most obviously dominant and significant in the Russian
texts covered by the analysis are these: asymmetrical warfare (acummeTpuynas
BOJIHA OI aCMMMeTPUYHBII BOOPY)XeHHbII KOHGmuKT), controlled chaos or
colour revolutions (ympap/semblit Xaoc Or I[BeTHas peBOJIOLN), network-
centric warfare (cetenenTpuyeckas BoitHa) and new types of armed forces
(HOBBIIT 00/MK BoopyskeHHBIX cu).

In the Russian military discourse, asymmetrical warfare is perceived
to be effective thanks to its universal nature. The universal character of asym-
metry in a conflict is defined by three methods to employ this type of warfare:
(a) asymmetry is achieved through available military-technological measures;
(b) asymmetrical actions become the military strategy of the weaker party;
(c) asymmetrical warfare is realised through non-military measures. In the
first case, Russia places particular emphasis on military technological systems
of systems, which are necessary to develop a military technological asymme-
try (BoeHHas-TeXHONOTMYeCKasl acMMMeTpus) in war on its own initiative,
thus securing an advantage when the available options allow for an attack on
the opponent’s objects without any direct contact or even without landing on
the opponent’s continent™. There is an active ongoing debate among Russian
experts regarding the effectiveness of asymmetrical warfare when asymmetry
becomes the military strategy of the weaker party, for it is believed that this
is the most plausible strategy of enemy acts against Russia in the event of a
future local war. In this case, the predominant role is expected to be played
by guerrilla fighting tactics that can be deployed by contemporary terrorist or
illegal military groups and involve cautious, portioned, low-intensity skirmis-
hes with the structurally stronger opponent to achieve political and strategic
rather than military goals®. The discussions on asymmetrical warfare also tou-
ch on non-military measures (HeBoeHHbIe cpencTBa), which are directly as-
sociated with indirect (non-traditional) acts (Hemnpsimble (HeTpagUIMOHHBIE)
mevicTBMA) in contemporary war. It is indirect acts that are perceived as the
inevitable elements of contemporary war, considering the possibilities to act
asymmetrically. In this case, asymmetrical warfare takes on a wider range of

%7 Tapees, (supra note 53); JI. H. Vinbun, B. I. Kosanes, A. C. Myparxanos, Opuenmuput 015 Co30anus
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actions, where indirect actions can be made without relying on military hi-tech,
engaging covert methods and measures focused on the enemy’s political, social
and information aspects instead. It has to be noted that the US and NATO have
been using such indirect actions in their military campaigns to a large extent,
which makes them increasingly relevant and popular in contemporary conflict™.

Whilst analysing the concept of controlled chaos, Russian experts stress
that the contemporary method of this form is the colour revolutions that both
have their own potential as a tool of aggression and actually pose a threat to
Russia as such. However, this method relates to non-violent measures aimed
at initiating and maintaining chaos in the target country and using it to affect
the country’s social-political structures and change its governance. Controlled
chaos focuses on the interior control of other states for the purposes of domi-
nance in the information space and using it to cause a revolution, attempting
to exercise psychological influence on and manipulating the civil masses of
the state. Still, Russia tends to equate colour revolutions to a state of war and
considers taking adequate military countermeasures (as a defence response).
Russia accentuates the long-term operating strategy of controlled chaos, when
the covert methods of the aggressor are maintained actively through exterior
funding of target assets or infrastructures, and the revolution in its own right
is but a stage of the active phase, one that requires fast action without revealing
the aggressor’s true interests or direct involvement®.

There is a particularly active debate going on in Russia with regard to the
theoretical and practical opportunities to develop a state-of-the-art military tech-
nological potential in future to secure dominance in a military conflict by way of
the concept of network-centric warfare, for there is a firm belief that this type of
warfare will become a key feature of future conflicts and operations®'. The uniqu-
ely Russia perception of this type of warfare is best summarised by the innovative
principle of the realisation of military power as formulated by Viktor Tatarinov:
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‘strict centralisation — network realisation®. The most optimal form of that rea-
lisation is constructed through two integral platforms (rmarpopmonentpusm),
of which one is focused on the command and control of military forces, signals,
information and intelligence, and the other on the possibilities to execute mi-
litary deep attacks and strikes, or precision strike weapons systems that allow
for the development of a dominating manoeuvre (rocriogcTByoLViT MaHeBp) in
war. Russian experts simulate the effectiveness of the network-centric platform
by way of the implementation of internal synergy or automated synchronisation,
believing however the opportunities to strike the enemy’s assets from the depth
of its territory to be the critical success factor in a future war. It has to be empha-
sised that this concept is gaining a rather futuristic vision in Russia, because the
discussion is about using technology that does not yet exist and may take up
to 40 or 50 years to arrive, all the while trying to predict the impact of artificial
intelligence on the shrinking role the human factor will have in future wars. In
the same context, space is being referred to a great deal, and so is the need to
dominate it and use it to attack assets located in any part of the world. Hence,
this concept is rather a reflection of Russian warfare experts’ attempts to respond
quickly to the approaching revolution in military affairs, which is instigated by
advanced information and technological innovations®.

It is in the discussions of Russian warfare experts about the need to de-
velop, have and use network-centric warfare platforms in future wars that the
term new types of armed forces makes its appearance, only to take on a futuris-
tic meaning rather than constitute an attempt to disseminate this term as a cor-
nerstone concept in future military conflicts. This term can only be considered
a military concept to a certain extent, for it is focused on military structural
reforms dominated by the physical component (structure, weaponry and tech-
nology) of the armed forces. Conceptually speaking, this term connects to the
ability to achieve a speedy military victory with minimal losses whilst being
able to wage a contact-free war, eliminating the strategic assets of the enemy
and paralysing its information and governance systems. Still, the usage of this

%2 TaTapuHOB, (supra note 60) p. 94, (Rus. JKecmkas uenmpanuzayus - cemesas peanu3ayus).
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term rather reflects the reforms taking place within the structure of the Rus-
sian armed forces and weaponry as well as the idealistic expectations that are
supposed to bridge the gap between the progress of military thought and the
needs of military practice - the ability to wage sixth-generation warfare domi-
nated by high-precision weapons and high technologies®.

To sum up, it can be said that the types of warfare that were disseminated
in Russian military thought after the military conflict in Georgia have acquired
different meanings. While the perception of network-centric warfare and new
types of armed forces is focused on the future that has to do with would-be inno-
vative-advanced technology, asymmetrical warfare and the controlled chaos stra-
tegy not only gain the meaning of a political-military threat to Russia but also
become disseminated as the most effective and critical types of contemporary
warfare that Russia needs to be able to employ if it wants to act proactively and
not just reactively. The discourse reveals a systemic leaning of Russian experts
towards analysing US military thought and US and NATO military operations
such as Vietnam (1954), Iraq (1991), Yugoslavia (1999), Afghanistan (2001),
Iraq (2003) and Libya (2011). Even through President of the Russian Academy
of Military Sciences, Major General Gareyev, emphasises that Russias experi-
ences in Georgia have revealed a gap between Russian military thought and the
available potential of its armed forces, the Russian army was incapable of waging
a sixth-generation war in Georgia for pure lack of the necessary fighting systems
and weaponry®. Still, one has to admit that there is a shortage of open discussion
and analysis of soviet and latter-day Russia military experiences (the two wars in
Chechnya and the armed Russia-Georgia conflict).

2. The Russian Perception of Contemporary Warfare
after the Outbreak of the Conflict in Ukraine

Discourse B involves an analysis of Russian texts that were picked out of
the same sources as Discourse A. However, with this discourse some new sour-
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ces have appeared (such as the magazines Becmuux Boernozo O6paszosarus
and Ilpo6nemvr Hauuonanvnoii Cmpameeuu, and the web-based journal
Hesasucumas Iasema), while the magazine Condam Yoauu was discontinued
in 2010. Discourse B consists of a total of 117 publications; 38 texts were limi-
ted-access resulting in an analysis covering the contents of 79 texts.

2.1. A Vision of Future War

Russia’s attempts to predict wars it may have to wage in the future reveal
the same three types of war that were present in Discourse A, global (regio-
nal), civil (revolutionary) and local. In the case of global war, Russia is still
strongly sticking to its guns that the probability of this type of war continues
to be highly minimal, for war statistics reaching back to the mid-20" century
show that none of over 400 military conflicts blew up to become a global war
between coalitions or two major powers fighting between each other. Wars are
emphasised to have transformed into medium- or low-intensity conflicts with
major powers fighting among themselves by way of third parties, understan-
ding that direct military confrontation is curbed by the availability of nuclear
weapons®.

There is, however, the feeling of a stronger potential for a limited mili-
tary conflict that could take place both on the interior territory of Russia and
around its perimeter or in more remote zones of Russia’s interests. The key
difference in terms of the potential for a civil war in Russia is the new actor
in the global context: the Islamic State of Iraq and the Levant, its destabilising
threat to Russia perceived in two ways. First of all, it is argued that since 2015
the operations of this non-governmental terrorist group have spread far bey-
ond the borders of Iraq and Syria, and that one of its potential targets now is
Russia, and the Chechen Republic and the Republic of Dagestan in particular,
where religious discord, extremism and ethnic disturbances could be escalated
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among the local Orthodox and Muslim Russians®. Second, terrorism is per-
ceived as an instrument of indirect war that is growing increasingly stronger.
In this case, the West is seen as a particular threat with perceived attempts to
manipulate the terrorism card, when the activities of irregular military-ter-
rorist groups can be combined into joint operations thus forming systemic
strife against another state to achieve national interests. It is even stated that
the West is trying to consolidate the conflicts in Ukraine, the Middle East, the
Caucasus and Central Asia in order to guide this terrorist front against Russia.
It is the threat of exterior (planned and coordinated) terrorism that is driving
a shift in the more prevalent interior concept of terrorist threats, where ethno-
confessional-extremist conflicts among the local populace can be sparked and
a civil war inside the country instigated®.

Still, the most realistic type of war that Russia might become engaged
in the future is local war albeit with certain adjustments in Russian milita-
ry thought compared to the military thought of Discourse A. If previous pre-
dictions of local war have concerned three post-soviet states (Armenia, Ge-
orgia and Ukraine), in the resumed discussions Russia is beginning to give
serious regard to the probability of this type of war in states that have never
been considered before: Kirgizstan, Uzbekistan, Kazakhstan, Moldova and Be-
larus. All of which gives rise to new challenges for the Russian armed forces,
which have to be capable of stabilising local war once it breaks out and pre-
venting this type of war from distracting Russia from defending its interests in
other hotspots or regions®.
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Figure 3. Russian concept of future war
(made by the author)

Attempts to predict the nature of future conflicts by Valery Gerasimov,
Chief of the General Staff of the Russian Armed Forces, and warfare experts
Valery Kiseliov and Tatyana Gratchevitch feature the concepts of the classical
armed conflict (kmaccudecknit Boopysxénnbiii kondmukT) and hybrid conf-
lict (ru6pmpHbIit KOHPMUKT) scenarios. Classical armed conflict is also classed
as a traditional type of warfare, whereas hybrid conflict is considered to be a
new trend in warfare, one that combines unconventional forms of aggression
towards a state, which have become very popular in the West and in the US in
particular. Notably, answers to the question of how these two types of conflict
are interrelated and how they reinforce and support each other as well as what
new challenges are posed by the combination of these two scenarios that are
being sought are rather conceptual in nature. With the concepts of both of
these conflicts, the critical point is the ability to act at a distance and without
direct contact (mucTaHIMOHHAA-6€CKOHTaKTasA) to minimise one’s own casu-
alties in the conflict. It is these abilities that should become the cornerstone
characteristics of Russia’s armed forces in contemporary warfare. What is new
is that a hybrid conflict can take place in the absence of a classical conflict, yet
a classical conflict is hardly imaginable these days without a hybrid conflict. It
is predicted that future wars will consist of 2/3 hybrid and 1/3 classical conf-
lict, with 1/3 hybrid conflict used in the 1* stage to minimise casualties in the
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succeeding classical stage and the wars eventually ending with a realisation
of the remaining 1/3 hybrid conflict to reinforce the achievements or subdue
opposing military groups (Fig. 3). Looking into the future, traditional conflict
is biased towards using high technology to design and develop precision we-
apon systems, while the unconventional conception leans towards causing a
harmful (and covert, as often as no) effect with non-military (political, diplo-
matic, economic, financial, cyber, psychological, etc.) measures. According to
the Russians, a contemporary case of the interrelation between these conflicts
is the 2011 military campaign in Libya, where both military measures (such as
a sea blockade, a no-fly zone, precision missiles, air attacks) and non-military
measures (such as forming an opposition, arming irregular groups, cyber and
information attacks) were deployed™.

Analysing the discourse of contemporary warfare in Russian texts writ-
ten by military officers and warfare analysts after the beginning of the conflict
in Ukraine, we can see that contemporary and future conflict is defined in Rus-
sian military thought by the following key types of warfare: first of all, the con-
cept of classical armed conflict is shaped by network-centric warfare, information
warfare (undopmanmonnas BoeBanus(60pp6a)) and radio-electronic warfare
(pammoanekTpoHHast 60pb6a); in the meantime, at the heart of hybrid conflict lie
hybrid aggression (ru6puanas arpeccns), controlled chaos and colour revolution.

In the midst of these discussions, one can observe exhortations by Pre-
sident Vladimir Putin himself to think actively about the key and intensive
changes in contemporary warfare that drive the armed forces to step up their
thinking of adopting new weapons systems and brainstorm how they can be
used effectively, all the while giving an increasing amount of consideration to
the effectiveness of non-military measures in a military conflict™.

The types of warfare (network-centric warfare, colour revolution and control-
led chaos) that dominate Discourse B were among the cornerstone types that defi-
ned the concept of contemporary warfare in Discourse A, but to reveal the causality

70 B. B. Tepacumos, Opeanusauus O6oporst Poccutickoii Pedepayuu 6 Yenosusx Ipumenenust
IIpomusnuxom ,Tpaduruontvix‘ u ,JubpudHvix Memooos Bedenus Boiirvt, BectHuk Axagemun BoeHHbIX
Hayxk 2 (55), 2016, p. 19-20; T. I'paueBa, Koeoa O6wasname Mobunusauuro, 14/09/2015, https://vpk-news.
ru/articles/27018, 14/03/2018; T. [paueBa, Apmus Ha Ilooxsame, 03/08/2015, https://vpk-news.ru/arti-
cles/26404, 24/03/2018; Anexcanznposud, (supra note 66) p. 158-159; B. A. Kucenes, K Kaxum Boiinam
Heob6xo0umo Tomosumv Boopysernuvie Cunvt Poccuu, Boennas Mbpicib 3, 2017, p. 37-39.

7' C. Iloitry, ZJopoeue Yumamenu!, Bectuuk Boernoro O6pasosanusi 1 (1) 2016, p. 1; M. A. Tapees, B
Wnmepecax Oboporocnoco6rocmu Cmparvi, BectHuk Axagemunu Boernbsix Hayk 1 (50), 2015, p. 4-7 (The
author of the article quotes points in President of the Russian Federation Vladimir Putin’s speech when the
president emphasises the importance of military science conceptual progress); JI. O. Porosus, Popmuposarie
Hosozo Hayunomextuueckozo 3adena — O0xo u3 Baxcnetiwux Hanpasneruti 8 [Ipomusodeticmeuu BoenHoim u
Hesoernoim Yeposam, Bectauk Akanemun Boennpix Hayk 2 (55), 2016, p. 4-6.



of the dissemination and consumption of these types of warfare in the discourse
and the significance of their perception, all of the six types of warfare that are pre-
dominant in Discourse B will be analysed in the following chapters.

2.2. The Concept of Classical Armed Conflict

In Russia’s opinion, the key form of warfare in modern conventional
conflict is network-centric warfare. Russian military experts and officers con-
sider this form of warfare the main novelty and prospect in contemporary ar-
med conflict, one that has elevated the potential of armed forces to the next
level thanks to hi-tech and information and communications technology. In
addition to the conceptual sources of network-centric warfare and the poten-
tial technological revolution in warfare that was discussed in Discourse A, this
discourse is also concerned with a quest to understand the practical aspects
of the realisation of this type of warfare through an analysis of recent military
campaigns. The origin of network-centric warfare in Russian military thought
is believed to be the 1991 war in Iraq, when US troops are estimated to have at-
tacked some 8% of Iraqi strategic and military object using measures and met-
hods of network-centric warfare. Notably, the popularity of this type of warfare
has been on a continued increase due to its positive effect on the effectiveness
of NATO and the US armed forces, when similar attacks were made against as
many as 35% of all high-value object in Yugoslavia in 1999, 50% in Afghanis-
tan in 2001, and a massive 68% in Iraq in 200372, Discussions on the effective-
ness of network-centric warfare highlight the synergy effect where not just the
separate branches of the armed forces but also three hi-tech subsystems (infor-
mation, sensory and weaponry) designed to gather, process, analyse intelligen-
ce, simulate scenarios and attacking object assets are combined into a single
control and command system. The popularity of network-centric warfare was
also a product of the transformation of conflicts as such into low-intensity
confrontations that require a rational and rapid usage of military capabilities,
for instance to execute long-distance military strikes deep inside enemy ter-
ritory. Such opportunities enable adaptive military operations (aganTuBHbBIE
mevictBus), where no pre-planned operation is necessary and targets can be at-
tacked with the air force, navy or missiles immediately after they are detected.
All of these network-centric warfare capabilities are seen in Russia as a future
potential, which is already being tested little by little in the military conflict in
Syria, using Kaliber cruise missiles launched off navy platforms located 1,500

2 Kucernes, (supra note 70) p. 38.
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kilometres from the target, and joint naval, air and land operations are being
steered directly from Russia, which is more than 3,000 kilometres away”.

Even though network-centric warfare is attracting an increasing amount of
attention in Russian military thought thanks to the potential it carries in future ar-
med conflict, an equal amount of attention is being given to the threats that this type
of warfare pose to Russia in their own right. Even though Russian experts do note
that network-centric warfare has only been effective in confrontations between the
West and technologically weaker countries, the concept of the threat of this type of
warfare is being upheld at the same time, believing that the US is all the more appro-
aching the potential to execute a global integrated-instant operation (rmo6anbHas
MHTErpUpOBaHHAsI-MIHOBeHHas1 onepauyisi). This potential is predicted to become
the blitzkrieg of the 21" century, for the US would be able to attack any point on the
globe from one to six hours after the decision is made. The key aspect of the opera-
tion is the development and use of supersonic missiles (cBepx3BykoBbIe pakeTbl) in
both low- and high-intensity conflicts. Russia realises that it can hardly catch up with
the US in this field, but there is no reason to fear either, because Russia has its tacti-
cal nuclear weapons that make up for the potential of an adequate strike. However,
looking into the future, a vision is being modelled of the possibilities of emerging a
technological triad (strategic nuclear missile force — missile defence system - high-
precision weapon) that should ensure the country’s security in case of military conf-
lict with a technologically advanced state and would prevent the antagonist from
gaining an initiative during the 1* stage of the conflict’.

7> B. Mom4aunos, Cemeuenmpuueckue Boiinot u Byoyuee Ione bost, 22/09/2015, http://www.redstar.ru/
index.php/news-menu/vesti/item/25847-setetsentricheskie-vojny-i-budushchee-pole-boya, 17/03/2018;
A. TIunuyk, Ymo6uv: nobexdamov 6 eubpudHoil sotire, 22/01/2015, http://www.redstar.ru/index.php/zotov/
item/21219-chtoby-pobezhdat-v-gibridnoj-vojne, 17/03/2018; Kosanes, Manutenkuit, MaTBueHko,
(supra note 74) p. 71-75; B. Bapsunenko, Boiina na Onepescenue - Yacmo I, 29/06/2015, https://vpk-news.
ru/articles/25872, 17/03/2018; A. XpamuuxuH, Apmus Hapooa, 07/12/2015, https://vpk-news.ru/arti-
cles/28380, 17/03/2018; B. V1. JIuteunenko, V. I1. Pycanos, OcHosHuie Tendenyuu Oznesozo TTopasxerust 6
Cospemennvix Onepayusx (boesvix Jleticmeusx), Boennas Mpicib 10, 2014, p. 19-26;

A. E. Anexcanpnpos, O [lepcnekmusax Peanusavyuu Cemeuenmpuueckux Konuenyuii, Boennas Mpicib 5,
2014, p. 18-25.

74 B. Tepacumos, ITo Onwimy Cupuu, 07/03/2016, https://vpk-news.ru/articles/29579, 17/03/2018;

B. fnenko, Om Hapoonoii Jlo Tubpuonoii, 10/08/2015, https://vpk-news.ru/articles/26515, 17/03/2018;

B. Mukpiokos, Hesdoposuviii Cemeyermpusm, 27/02/2017, https://vpk-news.ru/articles/35371, 17/03/2018;
C.T. Yexunos, C. A. Borganos, [Ipozrosuposanue Xapaxmepa u Codepucanus Boiin Byoyusezo:
IIpobnemvt u Cyxcderus, Boernas Meicip 10, 2015, p. 41-49; V1. [I. CepryH, B3ensnov Pykosoocmea
Bedyuyux Mnocmparnuix Tocyoapcme u Hamo na Ipumenenue Boopyscennovix Cun 6 Cospemerbix
BoenHvix Km-tqi/zmcmax, Becthuk Axazemuu Boennnix Hayk 2 (51), 2015, p. 37-38; B. 1. Koanes,

I. I. Manmueuxnit, 10. A. Marsuenko, Konuenyus ,Cemeuenmpuueckoti* Botinot onst Apmuu Poccuu:
,Mnoncumenv Cunvt unu Menmanvuas Jlosywa? (dacmo 2), Bectiuk Axanemun Boennbix Hayk 2 (51),
2015, p. 94-99; B. K. Hosuxos, C. B. roﬂy6‘{I/IKOB, A. B. Bacunbes, Konyenmyanvtolil B3senao na Hpoéﬂe}vzy
Yemoiiuusocmu u Besonacnocmu Mupa, Becriuk Akagemun Boennsix Hayk 3 (56), 2016, p. 16; Kucenes,
(supra note 70) p. 43.



The second form of warfare disseminated in the Russian concept of an
armed conflict all the more strongly is information warfare, which can be accom-
plished by the armed forces through the use of measures of a cybernetic and
psychological effect. Speaking of the psychological effect, the Russians emphasi-
se that the human being is the weakest link in the modern military system and so
an active information-psychological campaign should target not only the cons-
ciousness of ordinary troops but also the officers and even the military elite of
the enemy, trying to cause panic among the soldiers, making the officers betray
each other and initiating situations of vagueness and loss at the strategic-military
level. Speaking about the technical potential for information warfare, the increa-
singly militarised cyber-space (for instance a NATO Cooperative Cyber Defence
Centre of Excellence was launched in Estonia in 2009) merits a special mention.
The cybernetic effect is emphasised to be rather biased towards the state govern-
ment, public sector and banking systems or other non-military institutions of
the enemy, trying to disrupt or paralyse any communications between the op-
ponent’s military and non-military element, diverting the attention of the latter
away from potentially lending support to the armed forces. Even though the
active ongoing discussion in Russia suggests that fighting over an information
superiority in a traditional conflict is becoming increasingly fierce and its achie-
vements cannot be denied, Russia still believes that the key point in modern
conflict is weaponry and the potential it offers. That is why this type of warfare
is rather seen as playing a supporting role in boosting the effectiveness of the
armed forces and avoiding major casualties™.

The third predominant form of contemporary warfare in Russian mili-
tary thought is radio-electronic warfare, accentuating scientific and technolo-
gical progress affecting a vast usage of modern information and radio-electro-
nic tools in the military sector. All of this allows progressive states to develop
intelligence, communications, command and weapons systems of a very high
level of effectiveness, which can then be used to achieve both military and po-
litical goals in a contemporary military conflict with great ease. These reasons
make the enemy’s military command and control network, its functioning and
security ensuring the effectiveness of the armed forces in armed conflict, beco-

7> B. TepacumoB, Mup na Ipansx Botinot, 13/03/2017, https://vpk-news.ru/articles/35591, 17/03/2018;

V1. A. llepemer, ITpomusodeiicmeue Vngopmavuonnom u Kubepremuueckum Yeposam, BectHmk
Axkanemyn Boennbix Hayk 2 (55), 2016, p. 29-32; Mukpiokos, (supra note 74); JI. A. EBreHbeBud,
Hcnonvsosanue Manunynsayuonnvix Texnonozuii 6 ITpouecce Yipaunckozo Tocydapcmeentozo Ilepesopoma
u Mngpopmavuonnoti Boiinot IIpomus Poccuu, ITpobnemvr Hayuonanvroti Cmpameeun 3 (24), 2014, p. 139-
140; C. B. Tonuapos, H. ®. Apramonos, Jocmuscerue Mnpopmayuonro-Ilcuxonoeuueckoeo Ilpesocxodcmea
6 Cospemennoix boesvix [leticmeusx, Boennas Mbicb 6, 2014, p. 61-69; K. A. Tpouenko, I/Iu¢opmauuouuoe
IIpomusobopcmeo 6 OnepamusHo-Takmuueckom 36eqe Ynpasnenus, Boennas Mpicib 8, 2016, p. 21-24;
CaitperanHoB, (supra note 66) p. 38-39; Anexcangponud, (supra note 66) p. 160-164.
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mes the new military target. At the same time, the idea to attack the enemy’s civil
telecommunications assets deep within the territory is still there as well. The US
was the first to demonstrate experiences of this kind in its attacks against key in-
fo-communications object in Yugoslavia (1999) and Iraq (2003) in order to para-
lyse the national telecommunications systems. Yet using these warfare measures
in air force operations did not become a critical object of discussion of radio-
electronic warfare; quite the contrary, a very active quest for rational ways and
measures to integrate units of radio-electronic warfare into land force structures
and military manoeuvres began in a bid to secure an upper hand in the sphere
of information and usage of weapons, where the enemy’s information, force and
weapons control systems are neutralised or disorganised before any tactical land
force actions can take place. These kinds of objectives can be achieved by radio-
electronic taskforces capable of carrying out coordinated actions or combined
military operations together with the land forces. At the same time, considera-
tion is given to the future, in which actions are expected to be innovative, active
and constructive in order to develop the capability of a radioelectronic-fire strike
(pa;moaneKTpOHHO-OTHEBOI yaap) against the enemy’s assets consisting of the
possibility of an integrated attack of radio-electronic forces, missile forces, artil-
lery, troops and tactical aviation. This new capability of combat units would lead
to the complete superiority of the control of the Russian armed forces and the
deployment of smart weaponry in future armed conflict and would become a
key measure in contemporary military conflict’.

7 T1. A. ynoHes, B. V1. Opnstackuit, OcHosHole Msmenenus 6 Xapakmepe Boopysentoti bopv6vt ITepsoi
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Kopones, B. H. ITaBnos, O Takmuxke Boiick Paduoanexmponmoti bopv6ot, Boernnas Mpicnb 3, 2015,
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Hanpasnenuamu Passumus Cyxonymmnoix Botick, Boennas Mpicib 1, 2017, p. 16-21; A. JI. Mopapecky,
Baszosvie Cmpyxmypruie Inemenmot Ocnos Onepamusrozo Vckyccmea Boiick Paduoanexmponoti bopobot
6 Onepayusix O6vedunenuii Cyxonymmvix Botick, Boennast Meicis 5, 2017, p. 45-49;
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All these types of warfare and the practical recommendations to the
Russian armed forces formulated on their basis lead to the assumption that
contemporary armed conflict in future will continue to transform into a hi-
tech war (BpicokoTexHONOrMYHas BoitHa) with intensive planning for and
execution of high-precision military, electromagnetic and information strikes
against the enemy’s key object (Fig. 4). And the entire transformation of armed
conflict is described best by an observation by Kiseliov, a Russian expert on
warfare, that in contemporary conflict “technology shapes tactics™”’. With this
technology, in addition to fighting in the conventional land, sea and air space,
one also needs to consider the ability to wage war in new (intergalactic and
information-cybernetic) spaces, where it is the various modifications of high-
precision missiles rather than soldiers that are likely to be the heroes.

Precision weapon systems

Effective against all types of enemy

Network centric Less is more

, warfare
Impact on enemy’s
command and control

Combat multiplier for Psychological effect

land force operations \

Technological

. (cyber) effect
Electromagnetic fire  Radio-electronic Information /

strike warfare warfare

Figure 4. Classical armed conflict as a reflection of a high-tech
war in Russian military thought
(made by the author)

2.3. The Concept of Hybrid Conflict

The term ‘hybrid conflict’ is not just a new thing in Russia’s military voca-
bulary; it is also a complicated puzzle, one that requires answering the question
as to whether it is a new military phenomenon or a rather specific, possibly even
phantom term. To address this issue, the Russian armed forces employ methods
that are intellectual (round-table discussions, science conferences’®) and practi-

77 Kucernes, (supra note 70) p. 45, (‘TexHuka onpepensieT TaKTUKY — rus.).

78 TTooBeHKo, (supra note 66); ITunuyk, (supra note 73); H. V1. Anexcaunposud, O Cyurocmu TubpuoHoti
Boiinot 6 Konmexcme Cospemennoii Boenno-Ionumuueckoii Cumyayuu, TIpo6membr HarmonambHOI
Crparernu 3 (36), 2016, p. 88; KpacHas 3Besya, Visyuyator In6punssie Boitnbl, 10/02/2015, http://www.
redstar.ru/index.php/syria/item/21686-izuchayut-gibridnye-vojny, 26/03/2018.
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cal (military courses, scenario simulations, field exercises”). The discussions rely
on the recent conflicts of the 20™ and 21* century, which (both officially and
unofhicially, according to the Russians) involved or involve the US, because this
country is believed to exercise the highest degree of professionalism in applying
the hybrid conflict format. The latest examples of this format are the conflicts
in South Africa, the Middle East and Ukraine, in which the western strategy of
hybrid conflict was brought to life. The key point of this conflict is the goal of
destabilising the country to avoid any major military casualties should armed
forces intervention on a bigger scale be required, and to replace the government
without any larger military manoeuvres. Again, the inevitably obvious thing is
how active the Russian experts are in trying to prove that hybrid conflict is a wes-
tern form of warfare, which western countries apply even against Russia as such;
here, the most appropriate observation is by Russian warfare expert Alexander
Hramchikhin on mutual propaganda: “The West (Russia) is waging a hybrid war
against Russia (the West)”®.

Russia’s intellectual reflection of hybrid conflict focuses on non-mili-
tary, non-direct and covert reasons, goals and methods to break the govern-
ment system of an opposing state. For all practical purposes, they are talking
about a very wide range of measures including economic, political, energy,
financial, information, cybernetic and other measures as well as combinations
thereof. At a glance, this creates an impression that when it comes to these
universal methods of effect, the concept of hybrid conflict becomes a kind of
umbrella covering the multimodality of actions in an unconventional conf-
lict®. However, rather than attempts to define the concept of hybrid conflict or
the ambitions to draw a list of all the possible methods that it covers, the key
point in the discourse in question is to consider the goals of Russian experts to
reveal the consistency of the strategy of hybrid conflict (as that of a prolonged
and targeted action by a state). This strategy puts into a solid causal and logical

7 A. Anexcanzipos, Hu Mupa, Hu Boiinwt, 02/07/2017, http://www.redstar.ru/index.php/kozak/
item/33672-ni-mira-ni-vojny, 24/03/2018; IInuuyxk, 3acion Inbpuansmv Oneparusm, 01/12/2015,
http://www.redstar.ru/index.php/syria/item/26823-zaslon-gibridnym-
operatsiyam?tmpl=component&print=1, 24/03/2018; K. Cuskos, [l Hauama Ilepesopor, 11/09/2017,
https://vpk-news.ru/articles/38867, 24/03/2018.
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chain the terms that are widely used in Russian texts to describe the contem-
porary form of warfare in reliance to non-traditional measures rather than
military power. Thus, hybrid conflict in Russian thinking is divided into four
phases of attack against a vast sector of a state’s activities: (1) hybrid aggression,
(2) controlled chaos, (3) colour revolution and (4) hybrid warfare (Fig. 5).

Hybrid aggression (long-term, active information campaign, ASTATE
developing opposition/5th column)

Controlled chaos (terrorism, demonstrations,
ethno-religious conflicts, information operations, use of force) ( (

Colour revolution (change of state leader and government)

Hybrid warfare (fighting with non-military formations (bandits, &= === g
insurgents, guerillas, terrorists), special operations (optional phase)

Figure 5. Russian concept of hybrid conflict
(made by the author)

Hybrid aggression is understood as a preparatory phase to spark an ef-
fective controlled chaos. This phase is described as highly specific and rather as-
sumed, for it does not have a clear beginning, an action front or an end, it does
not need to be officially declared but can be executed; also there are no winners
or losers. The cornerstone aspect here is the ability to carry out long-term ag-
gression against the state in which the government bodies are to be weakened,
undermining its political, military, economic and psychological status. This
long-term character is illustrated by the hybrid aggression of the West against
Russia that Russian experts accentuate in their discussions; they argue that
this aggression has been consistently in progress since 1990 or earlier. The ag-
gression uses exclusively non-military measures to establish and reinforce the
country’s opposition or a 5" column - in the case of Russia, pro-western (pro-
liberal) political, non-governmental organisations or a network of them®. The
essential measure and mode of operation of the aggression is considered to be
an information campaign targeting three spaces: affecting the mentality of the
people of the state, creating a favourable atmosphere on the international arena
and forging a sense of innocence in the consciousness of its own citizens. Al-
exander Vladimirov, a reserve general and Russian expert on warfare, provides
an apt illustration to this strategic nature of hybrid aggression by transforming

8 Anekcanppos, (supra note 81); A. Baprouu, IJgemnvie Pesomioyuu u [ubpudnvie Botitv
Cospemennocmu, HesaBucumoit TazeTsr, 22/01/2016, http://nvo.ng.ru/gpolit/2016-01-22/1_revolutions.
html, 30/03/2018; Bacunvesuu, (supra note 69), p. 136-139.
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the famous saying by the Roman historian Cornelius Nepos (1* century B.C.),
“If you want peace, prepare for war’, into “If you want peace, go to war.’* Even
though hybrid aggression has an extremely broad range of measures, achiev-
ing the desired effect requires that this range be focused on the state’s identified
weak spots. And of all the possible weaknesses, the biggest is considered to be
the conviction of the state as such that there is no exterior coordinated hybrid
aggression coming its way from anywhere. Still, this phase does not consider
using direct military measures, giving thought as to how the whole of the non-
military measures can be employed to minimise the use of military power or
casualties in trying to achieve political objectives in the next phases instead®.
Controlled chaos is a hands-on phase of hybrid conflict within the target
country, which involves the effective exploitation of measures that have been
moulded and strengthened inside the country, seeking both to destabilise the
status of the state and to weaken and break the government and political sys-
tem of the state even more. The key aspect here is action premeditated by an
external actor, which is usually limited to a period of four to six weeks, when
efforts are made to create conditions for a colour revolution. In a controlled
chaos setting, the element of military power becomes vital and inevitable,
with the opposition and other groups being armed and trained, demonstra-
tions and skirmishes initiated, use of force against protesters promoted and
special forces infiltrated, terrorist attacks or diversions organised. Nonetheless,
this phase is still dominated by non-military measures, the most prominent
being an active information campaign that involves spreading ‘ideological
viruses (mpeonormdyeckue Bupychl) targeting the consciousness or mentality
of the nation as well as other weak spots. Special emphasis is placed on cy-
bernetic attacks that should help secure a dominant position in the informa-
tion-communication space and cause confusion inside the country to launch
attacks against healthcare establishments, banking systems and other public
sector institutions. The Russian discussions accentuate that the architect of and
expert in controlled chaos is the US that, back in 1980, changed the wording
of the term controlled instability to controlled chaos and disseminates this con-
cept as a technology of political activities®. According to some predictions,
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controlled chaos may be launched in Russia, which makes it necessary to be
able not only to give it the appropriate response (using the armed forces and
ensuring information security) but to know one’s own country’s weaknesses
and realise the conceptual premises for revolutions as well. It is stressed that
this phase has the biggest potential in Russia’s largest cities, when coordinated
exterior support and chaos could engage the Russian ‘patriotic-minded oppo-
sition; statistical alcohol and drug users, hooligans or bandits armed with ille-
gal weapons, and so on. One of the best moments to trigger controlled chaos
are a country’s approaching political elections, so such critical moments must
be watched very closely. Controlled chaos involves a mixture of military and
non-military measures and methods geared towards affecting the mentality of
the people and destabilising the country’s economy, political and social envi-
ronment and causing chaos within its governing bodies®*.

In the Russian mentality, the cornerstone phase of hybrid conflict is a
colour revolution, which has the sole aim of executing a takeover; therefore,
the state needs to be able to stabilise this chaos and prevent a potential coup.
The Russian discourse constructs a map of colour revolutions starting with
the first colour revolution that took place in Yugoslavia in 1999 and then on
to developments in North Africa, the Middle East and the post-soviet space
(including the recent events in Ukraine) and making generalisations on that
basis. Notably, these revolutions would often end in the establishment of a pro-
western and anti-Russian authority in the country; this, according to President
Putin, makes it an increasingly relevant problem to Russia as such revolutions
demonstrate ‘new rules or a game with no rules’ in the world¥. Time-wise, it is
a short-lived phase that lasts four weeks or less, during which time a focused
strike against the chosen government structure of the state is made. For all
practical purposes, a colour revolution targets political leaders with attempts
to attach one of two possible negative labels on them. The first is a ‘bloody
dictator, which the leader earns thanks to their decision to use military force
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to quench demonstrations. The second is that of a ‘corrupt leader’ and is ap-
plied if the leader of the state does not choose to resort to military structures to
halt protests. Both cases produce the same end result: the political regime is dis-
mantled and the political leaders are replaced. Even though the revolution takes
place inside the country, a third (concerned exterior) party may affect the lea-
ders’ actions in responding to the chaos, with threats to introduce armed forces
or begin some other kind of intervention under cover of a humanitarian shield.
Still, a revolution is considered to be most effective when a political victory is
achieved with the third party acting indirectly and without any contact™®.

To enforce the coup, exercise of military power may be required; this is
when the colour revolution transforms into a civil war or continuous armed
skirmishes inside the state. In this case we have hybrid warfare (rubpupnnas
BOeBaHus), its specific nature defined by unconventional and irregular mi-
litary groups and their direct military actions. In essence, it is about regular
forces fighting informal military formations, moving away from a revolution
towards occupation through the perspective of humanitarian intervention or
brotherly assistance. It is a continued anarchy in the state that is believed to
offer the most favourable media to launch military actions by a third party,
rendering an interior conflict international. Speaking of the conflicts in Syria,
Libya, Iraq and eastern Ukraine, Russian experts can see the growing novelty
of hybrid warfare, with irregular military groups actively using conventional
military measures or even trying to fight by conventional methods. Such at-
tempts become interlaced with the irregular military groups’ known abilities
to fight using guerrilla, diversion, terrorist and other unconventional combat
tactics. In this phase, thought is given to hybrid warfare operations that the re-
gular armed forces should be able to execute, for they are becoming a new way
to act and fight and quite possibly even an alternative to conventional military
operations that only require special forces or hi-tech weaponry. Still, this phase
is not a prerequisite for a hybrid conflict, because an interior conflict within
a state could be very hard to end with even adaptive military actions, which
rather makes the introduction of armed forces as plan B¥.

In summary, we can say that hybrid conflict is defined in Discourse B
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as a triad of hybrid aggression / controlled chaos / colour revolution with pre-
dominant non-military measures and methods, with the element of military
power capable of activation through conventional and adaptive hybrid opera-
tions alike whenever necessary, expanding this triad further. Nevertheless, the
Russian intellectual reflection of hybrid conflict in contemporary warfare is
not grounded on Russia’s own military experiences (with the one exception of
Syria) but rather relies on the conceptual assumptions and military campaign
practices of the West, drawing inferences and producing future insights on
that basis. Unfortunately, Russia’s own actions in the Crimea are not subject
to public discussion or analysis, and the conflict in eastern Ukraine is rather
presented as a realisation of a hybrid conflict instigated by the West (or the US
in particular). For the purposes of these discussions, the Russian idea of hybrid
conflict is rather perceived by virtue of the significance of its threat to the state
of Russia or non-western regimes, with no open efforts to simulate Russia’s po-
tential to implement this kind of conflict scenario to attain political or military
objectives outside its national borders.

Conclusions

After the conflict in Ukraine that started in 2014, the form of asymme-
trical warfare which had firmly dominated Russian military thought since the
2008 Russia-Georgia war is now being replaced by the prospect of network-cen-
tric warfare, which is becoming the underlying subject in Russian discussions
on contemporary warfare. Hence, the new Russian intellectual reflection cea-
ses to analyse the specific nature of asymmetrical warfare and starts to look for
conceptual solutions and simulate practical insights into how network-centric
warfare could be realised that would enable the execution of adaptive military
operations. Attention to network-centric warfare in the Russian mentality is a
symbol of actively thinking about developing an advanced army that does not
just have state-of-the-art military systems but is also able to use them in order
to be proactive and operate with a high degree of intensity in a contemporary
and modern hi-tech war. Notably, in doing so Russia is setting for itself ulti-
mate military goals that focus on a timely internalisation of new technology in
the fields of military systems. Hybrid is becoming a new and popular term in
Russia’s military vocabulary after the outbreak of the Ukrainian conflict. It is
the non-military measures, previously the province of asymmetrical warfare,
that are now being absorbed by the concept of hybrid aggression, while uncon-
ventional actions and operations against irregular armed forces are defined
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using the term hybrid warfare. After the conflict in the Ukraine, just as before it
started, there is a great deal of attention in the Russian discourse of contempo-
rary warfare given to non-military measures and their combination with mili-
tary tactics, operationalising the controlled chaos and colour revolution types of
action, which represent threats to Russia instead of gaining the meaning of an
effective potential in armed forces operations.

Importantly, Russian military thought actively follows and analyses
the military thought and experiences of the West, the US in particular, not
only analysing the practical forms of warfare and their efficiency indicators
and measures allowing them to be implemented in the most recent milita-
ry campaigns, but also scrutinising the genesis of new warfare concepts and
military terms in the western intellectual space. Both discourses consider the
key conflicts in which Russian experts are trying to find objective conclusions
regarding the predominant types of warfare to be those that took place in Iraq
(1991), Yugoslavia (1999), Afghanistan (2001), Iraq (2003), Libya (2011), the
Arab Spring domino effect in North Africa and the Middle East, and the re-
volutions in the post-soviet states. The Vietnam War (1955), which is consi-
dered to be the origin of asymmetrical warfare and had been the subject of
broad analysis until 2014, has yielded its place to the military campaign in
Syria (2011) with its hybrid and network-centric warfare.

It has to be admitted that the Ukrainian conflict, just like the Russia-
Georgia war before it, has failed to become the underlying note in Russia’s
discourse of contemporary warfare or the renewal of its military thought. Still,
Russia is rather inclined to learn from western military campaigns and see
them as a source of information on the key characteristics of contemporary
warfare or the predominant types of warfare that have to be spotted, unders-
tood and internalised on time. At the same time, the Ukrainian conflict that
started in 2014 is construed as a form of western warfare, a puzzle to Russia.
All of this suggests that Russian military thought openly ignores the milita-
ry experiences of the country just as it is potentially focused on propaganda
actions in that regard. The important thing is that Russia’s military practices
in the Syrian military campaign are not being concealed. Quite the opposite;
efforts are being made to highlight the country’s practical actions and achieve-
ments aimed at anchoring the image of a modern army and showcasing mili-
tary advancement to the home and international audiences.

Finally, even though the study did not pursue this objective, the rese-
arch reveals disagreement (if only to an extent) with the stance of the western
researchers referred to in the introduction to this article (such as McDermott,



Galeotti, Thomas and Berzins), who analysed texts that were more Russian in
character, that in terms of modern military conflict Russia is rather thinking
about the dominance and realisation of new-type warfare, new-generation war-
fare or non-linear warfare. Russia shows the will to be (conceptually) prepared
and able to fight a sixth-generation war, its predominant features being conta-
ctless combat and high-precision weapon systems. This accentuates the strong
future prospect of hi-tech warfare, in which network-centric warfare will play
a key role. Nonetheless, the latest characteristic of contemporary conflict - its
hybrid nature - is definitely not turning into a disorienting concept in the Rus-
sian military thought; on the contrary, Russian experts assign a strategic signi-
ficance to this type of action and are looking for the most effective possibilities
to use it to political-military ends instead of trying to assimilate it with other
military terms (such as non-linear warfare).
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