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Abstract

Russia has demonstrated a remarkable ability to quickly learn and 
innovate despite suffering substantial losses in Ukraine. This makes 
Russia a challenging enemy that defies previous assumptions about its 
military strengths. This article argues that the Armed Forces of the 
Russian Federation (AFRF) has successfully adapted their conduct of 
war by integrating new technologies and tactics, thereby enhancing their 
combat effectiveness against the Armed Forces of Ukraine (AFU). By 
focusing on drone and electronic warfare (EW), this adaptation has led to 
demonstrable shifts in battlefield dynamics and has boosted operational 
capabilities, presenting a serious challenge to traditional NATO defense 
strategies.

Using the military innovations theory developed by Michael 
C.  Horowitz and Shira Pindyck, this article examines how the AFRF 
has adapted its conduct of war based on lessons from the ongoing war 
in Ukraine, particularly where the AFRF has demonstrated significant 
technological and tactical advancements [1]. Horowitz and Pindyck’s 
theory outlines the stages of invention, incubation, and implementation, 
which are applied to analyze three specific case studies: the use of Iranian 
one-way attack (OWA) Shahed drones, first-person-view (FPV) drones, 
and lightweight EW systems. Of note, this article does not explore other 
military innovations like glide aviation bombs or reconnaissance-strike 
complexes, as their examination would exceed the scope of this article. 

This analysis shows the AFRF’s ability to innovate, challenging 
perceptions of its rigidity and resistance to change. Military innovations 
in the use of Shahed drones, FPV drones, and counter-unmanned aerial 
vehicles (C-UAV) while also using lightweight EW systems illustrate 
Russia’s capacity to institutionalize innovation within its doctrine, force 
structures, and the military-industrial complex. These changes are 
a potential threat to the Baltic States and their NATO allies, given its 
geographical proximity. It highlights the urgent need to address these 
challenges to prepare for future wars.

Keywords: military innovations, Shahed drones, war in Ukraine, FPV 
drones.
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A Theory of Military Innovations

Examining military innovation theory enables us to assess if 
Russia has adapted its way of war through lessons from the war with 
Ukraine. In their study, “What Is a Military Innovation and Why 
It Matters,” Horowitz and Pindyck argue that there is no consensus 
on the wide range of conceptual definitions of military innovation. 
They propose a new theoretical framework for understanding 
military innovations [1].

They define military innovations as “changes in the conduct 
of warfare designed to increase a military’s ability to generate 
power” through invention, incubation, and implementation [1]. 
The first stage, invention, is creating new technologies or tactics, 
or modifying existing ones to solve specific problems in new ways. 
The second stage, incubation, is the products of invention gaining 
status and influence through advocacy or experimentation via 
bottom-up or top-down processes. The third stage, implementation, 
is the top-down process of political leaders leading the relevant 
community of interest to adopt the invention. Often, after adoption, 
the innovation can diffuse and spread to other countries [1].

Note that these changes must occur at the operational level or 
be tactical by nature, but they must also be operationally significant 
to be adopted and be intended to enhance or translate into actual 
military power. Moreover, military organizations change their way 
of war when they undergo a military innovation process (see figure 
1) that begins with the invention, includes a period of incubation 
in which the invention is seen as significant, and ends with the 
implementation of the invention [1].
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EXPLANATORY VARIABLES
Wartime, Bottom-Up and Top-Down Pressures, Political Forces, Culture, etc.

INVENTION
New or modified technology,

formation of new tactics

INCUBATION
Invention gains influence via

advocacy, experimentation

IMPLEMENTATION
Top-down adoption by
community of interest

(Figure from Michael C. Horowitz and Shira Pindyck, “What Is a Military Innovation and Why It Matters,” Journal of Strategic Studies [2023])

Figure 1. Military Innovation Process

Russia may undergo the process of military innovation 
differently. However, Horowitz and Pindyck’s proposed military 
innovation theory allows for the organization and comparison 
of innovation cases to address whether the AFRF is changing 
its way of war based on lessons from the war in Ukraine. Using 
this framework, three military innovations from the ongoing 
war—Iranian OWA Shahed drones, FPV drones, and C-UAV EW 
systems—are analyzed.

One-Way Attack Shahed Drone

Applying Horowitz and Pindyck’s framework to the AFRF’s 
adoption of Iranian OWA Shahed drones demonstrates each stage 
of military innovation. These low-cost drones enable Russia to 
continue targeting critical infrastructure and terrorizing the 
civilian population, thereby overstretching Ukrainian air defenses 
(AD) and enabling the AFRF to rebuild depleted stocks of more 
expensive missiles.

The Shahed drones—Shahed-136 and Shahed-131—are delta-
wing drones capable of carrying up to 40 kg of explosive payloads 
to preplanned targets over long (900 to 1,500 km) distances at 
speeds up to 170 km/h (see figure 2) [2]. They are an attractive 
alternative to ballistic and cruise missiles due to their low cost and 
ease of production.
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(Figure by Alexpl via Wikimedia Commons)

Figure 2. Shahed-136 / Geran-2 One-Way Attack Drone
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The impetus for the diffusion of Iranian Shahed technology into 
Russian warfare was the depleted stocks of traditional missiles and 
the need to conduct sustained attacks on Ukrainian infrastructure. 
The AFRF began using Shahed drones in early September 2022, 
with Russian operators receiving training in Iran [3]. The AFRF 
had probably used 86 percent of its Iskander missiles, 46 percent 
of its sea-launched Kalibr cruise missiles, and 52 percent of its air-
launched cruise missiles by October 2022 [4]. According to Russian 
military experts, the Shahed drone represents a new type of weapon 
that is transforming the Russian strategy of saturating military and 
civilian infrastructure deep within Ukraine at a fraction of the cost 
[5]. With an estimated cost of $35,000 per unit, Shahed drones 
offer a cost-effective alternative to the Iskander M ballistic missiles 
(approximately $2 million) and Kalibr cruise missiles ($1 million) 
[6]. To counter this saturation strategy, Ukraine was forced to 
allocate its resources and adapt its AD tactics.

The mass production of Shahed drones highlights Russia’s 
commitment to integrating this technology. As Iran supplied 
several hundred Shahed drones to the AFRF, there were initially 
a few cases of its usage [7]. After seeing its effectiveness, Russia 
made a top-down decision to acquire more Shahed drones. In 
early 2023, the Russian military-industrial complex signed a $1.75 
billion franchise deal with Iran to supply six thousand Shahed 
drones to the AFRF by September 2025 and to build a factory 
in Alabuga, Tatarstan, to manufacture a modified version of the 
drone under the names Geran-1/2. The factory started production 
in May 2023 and averaged about twenty drones per workday [8]. 
Between January and September 2024, the factory produced 5,760 
drones, fulfilling the contract agreement [9]. In mid-2023, the 
Russian military made another top-down decision to mass produce 
the ten times cheaper, low-tech decoy drones Gerbera, which were 
intended to make themselves conspicuous to radars and deplete or 
distract the AFU AD, thereby improving the penetration rate of 
the armed Shahed drones [10]. As drone production ramped up, 
the number of drone attacks significantly increased in its efforts to 
oversaturate the AFU AD (see figure 3) [6] 
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(Figure from Neil Hollenbeck et al., “Calculating the Cost-Effectiveness of Russia’s Drone Strikes,” Center for Strategic and International Studies,
19 February 2025, https://www.csis.org/analysis/calculating-cost-effectiveness-russias-drone-strikes)
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Figure 3. Monthly Missiles and Drones Launched  
by Type (September 2022 – December 2024)

While specific unit designations remain unconfirmed, the 
AFRF has likely integrated Shahed drones into specialized units 
under the Russian Aerospace Forces. Dedicated Shahed drone units 
and the constant increase in usage suggest an evolution of tactical 
thought regarding the drones, even if it is not formally codified in 
AFRF doctrine.

Early on, between September and December 2022, Russia 
used drones in uncoordinated attacks during the day using nap-
of-the-earth flight profiles along highways or riverbeds. The AFU 
responded by establishing mobile fire groups and destroying the 
drones using machine-gun fire [3]. However, in early 2023, the 
AFRF refined their tactics to include swarm attacks, launching 
six to eight Shahed drones at night. The AFU responded by using 
all available means to defeat the attacks, including mobile fire 
groups, EW systems, man-portable air defense systems, short-
range air defenses, tactical aircraft and helicopters, and hardening 
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infrastructure [3]. By the end of 2023, the AFRF began targeting 
critical infrastructure with massive waves of Shahed drones 
combined with traditional precision missiles. The AFRF would 
employ the Gerbera decoy drones to trigger Ukraine’s AD radar 
illumination, recording their positions and then being followed by 
Shahed drones. Hours later, cruise missiles would be launched to 
either bypass or overwhelm the AD systems, and then be followed 
by ballistic missiles timed to coincide with the approaching Shahed 
drones and additional cruise missiles from various directions at 
multiple targets. This tactic aimed to overload the AFU AD and 
saturate selected targets with high aerial threats, thereby depleting 
Ukraine’s limited AD resources [11]. To counter this tactic, the AFU 
began using EW teams equipped with the Pokrova EW system to 
spoof the Shahed drones’ internal global navigation satellite system 
(GNSS) signals, leading to significant flight path errors [12]. To 
reduce the vulnerability to EW spoofing, Russia began installing a 
separate navigation system called Kometa, which featured an eight-
element GPS-controlled reception pattern antenna that enhanced 
the drone’s resilience against GNSS signal jamming and spoofing, 
unless the AFU also employed EW suppression triangulation 
[13]. In late March 2025, open-source evidence suggested that the 
AFRF has since updated their tactics. Russia now strikes a target 
simultaneously rather than sending drones in waves [14]. This 
evolution demonstrates Russia’s ability to adapt and innovate in 
response to battlefield realities.
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Russian state-media-released video on 20 July 2025 details one of the country’s key 
drone assembly centers in Alabuga, Tatarstan. This production facility domestically 
manufactures the Iranian-designed Shahed drones under the name Geran-2, 
supporting Russia’s ongoing war against Ukraine. Screenshot from Zvezda TV

In conclusion, deploying Shahed drones demonstrates how 
the AFRF has learned, evolving its military strategies through 
innovation. Russia diffused Iranian technology during the invention 
stage to solve missile stock shortages and sustain long-range 
strike capability. During incubation, the AFRF experimented with 
uncoordinated attacks, refined tactics, and institutionalized drone 
production through partnerships and domestic manufacturing. In 
the implementation stage, Russia mass-produced and upgraded 
Shahed drones, incorporated them into new drone force structures 
and integrated them into swarm tactics and deep strikes with 
precision missiles to overload Ukrainian AD.

FPV Drones

The increasing use of FPV drones marks another significant shift 
in Russia’s way of war in Ukraine. During its second year, Russia 
faced a significant increase in the deployment of cheap and lethal 
Ukrainian FPV drones, which gradually took a leading role (up to 
70 percent) in causing losses to equipment and manpower, making 
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frontline breaches virtually impossible [15]. Gen. Valery Zaluzhny, 
former AFU commander in chief, emphasized the role of FPV drones 
in the war after recognizing Ukraine’s disadvantage in weapons 
and manpower. These drones, a critical tool for precision strikes, 
minimized direct contact and reduced the number of casualties [16]. 

Ukraine started mass producing its FPV drones when they 
faced a deficit of depleted artillery ammunition stocks in August 
2023 [17]. An FPV drone is a low-cost ($500) quadcopter with a 
video camera and a 0.7–3 kg improvised armor-piercing, cluster, or 
thermobaric warhead (see figure 4). Controlled remotely by pilots, 
they can engage targets at speeds of 120 km/h over distances from 
5 to 10 km. [18].

(Figure translated from General Staff of the Armed Forces of the Russian Federation, Handbook:  
FPV Drones Used by the RF Armed Forces in the SMO [2024])

Figure 4. Example of FPV Drones Available  
for Order to Frontline Units from Suppliers

Recognizing the effectiveness of FPV drones, the AFRF rapidly 
diffused the same military innovation within its forces, showcasing 
an impressive ability to learn and adapt on the battlefield [19]. 
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The driving force for the spread of FPV drones was the low-cost 
precision strikes on Ukrainian combat vehicles and personnel, 
reducing the need for direct contact and minimizing casualties.

Russia shows its dedication to military technological 
advancement by using standard, mass-produced FPV drones 
developed by civilian manufacturers and volunteer organizations. 
However, Russian military bloggers first pointed out that these 
drones performed inadequately, and the dominance of a single 
supplier restricted the AFRF’s access to diverse models [20]. In 
response, in April 2024, the Russian Ministry of Defence (MOD) 
implemented a top-down decision to accelerate the fielding of FPV 
drones by funding special projects that united civilian volunteers, 
sponsors, the “People’s OPK” (a public initiative to support the 
defense industry), and the MOD. As a result, civilian manufacturers 
increased production volumes of up to forty thousand drones per 
month and created new types of FPV drones [21]. By the end of 
2024, the General Staff of the AFRF published a catalog featuring 
fifty-eight types of FPV drones, which frontline units could order 
from suppliers [22]. This decentralization and independence 
allowed frontline units to increase their strikes from several 
hundred to almost two thousand per day [23].

Russian troops build a two-kilometer mesh net “tunnel” in early 2025 to protect 
against Ukrainian FPV drones. In theory, FPV drones on their final attack 
trajectory will get entangled in the net or go off course. Screenshot from X
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As the Russian FPV drones became more widespread and pro-
ved their effectiveness, Russian troops continuously refined drone 
tactics from the bottom-up, resulting in a dramatic increase in FPV 
drone strikes. This increase demonstrates a significant shift in the 
Russian way of war, with low-cost precision FPV drones increasin-
gly replacing or augmenting traditional ground attacks.

First, the FPV drones are designed to destroy any combat vehi-
cle. For instance, all tanks are designed to sustain fire from the 
front. The appearance of FPV drones made tanks extremely vulne-
rable, because FPV drones can maneuver and attack from the side, 
top, or rear, wherever the armor is weaker [19]. This threat became 
so prevalent on the modern battlefield that it forced AFU armo-
red vehicles to withdraw from frontal positions and remain hidden 
3–10 km away from the front line; consequently, AFU armored co-
unterattacks became highly vulnerable. This frontline withdrawal 
allowed the AFRF to more easily retain seized strongpoints from 
AFU counterattacks, as AFU attacks were conducted without com-
bat vehicles in dispersed infantry formations to avoid being lucra-
tive targets (see figure 5) [19]. 

(Figure adapted from Russian Air Force Military Educational and Scientific Center,  
Operation and Use of Unmanned Aerial Vehicles [FPV drones] [2023])

Figure 5. Marked Leopard Tank Indicating Vulnerable Parts to an FPV Strike

Second, FPV drones have become individualized weapons, able 
to chase a single AFU soldier on the front line. Russian military 
experts claim that there are sectors on the front line where the AFRF 
has FPV drone superiority, the AFU has dominance, and there is 
parity. In these areas, every soldiers movement is immediately 
targeted by two to three drones within 6 km from the front and 
either side [19]. The combination of FPV drone strikes in concert 
with glide aviation bombs and artillery barrages has become so 
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deadly that it forced the AFU to adapt by dispersing troops and 
altering its tactics [24].

Third, the AFRF began to isolate Ukrainian strongpoints with 
FPV drones by interdicting their flow of troops and supplies 3–10 km 
behind the front [24]. This new tactic forced the AFU to withdraw 
from some positions or conduct sustainment operations by walking 
5 km and carrying up to 40 kg of supplies [25]. To counter the same 
threat from the Ukrainian side in early 2025, the AFRF started 
constructing mesh tunnels to protect their ground supply routes 
[26]. This tactical evolution of FPV usage demonstrates Russia’s 
ability to adapt and innovate in response to battlefield realities.

Most of these bottom-up driven tactics were institutionalized 
in Russian military tactical publications. The Military Training and 
Research Centre of the Russian Air Force released a publication 
in the last quarter of 2023 titled Operation and Use of Unmanned 
Aerial Vehicles (FPV Drones), which describes FPV characteristics, 
preparation, piloting, maintenance, safety instructions, and 
establishing standards for theoretical, simulator, and flight training 
within the AFRF [27]. Additionally, Russian volunteers released a 
memo for soldiers describing instructions for preparing warheads 
for FPV drones, including the dismantling of Javelin missiles 
[28]. Finally, Russian volunteers also published in the last quarter 
of 2024 the Handbook on the Tactics of Using FPV Drones by the 
Enemy (in Diagrams) and Methods of Counteraction, which contains 
nineteen tactical applications of FPV drones (see figure 6) [15]. The 
development of new doctrine underscores the institutionalization 
of this innovation within the AFRF.
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(Figure translated from Volunteers, Handbook on Tactics of Using FPV Drones by the Enemy [in Diagrams] and
Methods of Counteraction [2024])

Figure 6. Tactical Application of FPV Drones Example – 
Using Fiber-Optic Cable for Control

The implementation of FPV drones led to the formal incorporation 
of FPV drone crews at the tactical-unit level. Notably, the Russian 
MOD announced in January 2024 that the first UAV company was 
formed on the front line with FPV crews engaging enemy targets 
[29]. The composition of FPV crews was likely diffused from the 
AFU and included four persons: a senior, an FPV drone operator, 
an ammunition specialist, and a reconnaissance drone operator 
[15]. In October 2024, the Russian defense minister ordered the 
“Rubikon” Centre for Prospective Unmanned Technologies to form 
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five unmanned detachments for operations in Ukraine [30]. The 
Russian MOD established an entirely new branch in December 
2024, the unmanned systems troops [31]. The Russian unmanned 
systems troops formed the first drone regiment at the military 
district level in January 2025 with forty-one FPV drone strike 
units. Similar regiments may be formed in other military districts 
in the future [32]. The establishment of specialized units underline 
the institutionalization of this innovation within the AFRF.

It is important to highlight that FPV drones still have specific 
vulnerabilities: short flight duration (seven to ten minutes) and 
range (up to 10 km), as well as vulnerability to EW [15]. To 
address the short flight time and range, the AFRF sometimes strike 
preidentified targets (e.g., bunkers) if they cannot hit high-value 
targets or land the drone and wait (up to six hours) until the target 
appears to ambush it [15]. To extend the range, the AFRF might use 
a “mother” agro drone with signal retranslation to lift and launch 
two to three FPV drones up to 60–70 km. [15]. The final and most 
significant FPV drone vulnerability is its susceptibility to radio 
frequency and GNSS signal electromagnetic jamming. In 2024, 
both sides jammed 60–80 percent of all FPVs operated [24]. In 
March 2024, Russians were the first to introduce FPV drones with 
fiber-optic cables to counter electromagnetic jamming, a specific 
Russian innovation, allowing them to penetrate areas of heavy 
jamming and hit targets up to 10 km [33]. According to Russian 
military experts, this innovation played a crucial role in Russia’s 
recent success in retaking Kursk [34].

In conclusion, the adoption of FPV drones by the AFRF illustrates 
rapid military innovation. Russia diffused Ukrainian innovation 
during the invention stage to minimize casualties and enable 
standoff, low-cost precision FPV drone strikes on AFU combat 
vehicles and troops. During incubation, the AFRF experimented 
with tactics, technology, drone units and centralized its FPV drone 
production. Russia institutionalized FPV drone innovation in 
the implementation stage by enhancing collaborative production, 
standardizing tactics, and adjusting force structures. The AFRF’s 
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evolving drone capabilities highlight a learning process driven 
by battlefield necessity, showing that Russia is actively changing 
its approach to warfare based on lessons learned from the war in 
Ukraine.

Moreover, inspired by the current war, Russia’s allies are 
diffusing FPV drone innovations into their arsenals. For instance, 
China is intensifying efforts to develop and integrate FPV and 
swarm drones into its armed forces [35]. Kim Jong Un, after his 
troops encountered FPV drones in Ukraine, mass-produced 
FPV drones in North Korea with technical support from Russia 
[36]. Similarly, Serbia’s armed forces adopted Komar FPV drones 
developed by Serbian defense industry enterprises in 2024 [37].

Lightweight C-UAV EW Systems

The extensive use of company-level lightweight C-UAV EW 
systems represents a third military innovation in the Ukraine 
war. While not originally a Russian invention, the country’s mass 
production and integration of these systems into its force structures 
and doctrine have significantly altered its approach to modern 
warfare. The threat from drones was already evident during wars 
in Donbas and Syria [19]. Back then, EW systems proved the most 
effective way to counter drones by jamming their GNSS positioning, 
navigation, and timing signals or radio frequency links, which 
control drones or share video data [38]. During that time, Russia had 
invented and developed mostly vehicle-based C-UAV EW systems 
like Krasukha-4 (2014), Pole-21 (2016), Shipovnik-Aero (2016), 
Repellent-1 (2017), Silok-01 (2018), or Palantin (2019) [39]. One 
issue the AFRF faced after invading Ukraine was that these large 
and sophisticated vehicle-based C-UAV EW systems became high-
value targets for AFU long-range fires [19]. This situation led to 
another problem: too few of these systems could effectively cover 
the entire front line.

The rapid proliferation of small drones caught the AFRF 
somewhat off guard. Ukrainian drones were helping to reconnoitre, 
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direct or adjust indirect fire, command troops, or drop improvised 
explosives, mines, or grenades on Russian troops [40]. This issue 
became very grave for the AFRF because a $200 commercially 
available off-the-shelf Ukrainian DJI Mavic drone could destroy 
a $3 million Russian tank by simply dropping a grenade through 
an open hatch and detonating the ammunition stored inside the 
turret [41]. The introduction of company-level lightweight C-UAV 
EW systems significantly improved the AFRF’s ability to protect its 
forces from drone attacks.

Due to the extensive threat from Ukrainian drones, the AFRF 
urgently needed to develop both kinetic and nonkinetic solutions 
to protect frontline units, a need formally acknowledged by the 
Russian MOD in its tactical manual REMINDER on Protection and 
Counteraction Against Enemy UAVs. The manual institutionalized 
the use of vehicle-based C-UAV EW systems and antidrone rifles. 
According to the manual, EW companies had to deploy EW 
systems like the Lesochek, Pole-01, or Silok-01 to protect high-
value targets such as command posts or artillery positions (see 
figure 7); in contrast, EW assets like the Zhitel and Palantin had 
to protect frontline units. It was recommended that each infantry 
platoon have one operator with an antidrone rifle for close 
protection against drones [40]. As seen from the manual, other 
company-level lightweight C-UAV EW military innovations such 
as vehicle-mounted C-UAV jammers, drone detectors, and portable 
C-UAV jammer domes that the AFU already utilized were still in 
the incubation period within the AFRF as of mid-2023.
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(Figure translated from Russian Ministry of Defence, REMINDER on Protection and Counteraction AgainstEnemy UAVs [2024])

Figure 7. Illustration of Russian C-UAV Tactic  
in Mid-2023 Using Pole-21 and Silok-01

The sudden influx of deadly Ukrainian FPV drones targeting 
Russian combat vehicles likely spurred the rapid development of 
vehicle jammers by the Russians. These vehicle-mounted C-UAV 
jammers create a protective “dome” around the vehicle by jamming 
multiple frequencies within a specified radius to disrupt drone 
communications and navigation [42]. By the end of October 
2023, the Russian MOD released a series of guidelines to ensure 
the protection of combat vehicles from FPV drones, including 
the use of four vehicle-mounted C-UAV jammers (see figure 8) 
[43]. Two additional vehicle-mounted C-UAV jammers were also 
codified into Russian doctrine at the end of 2024 [22]. Urgent 
standardization and mass production of vehicle-mounted C-UAV 
jammers represent a significant Russian top-down effort to address 
the devastating threat from Ukrainian FPV drones.
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(Figure from Russian Ministry of Defence, Guidelines for Ensuring the Protectionof APCs from FPV Drones [2023])

Figure 8. Illustration Explaining How to  
Use Vehicle-Mounted C-UAV Jammer Volnorez

The exponential growth in Ukrainian FPV drones has allowed 
for the targeting of not only Russian combat vehicles but also 
individual soldiers. Instances of two or three FPV drones pursuing 
a single soldier have become common, necessitating the dispersion 
and reduction of troops in the trenches [15]. This lethal battlefield 
environment impeded Russian leadership from implementing 
and fielding the remaining military innovations in C-UAV EW at 
the company level [24]. The objective was to equip each infantry 
platoon position with a drone detector, a portable C-UAV jammer 
dome, and an antidrone rifle [15]. The introduction of company-
level lightweight C-UAV EW systems has significantly improved the 
AFRF’s ability to protect its forces from drone attacks. A passive 
drone detector identifies and locates drones and their ground control 
stations by analyzing video frequencies, while the portable C-UAV 
jammer dome autonomously detects approaching drones and creates 
a radio interference “dome,” jamming one or multiple frequencies 
within a 200–500-meter radius to disrupt drone communications 
and navigation [19; 50]. The antidrone rifle is a handheld device 
that allows the operator to emit directed energy at drones, jamming 
their communications and navigation up to 5 km [44].
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There was an urgent battlefield demand for these lightweight 
C-UAV EW devices. Like FPV drones, state firms under Rostec, 
Russian private companies, and volunteers stepped in to fill these 
gaps with novel solutions. In April 2024, the Russian MOD made a 
top-down decision to fund small manufacturers’ mass production 
of lightweight C-UAV EW devices. By the end of 2024, this decision 
allowed frontline units to quickly field five thousand C-UAV EW 
devices per month and develop new types of military innovations 
[21]. Ukrainian military EW experts identified approximately 
sixteen types of drone detectors developed by Russian companies 
[45]. The General Staff of the AFRF published a catalog where 
frontline units could order twelve types of portable C-UAV jammer 
domes (see figure 9) and twelve antidrone rifles [22]. The mass 
production of lightweight C-UAV EW systems, supported by 
state firms, private companies, and volunteers, highlights Russia’s 
commitment to integrating this technology into its military strategy.

(Figure translated from General Staff of the Armed Forces of the Russian Federation, Handbook:  
FPV Drones Used by the RF Armed Forces in the SMO [2024])

Figure 9. Example of Four Types of Russian C-UAV Jammer  
Domes Available for Order from Suppliers to Frontline Units
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The proliferation of lightweight jammers led to the evolution 
of the C-UAV doctrine. The Russian MOD could not keep up with 
the pace of battlefield innovations, so Russian volunteers codified 
counterdrone techniques into the Handbook on Tactics of Using FPV 
Drones by the Enemy (in Diagrams) and Methods of Counteraction. 
This manual emphasizes the importance of early detection of 
enemy drones, either visually or using drone detectors, and their 
electromagnetic suppression through portable C-UAV EW jamming 
domes or antidrone rifles [15]. Despite the increasing density of 
C-UAV EW equipment on the front line, the impact on reducing 
drone threats remains uncertain. Both sides are engaged in intense 
EW competition and are facing two significant challenges.

The first challenge is the rapid changes and extension of 
frequency bands used by drones’ onboard radio-electronic 
equipment. For instance, when Russian C-UAV EW devices began 
jamming standard commercial radio frequencies and navigation 
signals, the AFU responded by switching to less commonly used 
frequencies with higher power. The AFU then began testing 
jammed frequencies by sending a single drone; if the frequency was 
jammed, they would change it and send another, and if the drone 
successfully passed through, they would then send the rest through 
the unjammed frequency [19]. This adaptation forced Russian EW 
spectrum analyzers to detect the new frequencies and update their 
C-UAV jammers accordingly. In response, the AFU began utilizing 
frequency hopping to evade suppression [24]. In certain instances, 
Russians reprogrammed their drones to the same frequencies, 
causing the AFU to inadvertently jam their drones when attempting 
to counter Russian drones [46]. Both sides have learned that C-UAV 
EW devices cannot be fixed to any single frequency and must be 
constantly updated based on electromagnetic detection results. 
Open-source evidence indicates that the AFRF is field-testing 
C-UAV equipment that uses artificial intelligence (AI) to detect 
and suppress frequencies used by the AFU [47].

The second challenge is using advanced electromagnetic 
protection devices and technologies by drones to prevent C-UAV 
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jamming. For example, both sides have begun encrypting drone 
radio frequencies, causing drones to ignore signals that do not 
match the encryption key [38]. Additionally, more expensive 
drones utilize preprogrammed routes, necessitating precise 
position-tracking methods [24]. Finally, Ukraine and Russia are 
both developing drones equipped with onboard AI systems capable 
of identifying and locking onto targets, which can navigate using 
AI with inertial gyroscopes, thereby eliminating the need for 
command-and-control signals from operators and rendering them 
impervious to jamming [18].

In conclusion, the quick adaptation and widespread use of 
lightweight C-UAV EW devices by the AFRF highlight a significant 
change in the way of war, driven by the bottom-up battlefield 
realities in Ukraine. With the increasing threat from Ukrainian 
drones, especially the deadly FPV models, the AFRF has focused 
on enhancing electromagnetic protection at the company level. 
Initially reliant on large, vehicle-based EW systems, the AFRF 
faced critical vulnerabilities due to their high-value target 
status and limited coverage across a vast front line. In response, 
Russia bypassed traditional bureaucratic hurdles by dramatically 
accelerating the military innovation process of smaller, more 
flexible C-UAV solutions, including drone detectors, antidrone 
rifles, portable jamming domes, and vehicle-mounted jammers. 
After the diffusion of these technologies from Ukrainian forces, 
Russians implemented them through decentralized mass production 
and doctrinal integration. 

The intense competition between Russia and Ukraine in 
countering drones highlights the need for continuous innovation 
to maintain an edge and has broader implications. The lessons 
learned from this war have shaped Russia’s approach to warfare 
and influenced other countries like China to diffuse similar 
counterdrone technologies into their military [35].
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Conclusions and Further Research 

This article has demonstrated that the AFRF has successfully 
adapted its conduct of war based on lessons from the war in 
Ukraine, challenging previous assumptions about its rigidity. As 
argued in the introduction, the AFRF has effectively integrated 
new technologies and tactics—notably OWA Shahed drones, FPV 
drones, and lightweight C-UAV EW systems—to enhance combat 
effectiveness against the AFU, leading to demonstrable shifts in 
battlefield dynamics.

A Russian soldier carries an antidrone rifle. Since the beginning of the war in 
Ukraine, Russian soldiers have received improved antidrone rifles that are capable 
of drone detection at a distance of up to one kilometer. Photo from the Russian 
Ministry of Defence

Russia has successfully diffused and integrated Shahed drones, 
enabling cost-effective, long-range saturation attacks on Ukrainian 
critical infrastructure and population. By diffusing and implementing 
FPV drone warfare into its strategy, Russia has been able to carry out 
low-cost precision strikes that have significantly altered battlefield 
dynamics. Finally, the diffusion and use of lightweight C-UAV EW 
systems have enhanced Russia’s ability to defend against the threat 
from Ukrainian drones at the company level.
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Through the lens of military innovations theory, it is evident 
that Russia is adapting its tactics and technology based on lessons 
from Ukraine, institutionalizing changes within its doctrine, force 
structures, and the military-industrial complex. This ongoing 
process underscores the dynamic nature of modern warfare and 
the need for continuous advancements to maintain a strategic edge. 
Recognizing this, the Russian MOD announced the “Voentekh” 
project in February 2025 to accelerate the implementation of 
technological innovations by testing new products on the battlefield 
and introducing them to the AFRF [48].

Overall, the AFRF’s ability to innovate and adapt through the 
integration of new technologies and tactics challenges conventional 
wisdom about its military capabilities and how Russia will reconstitute 
its military force following the war’s conclusion in Ukraine [7]. 
The spread of these technologies to Russian allies highlights their 
broader impact on global security. These developments pose 
potential threats to the Baltic States and their NATO allies, in which 
they will need to address these challenges to be ready for future 
war. Further research could identify whether the Baltic States and 
their NATO allies need to change their legacy military strategies 
to enhance their AD systems to detect and counter the persistent 
threat of OWA drones like Shahed and invest in the development of 
lightweight C-UAV EW solutions to protect their combat vehicles 
and troops from the imminent threat of Russian FPV drones.

NATO’s 2022 Strategic Concept emphasizes the need to maintain 
technological superiority and invest in innovation [49]. Further 
research could also determine whether cheap and scalable OWA 
drones, FPV drones, and lightweight C-UAV EW solutions are 
mature enough innovations to be diffused and implemented into 
the Baltic States and their NATO allies’ doctrine, force structures, 
and defense industries.

(The article was originally written as a research paper for the 
Baltic Defence College’s Strategic Level Higher Command Studies 
Course. My thanks to Military Review’s Beth Warrington, whose 
input significantly improved this article’s clarity and overall quality.)
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